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Product Registration
Product registration helps RLE Technologies inform owners of:
*  Product upgrades
+ Firmware enhancements
* New products and technologies
» Special offers available only to registered users
Access and submit Product Registration information from the FMS Configuration Menu.
Any information provided to RLE Technologies through the registration form will be regarded as

confidential. RLE will not sell or distribute any of the information to third parties. To read our
Privacy Policy, please visit our website: www.rletech.com.

Technical Support
Personal assistance is available Monday through Friday, from 8:00 a.m. to 5:00 p.m. MST.
A request for assistance may be sent to support@rletech.com.
Otherwise, please call us directly at: (970) 484-6510, and press “2” for technical support.

The following information is located on the bottom of each FMS unit. Please have this information
available whenever a technical support call is placed:

Product Model Number

Product Serial Number

Product Manufacture Date
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SYSTEM OVERVIEW

11. Product Description

The Falcon Facilities Monitoring System (FMS) is a comprehensive system which provides
additional equipment protection by monitoring critical operating parameters in enterprises,
remote network facilities, communication rooms, remote and unmanned facilities, and critical
support systems. The FMS is a stand alone system. It operates via embedded “firmware” that
handles all data collection, alarm reporting, and multiple concurrent communication mediums.

The FMS typically monitors analog and dry contact outputs from devices such as temperature
sensors, humidity sensors, gas detectors, smoke detectors, fire suppression systems,
surveillance products (e.g., IP cameras), leak detection systems, power monitoring systems,
uninterruptible power supplies (UPSs), power distribution units (PDUs), generators, DC power
plants, commercial power, HVAC units, ATS, TVSSs, and access keypads.

The FMS performs internal diagnostics that check the Flash Program code, serial ports, RAM,
non-volatile RAM, real-time clock, internal power supplies, relay drivers, analog to digital
converter (ADC), and modem (optional). During operation, the FMS monitors its status and
uses several LED indicators to report its condition.

The FMS embedded firmware enables system configuration, I/O setup, status inquiries, alarm

reports, data logs, and troubleshooting. The FMS is menu driven and operates with any Web
browser, ASCII terminal, or terminal emulation application (e.g., HyperTerminal).

www.rletech.com 15 970.484.6510



1 System Overview
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Front Panel Indicators and Controls
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Figure 1.1 FMS 2U Front Panel Indicators and Controls

Expansion Card Relay Status LEDs

¢ Green (On) if the relay is active-for Expansion Card A only.
Network LEDs — Two Network Status LEDs

¢ Link — Green if network link is established. Red if there is no connection.
¢ Active — Green (On) if transmitting or receiving data.
Communications LEDs — Four Modem Status LEDs

¢ TX - Green (On) if information is being transmitted.

¢ RX - Green (On) if information is being received.

¢ OH - Green (On) if the Modem detects a dial tone (off hook).
¢ CD - Yellow (On) if a carrier is detected.

System Status LED

¢ Flashes Red ten times per second during the initial boot up of the FMS, which is
approximately 45 seconds. If the initial boot up fails, the LED continues to flash. This
indicates a condition that requires service; users must contact RLE for more information.
After the boot up, this LED turns off if no alarms are present, or turns solid if the unit is in an
alarm condition.

Power LED — Green (On) if power is on.

System Power Switch — Used to turn power to the unit on and off.

16 970.484.6510
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Terminal Block Designations

Figure 1.2 FMS Terminal Block Designations

Table 1.1 Terminal Block Designations

TB1-1 (+) Input for 24 or 48VDC (optional) power

TB1-2 (-) Input for 24 or 48VDC (optional) power

P1 ‘ 24\V/DC wall adapter input (center +) (not available with 48VDC version)
TB2-1 24VDC positive (+) external output (power for sensors)
TB2-2 24VDC positive (+) external output (power for sensors)
TB2-3 Channel 1 positive (+)

TB2-4 Channel 1 negative (-)

TB2-5 Channel 2 positive (+)

TB2-6 Channel 2 negative (-)

TB2-7 Channel 3 positive (+)

TB2-8 Channel 3 negative (-)

TB2-9 Channel 4 positive (+)

TB2-10 Channel 4 negative (-)

TB3-1 Channel 5 positive (+)

TB3-2 Channel 5 negative (-)

TB3-3 Channel 6 positive (+)

TB3-4 Channel 6 negative (-)

TB3-5 Channel 7 positive (+)

TB3-6 Channel 7 negative (-)

TB3-7 Channel 8 positive (+)

TB3-8 Channel 8 negative (-)

TB3-9 24\V/DC ground external output (power for sensors)
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1 System Overview

Table 1.1 Terminal Block Designations

TB3-10 24VDC ground external output (power for sensors)
TB4-1 Relay 1 normally closed (NC)

TB4-2 Relay 1 normally open (NO)

TB4-3 Relay 1 common (C)

TB4-4 Relay 2 normally closed (NC)

TB4-5 Relay 2 normally open (NO)

TB4-6 Relay 2 common (C)

TB5-1 Keypad column 1

TB5-2 Keypad column 2

TB5-3 Keypad column 3

TB5-4 Keypad row 1

TB5-5 Keypad row 2

TB5-6 Keypad row 3

TB5-7 Keypad row 4

TB5-8 COM1 EIA-485 positive (+) (configurable)
TB5-9 COM1 EIA-485 negative (-) (configurable)
TB5-10 EIA-485 ground

SW1-1 Unit EIA-485 termination switch

SW1-2 Reserved for future use.

P2 COM1 EIA-232 male DB pin

P3 COM2 EIA-232 female DB9 pin connector (configurable)
P4 RJ11 telephone line connector

P5 RJ45 Ethernet 10/100BaseT connector
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1.4.

Rear Panel Indicators

1 System Overview

The rear panel of the FMS houses a series of green LEDs. The chart below tracks indicator
status when the corresponding green LED is illuminated:

Status Indicator

K1 (Output Relay) Relay is energized.
EIA-232 TX (COM2) Data is being transmitted.
Interface

EIA-232 or EIA-485 TX Data is being transmitted.

(COM1) Interface

EIA-232 (COM1) Select
Interface

EIA-232 selected (P2)

K2 (Output Relay)

Relay is energized.

K1
K2

EIA-232 TX {Com1)
EIA-485 TX

EIA-232 RX EIA-485
ElA-232 or

(COM2) SELECT
(CoM1)
{COM2) (COMT)
ElA=-485 RX

ElA-232
‘ ElA=-232 or
SELECT
(COM2)

Figure 1.3 Rear Panel Indicators

www.rletech.com

EIA-232 RX (COM2)
Interface

Data is being received.

EIA-232 or EIA-485 RX
(COM1) Interface

Data is being received.

EIA-485 (COM1) Select EIA-485 selected (TB5)
Interface
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1 System Overview

1.5. SW1 Switch Settings

¢ SWI1-1: EIA-485 Termination switch should be in the down position (ON) if the FMS is an
end device on an EIA-485 network.

¢ SW1-2: Reserved for future use.

Lin

SW1

Figure 1.4 SW1-1 Switch and SW1-2 Switch

SW1-1 switch is in the down position (ON) and SW1-2 switch is in the up position (OFF).
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GETTING STARTED

In order to get the FMS working, users must install the unit, wire and connect the power, and
set the IP address. Any accessories for the FMS should also be connected at this time (e.g.,
keypad connection, Modbus connections, Expansion Cards, etc.)

2.1. Installation

The Falcon FMS comes in a 19 inch (.48m) rack mount enclosure. Install the FMS in the rack.
Use the proper anchoring method to mount the unit securely. Supply either 24VDC (standard)
or 48VDC (optional) to the unit.

Units have different model numbers. Before applying power to the unit, verify
the model number and power rating located on the back of the unit. The voltage

indicator is the last number on the unit model number. The FMS will either be a
WARNING 24VDC or a 48VDC.
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2 Getting Started

2.2, Falcon FMS Wiring

RLE Technologies recommends an 18AWG stranded copper wire for connection from each
monitored point to a terminal block (TB) connection on the FMS. RLE recommends no more
than 500 feet (152.4m) of wire at this specification. If longer runs are needed, please contact
RLE Technologies for application guidance. Shielded twisted pair wiring is recommended for
analog signal transmitters being wired outside of conduit runs and dropped ceiling applications.

2.2.1 Power Supply and Ground Connections

Connect an 18AWG ground wire from the ground terminal to a suitable earth ground. For
24VDC model FMS, plug the wall adapter into P1 and a UPS outlet as shown below. The wall
adapter has a 5 foot (1.524m) power cord. RLE Technologies recommends powering the FMS
from a UPS supply to allow the FMS to send alarm notification during a power outage.

EXTERNAL TBZ Input 1-4
VDT Chi Ch2  Chl  Chd

hE S R S
—/ )/

0000000000]E

Figure 2.1 24VDC Power Supply Connection

For a 48§VDC model FMS, connect a 48VDC supply through a circuit breaker to TB1 as shown
below. In telecommunications applications, the 48VDC supply is typically connected to the
48VDC battery system through a DC distribution panel.
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E.’g P
exrernaL TB2 Input 1-4
TB1 VDo 24WDT Cchl Grﬂ Chl  Che
VDG +

@) [}
&

Figure 2.2 48VDC Power Supply Connection

2.2.2 Universal Input Connections

The eight non-isolated universal inputs are connected to TB2 and TB3. Universal input
channels can be individually configured through the FMS to monitor a 4-20mA signal, a
Normally Open (NO) dry contact, or a Normally Closed (NC) dry contact; see Figure 2.3 for
examples of typical sensor wiring. See Appendix D, “FMS Accessories Wiring” on page 163,
for further details on wiring other RLE accessory sensors.

Some temperature and humidity sensors have internal jumper settings that may be used to select
sensor range and output voltage or current. Jumper settings should be set before power is
applied to the equipment. The sensor range (50—95°F, 22—122°F, etc.) should be
documented at this time. The sensor range is required to determine the gain and offset settings
when configuring the input through software.

The Falcon has 24VDC available (TB2-1, TB2-2 +24VDC, TB3-9, TB3-10 24VDC comm.) to
power external sensors. The 24VDC external supply is internally fused at 300mA.
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Do

1
TE1VDC

exTErnaL TB2 Input 1-4

TES Input 58 o,
WG o cha o om o

o o

RELAY ] RELAY2
RERaC DG

[’Eﬂﬂﬂﬂﬂﬂl‘lﬂﬂﬂﬂ 000000000y O [II]IIII]

o

o

TES Input 58 extEres
o GND RELAYi RELAYZ
[

exrerni. T2 Inpul 1-4
WG chr o e oot

TBIInpui 58 extema
o o

N I —

a4
RELAY T RELAYZ

©

1
H#|0000000000) {00000
I

CNOC NCNOC
= =

Temperature/
Humidity Sensor
2 Wire
4-20mA
m WR

externe TB2 Input 1-4
DG i cha a3 Ohe on
— o N —

== =

TBIInpui 58 extema

om o

I —

PWR —

3 Wire ouT

4-20mA
Sensor

GND

P1

TBt wpg SR TB2input 14

WC o c o3 om ons

TB3 Input 58 exrEmn.

a4
RELAY1 RELAYZ
Nen

N.C.
Cunhact |—|Ff Contact
(Closes on (Opens on
Alarm) Alarm)

"

voe hog RoHoe
%@ I Do DDDD
=] ©
2 Wire
4-20mA e
Sensor
(Loop Pcweredj

Figure 2.3 Universal Input Wiring Examples

Some equipment may have several dry contact outputs with a Common Ground. Connect this

equipment as shown in Figure 2.4.

Do
TB1 ExTeRMaL TB2 Input 1-4

24VDC |'_‘,!-|1 I'_‘,!-|2 Chs

+ -

I_IJ_|l_ll_IJ_|

2]
VDC Chﬂ

TB3 Input 5B ExTERNAL

Chs ChE Ch7T ChE GND

L I
/M MM - M

TB4
RELAY 1 RELAY I
WG MO G NG NO G
| s I s |

I
{000u0LOL00

000000000

nojonn

E g
! Q| o LM [
UPS
ON Bypass ml
ON Battery Al

Low Battery

Figure 2.4 Dry Contact Inputs with Common Ground
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2 Getting Started

2.2.3 Relay 1 and 2 Connections

Relay outputs may be used to unlatch doors, signal annunciators, signal IP cameras, and to turn
on auxiliary equipment such as exhaust fans. Relay outputs are form ¢ (spdt). Refer to
specifications in Appendix D, “FMS Accessories Wiring” on page 163, for relay contact
ratings. Relays may be configured, through the FMS for Normally Open (NO—unsupervised or
normally de-energized), or Normally Closed (NC—supervised or normally energized)
operation; see Figure 2.5 for examples.

+24VDC Comm.

o]

@ EKTERN( B2 Inpul1 TB3 Input 5 ExTERNA 24Vdc Door I:Jnlalch
VDC savpe Ch1 o cha o cos cre Borr oo g ﬁgﬂq 4“E'-"‘Y Solenoid
+_ T — P N g
' [h JLOC || LI d]’-??:’-[ 000000000 0WRiod

o i
120VAC
L N
120VAC Door
P1 EITERNA TB2 Input 1- TB3 Input 5- ExTEﬁNa\ .
TBLVDC bcom o ow ow o o & ow ooy RS R Unlatch Solenoid
v . P e fe i e B e B o e B e s
=)} JE
m 0000000000 DOD0000000) Duwood
S o LA
@ o] Cantrol Power for
P1  ExteErna TB2 Input 1- TB3 Input 5  ExTERNA Interposing Relay Motor
\Igé VDG e o o ok cwe cns cre Borr oo g ﬁgﬁ‘; 4“5'3“ Starter
e bt b == A S E |
[ ] l]» «[|§§:’- Interposing| o I i
0 OO0000O00OkE: 000000000 DO00WL Relay
Q© 0 A

NOTES:

1. Interposing Relay may not be required if Motor Starter control power is Blower

120VAC and requires less than 0.5A. Motor

2. Control Power for interposing relay can be connected to the Motor
Starter if the Motor Starter control power is 120VAC

P1 exTeERNA TB2 Input 1- TB3 Input 5 ExTERNA Web Camera
\.Tg:: VDG e o ofh om oo cs o & ocre g ngﬁg'm:%:g
. o P T e i ] — et |
oes m r — Xlerna
0000000000 0000000000 Duwooo - Sli”i?r
@ © I*4 | H»j L p!
P1  exrerna TBZ Input 1- TB3 Input 5-  ExTERNA
Jgé VDG bcem off ons oo chs ore & om o ﬁg'-“gmﬁg'-ﬁg RA1X2
= e B ' RA1x2
] ]EEE[ Provides
|@ 0000000000/ (0000000000 ORR000 Provide
=T
@ I.,._ I " I Alarm

Figure 2.5 Relay Output Wiring Examples
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2 Getting Started

2.2.4 Keypad Connection

The FMS has a 3 x 4 keypad interface. Entering a user code, configured through software, can
activate a relay output which unlatches a door and allows an individual to enter the secure area.
Entering the correct user code can also trigger a relay output to signal an IP camera to snap a
picture and email it to a predefined recipient. Connect the keypad as shown in Figure 2.6. For
more information on configuring the keypad function, see 3.15., “Keypad/DTMF Access

Users” on page 66.

RLE - KPO Keypad

www.rletech.com

FE9 TBS KEYPAD g a
====_: 10I0I 1010l -
RELAY COM1COM2 &
[ g2 PARJ1 P5RMS
TB4 K1 TX TX 232 | 8y P2 RS232 P3RS232 TELco NETWORK
RELAY 1 RELAY 2 S0 oMt COM2
NGNO G NCNOC‘II %@ I 50000
= (X X X X
i O oXe) O
aoooon e (LO00E geee 2000
=] L] K2 RX R 85 T ND sW1
L“j I‘Mj RS485 COM1
4 1 SELECT 10101
cumT0O~®
cccceccce
[en o o o

Keypad Pin 3 - Orange
Keypad Pin 4 - Groen
Keypad Pin 5 - Gre,
Keypad Pin 1 - Red
Koypad Pin 2 - Whils
Kaypad Pin 8 - Yellow
Kaypad Pin 7 - Blus.
Keypad Pin 6 - Black

Column 1
Column 2
Column 3
Row 1
Row 2
Row 3
Row 4

Falcon TBS-1
Falgon TB5-2
Falcon TB5-3
Falcon TB5-4
Falcon TB5.5

Falcon TB5-6
Falcon TB5-7

Na Connection

Figure 2.6 Keypad Wiring

2.2.5 EIA-232 COM2 Connection

The EIA-232 port can be connected to a PC for IP configuration, firmware downloads, and
troubleshooting. It is typically a temporary connection. Connect the straight through, 9-pin,
cable as shown in Figure 2.7.

o o
TB5 KEYPAD IOIOI IOIOI @ ——— Back of PC or Laptop

ey o cone §e L
a4 P [ 23 P2RS232 P3RS232 PARIT ETWORK
[y mmare DDDDD TT ‘Cou? coniz TELGO Modem COM PORT LAN 10baseT
e { coooo
e L eteeede ofgege [ T N
M 0000
Q00000 - == {00000 =
e Lossmer ';““".2.5:”':?‘ (Male) (Female) (Male)
(Male) (Female)

RS232 Cable (Straight Thru - Shipped with Falcon)

Figure 2.7 EIA-232 COM2 Connection
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2 Getting Started

2.2.6 RJ11 Phone Line Connection

The FMS may contain an optional internal modem for dial in and dial out capabilities. The
modem can be used for:

¢ Email notification through an Internet Service Provider (ISP).

¢ Remote connection to accomplish a variety of tasks, including: viewing alarms, changing IP
Configurations, and acknowledging alarms.

¢ Remote alarm acknowledgment and access through DTMF. This allows a user to dial the
FMS from a touch tone telephone-standard phone or cell phone-and enter an
acknowledgment code or access code.

¢ Pager notification to an alpha-numeric pager or cell phone (TAP changer).

2.2.7 RJ45 Ethernet Connection

The FMS has an internal 10/100BASE-T Ethernet port used to configure and monitor the FMS.
The Ethernet port supports Web browser access, email (SMTP), BACnet slave, Modbus slave,
SNMP, BACnet master and Modus master. Figure 2.6 and Figure 2.7 show the physical
connections. Figure 2.8 shows a direct connection between the FMS and a PC using the
crossover cable supplied with the FMS. Figure 2.9 shows a typical FMS connection on a subnet
using a hub or switch and straight through CATS cables.

o o
= Bo |O|OI IOIOI @_T_'_T— Back of PC or Laptop

PiRI1  PSRMS
Modem COM PORT LAN 10baseT

P2 RSZ32 P3RS202 TELCO METWORK

185 kevon
o { %
o
{ ooooo
mofeeedo onelo
: e
Py
ELEC 10101

(Male) (Female) (Male) T

i Crossover GAT5 Gable (ships with Falcon) i

Figure 2.8 FMS Ethernet Connection to a PC using a Crossover Cable

) N u] u]
BEsss . |OI0l 10101 (3) =
{B‘RE - ﬁ ag P2 Rsza2 OPOSROS?:O TELCO  NETWORK
A
DDDDD DDDDD 2098
Lo LT e (Male) (Female) f

Back of PC or Laptop

Modem COM PORT LAN 10baseT

[:j oo E’%’j

HUB or SWITCH - 10/100BaseT

Figure 2.9 FMS Ethernet Connection to a PC on a Subnet
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2.2.8 Modbus EIA-485 Connections

The FMS can function as a Modbus Master or Slave over an EIA-485, 2-wire hardware
connection.

o O
TBS KEYPAD
RELJ\Y\'CDMZ coM1 E{_I:I:I:I:\_ Bu IO I O I IO I O I P@1 _-FI:S_R';-SL
sy e e 0000 5 e T il
INGC NCHOC I o
1 I I I I oO00CO0
it Ao © Oloooo/O
oooooo) 8 o
g o — B w
L"j L”j e ér.n SELECT RE“‘? IS‘I‘W‘ T (Male) (Female)
l
Switch #1 = On,
Inserts 100 Ohm
Termination Resistor 100 Ohm
Termination
Resistor
L | [ ]
=S -
D & D & [ LA
EEE‘ g 9 E
G tlE [+
L] @ @
g :e :e
S ay Sdy S oy
£88 388 JE¢
-1 oo aQ
=73 =73 R
Figure 2.10 FMS EIA-485 Connection
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2 Getting Started

2.2.9 Modbus EIA-232 Connections

The FMS can function as a Modbus Master or Slave over an EIA-232 hardware connection.
The EIA-232 port is configured as a DTE device.

10101 I0IO0I  (3) ==

MODBUS DEVICE (RTU - RS232/DCE)

TBS KEYPAD
LAY onz Gon 1
T4 Wtk o om {

B EE TN ooooa) 5 coue TELCO COM PORT
o oooooo |:"\_"';:| E:] O-oooooo
Joooon - Joood o 0000 o000
P o e (Male) (Female)

(Female)

RS232 Cable (Straight Thru)

: O o0
j—% . 10101 10IOl p@ s s MODBUS DEVICE (RTU - RS232/DTE)
Ls 11
e |J T P oo Newos p—
e e [ Z5
L pre© e s ee/© Cloooe
L L cummwﬁs‘ﬁg?ﬁ (Male) (Female)

(Female)

RS232 Cable (Null Modem)

Figure 2.11 FMS EIA-232 Connection to a DCE or DTE Device
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2.2.10 Expansion Card A Connections

A sticker identifying the expansion cards as A or C is located on each Expansion Card. The
following wiring diagrams show the Expansion Card in slot 1. However, the Expansion Card
may be in Slot 2, 3 or 4 based on the FMS configuration. The 1/O for each card type appears on
the back of the FMS for reference during field wiring; see Figure 2.12 and Figure 2.16 for
typical wiring. For information on Expansion Card B, see Appendix A, “FMS Expansion
Cards” on page 149.

Expansion Card A has 12 non-isolated analog input channels and 8 relay output channels. The
analog input channels can be wired for 4-20ma, 0-5vdc, 0-10VDC, NO (normally open) dry
contact or NC (normally closed) dry contact. The circuit board has internal jumpers to select an
ma input or a voltage input. The factory default is set as a 4-20ma input. See Appendix A, “FMS
Expansion Cards” on page 149, for jumper location and settings.

Expansion Card A — Analog Inputs with 8 Relay Outputs

UOLLHOUDOOL - DEUHOODUO0C

Ch01 Ch02 Ch03 Ch04 Chos Ch06 Relay 1 Relay 2 Relay 3 Relay 4

AOOOB0000000 BACNAENA006

Figure 2.12 I/O Terminals for Expansion Card A
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EXPSLOT 1 3

externaL TB2 Input 1-4 TBI Inpul 58 ExteRNAL B4
24UDC Ghi Ghz  Gnd Ghé Chi Chi a7 Cnb GND RELAY1 RELAYZ
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I i T e T e T e T e B B e
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Figure 2.13 Analog Input Wiring for Expansion Card A
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N.O.

Contact |—| f

(Closes on
Alarm)

N.C.

Contact
(Opens on

-

Alarm)

RATKZ

Alarm Input

+24VDC Comm.

—

24VDC Door
Unlatch
Solenoid

Figure 2.14 Dry Contact Inputs with Ground and Relay Outputs, Expansion Card A

31

970.484.6510



2 Getting Started

www.rletech.com

2.2.11 Expansion Card C Connections

Expansion Card C has 24 dry contact input channels.

Expansion Card C — 24 Digital Inputs

L

L

L

UL

il

0000

¥ - +

F

U

L

+

Cho1 Cho02

Cho3

Cho4

Ch10

Chos Chog Ch13

Ch11 Ch12 Ch19

Ch14 Ch15 Ch16

Ch20 Ch21 Ch22

Ch17

Ch23

Ch18

Ch24

00C

i

C

NO0C

i

N0000C

i

0

Figure 2.15 /O Terminals for Expansion Card C
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Figure 2.16 Typical Wiring for Expansion Card C
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2 Getting Started

Communication

The FMS will not communicate over a user’s network the first time it is connected to the
network. The manufacturer programs the FMS with a default IP address: 10.0.0.188, Subnet
Mask: 255.255.255.0. This default address must be changed to an IP address that corresponds
with the user’s network before the FMS can communicate over the network.

Follow the steps in this section to change the default address.

2.3.1 Set the FMS IP Address

There are three ways to set the FMS IP address:
¢ Via the ARP and PING commands
¢ Via the Web browser

¢ Via the EIA-232 interface

2.3.2 Set the IP Address Using the ARP and PING
Commands

To set the IP address of a manufacturer programmed FMS, use the ARP (Address Resolution
Protocol) command together with the PING (ICMP echo request) command. To use the ARP,
you must know the Ethernet address of the FMS.

2.3.2.1 Obtain the Ethernet Address (MAC Address)

Each network device must have its own unique identification. This identification sets it apart
from all other manufacturers and ensures that no two network devices have the same address.
Each manufacturer must use a six digit numbering convention (six sets of two digits with both
letters and numbers). The first three digits determine the actual manufacturer, and the
remaining three digits determine the unique network serial number of each individual FMS.

A typical Ethernet address (also known as a MAC address - Media Access Control) from the
FMS looks like this: 00:90:5B:00:02:45

The Ethernet (MAC) address for the FMS is on the model number sticker located on the bottom
of the device.

2.3.2.2 Use the ARP Command

Once you know the Ethernet address of the FMS, use the ARP command with the correct
parameters from any computer located on the FMS subnet (e.g., Class C with a subnet of
255.255.255.0).

For example, enter the following from a command prompt:
arp -s 192.168.1.14 00-90-5b-00-02-45
This command tells the computer (from which the ARP command was entered) that the

network device with an IP address of 192.168.1.14 uses the Ethernet (MAC) address of
00-90-5b-00-02-45.
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2.3.2.3 Use the PING Command

After the ARP command has been entered, the PING command must be entered from the same
computer in order to set up the IP address of the FMS. The PING command will use the ARP
entry added from 2.3.2.1, “Obtain the Ethernet Address (MAC Address)” on page 33, to send
the IP address information directly to the FMS (which is just one of several methods to initially
configure the IP address on a new FMS).

To do this, enter the following from a command prompt:

PING ip_address

Where “ip_address” is the IP address that was entered using the ARP command. In the above
example, the following would be entered:

PING 192.168.1.14

This command changes the IP address of the FMS to: 192.168.1.14.
2.3.2.4 Troubleshooting the ARP/PING Commands

If problems are encountered, it may be for one of the following reasons:

¢ The FMS already has a non-default TCP/IP address. Once the IP address of the FMS has
been changed from the default of 10.0.0.188, it is not possible to change it again with the
ARP/PING commands. This method of setting up the FMS IP address can only be used on an
FMS that still has its original default IP address, as shipped from the manufacturer.

¢ The device is not on the same Class C subnet as the computer from which the ARP/PING
commands were sent. The FMS default router and Subnet Mask must be changed via a Web
browser pointed at the FMS default IP address (i.e., http://10.0.0.188) or via a direct EIA-232
terminal connection to the FMS-both of which are alternate methods for setting up the FMS
IP address.

2.3.3 Set the IP Address Using a Web Browser

1 Plug the blue and yellow crossover network cable that shipped with the FMS unit into the
laptop or workstation that will be used to configure the FMS. This cable is not intended to be
connected to a network hub.

2 Write down the computer's [P address and Subnet Mask. Then change the IP address and
Subnet Mask of the computer from its existing address to one that will allow it to
communicate with the FMS, such as 10.0.0.180. It may be beneficial to set the IP address to
one that is one number different from the FMS IP address. Consult the computer’s manual or
your IT Department before attempting this.

3 Connect the other end of the network cable to the Ethernet port on the back of the FMS.
Access the FMS through a Web browser by typing the IP address (10.0.0.188) into the
location bar. Enter the FMS user name and password when prompted.

The default user name is “falcon” and there is no default password — leave the password field
empty.
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Select the Configuration Menu link, then select the System link. Select the IP
Configuration Menu link and change the IP address, Subnet Mask, and default Gateway to
one provided by the network administrator. Press the Submit Changes button. The FMS
will save the new IP address and reboot. Once the FMS reboots, the system status LED stops
flashing. Use the new IP address and reset the computer to its original IP address and Subnet
Mask.

Change the IP address of the computer back to its original IP address. If the computer was
configured as DHCP (the network domain controller assigns an IP address) return it to this
state. This may require assistance from your IT Department, or consult the computer’s
manual.

The computer and the FMS are now both configured to communicate on the network. Both
should be accessible via the network. Connect the PC and the FMS to the network. From the
PC Web browser, type in the IP address of the FMS. Enter the user name and password as
stated above to verify network access to the FMS.

2.3.4 Set the FMS IP Address using an EIA-232 Connection

To use the EIA-232 interface:

1

7

Connect the EIA-232 port (P3 - Com2) on the FMS to a terminal or PC running terminal
emulation software (HyperTerminal) with a 9-pin male-female straight through serial cable.

Set the appropriate communication port to 9600 baud, NO parity, 8 data bits, 1 stop bit,
(9600/N/8/1), and no software or hardware flow command.

Once the terminal emulation software starts, press Enter on the keyboard and the FCF>
should appear. If the FCF> does not appear, check the communication settings and make
sure the unit is powered on.

IP Address: From the FCF> type “IP” then press <enter> to view the current IP address. To
change the IP address, type IP, <space> and the new address to be assigned, then press the
enter key, example: IP 192.168.1.225 <enter>.

Subnet Mask: From the FCF> type “NM” then <enter> to view the current Netmask
address. To change the Netmask address, type NM, <space> and the new address to be
assigned, then press the enter key, example: NM 255.255.255.243 <enter>.

Default Gateway: From the FCF> type “DG” then press <enter> to view the current Default
Gateway address. To change the Default Gateway address, type DG, <space> and the new
address to be assigned, then press the enter key, example: DG 192.168.1.1 <enter>.

Every time you make a change the Falcon FMS will automatically save the changes.

See Chapter 6, “EIA-232 Interface” on page 133, for more information on the EIA-232
command set.
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FMS CONFIGURATION

FMS Web Interface Overview

The FMS Web interface provides a convenient way to configure basic settings from any
Internet-enabled computer. This chapter will walk users through the steps of configuring the
FMS. It will cover the following configuration options:

¢ Inputs and Relays
¢ System

¢ Alarm management
¢ Trends

¢ Clock

¢ Schedules

¢ Battery

¢ URL Links 1-5

¢ URL Links 6-10

¢ Links

¢ Nest/Egg

¢ Modem/Phone Numbers/Pagers
¢+ Keypad/DTMF Access Users

¢ Internet Protocol

¢ User Administration (Web Access)
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¢ Network Statistics

*

ICMP Ping

Email/DNS

*

¢ Network Time Protocol

*

SNMP/Syslog
¢ BACnet
¢ Com Portl/Modbus/Telnet

¢ Modbus Slave Units

¢ Flash Program

¢ Product Registration
The FMS is shipped to the user with the [P address configured as 10.0.0.188 and a Subnet Mask
of 255.255.255.0. The user name is preconfigured as falcon. The unit is configured without a

password; when a password is requested, leave the space blank.

Note The appearance of the login window is browser-dependent.

Connect to 10.0.0.200

R

The server 10,0.0,200 at Falcon--Emply- requires a username
and passward,

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection),

User name: | L% v |

Password: | |

[Jremember my password

[ OK H Cancel ]

Figure 3.1 Initial Login for the FMS
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These pre-configurations can be customized through the System link on the Configuration
Menu of the Web interface. To change the FMS IP address, refer to 2.3.1, “Set the FMS IP
Address” on page 33.

The “Smart Browsing” feature available with some browsers complicates use of the FMS Web
interface. To avoid complications, turn off Smart Browsing.

Homepage

To access the FMS Homepage, type the IP address of the FMS into the location bar of the Web
browser. When the prompt appears, enter the default user name (falcon) and password (none-
leave blank).

FalcHhn

Home | Identity | Configuration ‘ History | Relays | URL Links | Refresh |

Figure 3.2 Top Bar on the FMS Home Page

The top of the page provides links to other pages for additional monitoring, control and
configuration. To configure the FMS, select the Configuration option from the Top bar of the
FMS Homepage.

The Configuration page allows authorized users—with administrator or read-write

privileges—to adjust the FMS settings. Each link on the Configuration page displays more
information about specific configuration settings.
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FalcHn

Home | ldentity | Configuration | Histony

FMS-AAAA-Y-24 (FCF)

Configuration Menu

Inputs and Relays
System

Alarm Management
Trends

Clock

Schedules
Battery

URL Links (1-5)
URL Links (6-10)
Links

MNest/Egg

Modem/Phone Mumbers/Pagers
Keypad/OTMF Access Users

Internet Protocol

User Administration (Web Access)
Metwork Statistics

lcmp Ping

Email/DMNS
e Metwork Time Protocol

SHNMP/Syslog

Bacnet

Com Port1/Modbus/Telnet
Modbus Slave Units

s Flash Program
» Product Reqgistration

pil ST v Y“#W

Figure 3.3 FMS Configuration Menu
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Inputs and Relays

5.Ch (#) Label 5.Ch (#) Label 5.Ch (#) Label 5.Ch (#) Label

3 FMS Configuration

(1) Server Isle B (2) Server Room (3) Server Isle B (4) Server Room
T Eas T Hor
(5) FM200 System (&) Water Leak (7 Water Leak (8) Water Leak
BL Zlar Zlar Zlar
1.1 (9) Server Isle C 1.2 (10) (Demo) Alarm 1.3 (11) Server Isle D|1.4 (12) Server Room
T = === It Wes
1.5 (13) Server Isle F 1.6 (14) Server Isle G|1.7 (15) Server Room 1.8 (16) Server Isle I
Iz Iz Sou Iz
1.9 (17) Server Isle J|(|1.10 (18) Server Isle K ||1.11 (19) Server Isle L ||1.12 (20) Server Isle M
Iz Iz Iz Iz
2.1 (33) Generator 2.2 (34) UPS Room 5th [[2.3 (35) ©Cutside Rir 2.4 (36) MCC Room 3rd
Room F1 Tem F1
2.5 (37) 1=t Floor 2.6 (38) 2nd Floor 2.7 (39) Elevator 2.8 (40) Tape Storage
Offic Offic Motor/ c1
[2.9 (41) mmaroc #2.9 |[2.10 (42) ANALOG #2.10 [2.11 (43) ANALOG #2.11 |[2.12 (44) RNALOG #2.12
[3.1 (57) mmaLoG #3.1 |[3.2 (S8) AMALOG #3.2 3.3 (59) ANALOG #3.3 |[3.4 (60) ANALOG #3.4
[3.5 (61) mmRLOG #3.5 |[3.6 (62) ANALOG #3.6 3.7 (63) ANALOG #3.7 |[3.8 (64) ANALOG #3.8
[3.9 (65) mNRLOG #3.9 [[3.10 (66) ANALOG #3.10 [3.11 (67) ANALOG #3.11 |[3.12 (68) RANALOG #3.12
[¢.1 (e1) mmaroc #4.1 |[4.2 (82) ANALOG #4.2 4.3 (83) ANALOG #4.3 (4.4 (84) RANALOG #4.%
[¢.5 (e5) mmRIOG #4.5 |[4.6 (26) ANALOG #4.6 4.7 (87) ANALOG #4.7 |[4.8 (88) ANALOG #4.8
4.11 (91) Out Of 4.12 (92) Dry Contact
4.9 (89) ANALOG $4.9 |[4.10 (90) ZNALOG #4.10 (81) Qut of (82)  Dzy Contact
—_— —_— Service Lot

Temper

5.1 {(105) Internal

5.2 (106) Internal
[Humidi

Figure 3.4 FMS Input/Output Configuration Menu

Input and Relay allows users to program specific parameters for each FMS input and relay.
Different FMS models allow different numbers of inputs and relays. Only installed inputs and
relays are displayed. Inputs and relays are identified by their name and slot channel number
(S.Ch). Clicking an input link will display one of three input configuration pages: (1) Main
Board Inputs 1-8, (2) Expansion Card “A” Inputs or (3) Expansion Card “C” Inputs.

Users must push the Submit Changes button after they configure each input. Changes not
submitted before proceeding to the next input will be lost.
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3.3.1 Main Board Input Configuration (Channels 1-8)

To configure the FMS main board inputs (channels 1-8), select the appropriate input number. A
page similar to Figure 3.5 will appear.

r Configuation:lput#t

Current Readings: Raw = 18.757 mA Calc =73.2

Next Input >>
Select Input type: ANALOG4-20MA = Physical +  Digital Alarm ID: 10
Gain: 25 Calculator High Limit2: 200 Alarm ID: 13
Offset: -44 High Limit1: 100 Alarm ID: 11
Hysteresis: 0 Low Limit1: O Alarm ID: 12
Unit of Measure: Deg Low Limit2: 0 Alarm ID: 14
Alarm Delay: 0 Seconds Pager Alarms: 0.0.0.0.0

Label: Serverlsle A Temperature
Label (Digital input normal):
"OR Gate" Relay (1-16) Control: |0 Relay Configuration

"OR Gate" Relay (17-32) Control: I{]'

Email Recipient Notification: [EE support@rletech.com 2 engineering@rletech.com

Os: exchange@rletech.com O 1235551212@textmycell.com
Os: Ce:
Or. Cs:
Alarm Disable by Schedule: @) pore ) A () B
Snmp Trap: @) Enabled () Disabled ) Disabled during Schedule A © Disabled during Schedule B
Trap Recipients: ®1: Mo
M3 @4
High1/Low1 Snmp Traps: @) Enabled ) Disabled
Display Value: @ Signed Unsigned
Individual Ground Type (digital in only): @) |ndividual Ground ) Common Ground
BACnet Instance: ai:1 BACnet Units: 0

Figure 3.5 FMS Main Board Input Configuration

The number of the input that is being configured appears in the upper bar. Options on this
configuration page are described below.

Current Readings: Displays the input current as sensed by the FMS and the calculated value
based on the offset and gain settings.

Example: The example illustrated above shows a current input of 14.771mA from the
temperature sensor. The FMS converts this value to 79.6°F. When the input Type is
Digital NO, Digital NC or Digital Status, the measured Raw Current Reading will
typically be OmA or 24mA (depending on input). The Calculated Value will be a 0 or 1,
with 1 representing an alarm condition.
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Select Input Type: Select based on the type of device connected to the input channel. Options
include:

¢ Not Configured: Select when there is nothing connected to the input.
¢ Analog 4-20mA: Select when the device connected to the input provides a 4-20mA output.

¢ Digital NO: Select when the device connected to the input is a dry contact that is normally
open and closes on an alarm condition.

+ Digital NC: Select when the device connected to the input is a dry contact that is normally
closed and open on an alarm condition.

+ Digital Status: Select when the device connected to the input is a dry contact that only needs
to be monitored (status only), without alarms.

Select Input Type:

¢ Physical: This allows users to configure the channel to display a sensor that is wired to a
FMS Input, Channel 1 - 104.

¢ Modbus Import: This allows users to employ a channel to display Modus Register
information on the main page of the FMS. Virtual Slots can be added to the main page of the
FMS to display more Modbus Points; see Chapter 5, “Communication” on page 97.

Gain and Offset: Applies only to Analog 4-20mA input types. Inputs like temperature,
humidity, pressure, etc. connected to the FMS convert information to a 4-20mA signal. The
FMS reads this raw 4-20mA signal and calculates a value based on the input and the
predetermined gain and offset settings. The idea is to determine the correct gain and offset
values so that the FMS calculates and displays an accurate reading. Without setting the correct
gain and offset, the FMS will not convert the raw data correctly. As a result, missed alarms or
nuisance alarms could occur.

To set gain and offset values, click the Calculator link.

|4—2l]ma Gain/Offset Calculator: Input #2
|Current Readings: Raw = 6.213 mA Cale =428
|Gain: 25

|Oﬁ‘set: 4

|Sensor Range High 20ma = 129

|Sensor Range Low 4ma= 29

| Calculate

Return to Input 2 Configuration

Figure 3.6 Gain and Offset Calculator
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Enter the sensor’s range and press the Calculate button. Click the Return to Input 1
Configuration link so that the gain and offset fields are automatically entered with the correct
offset and gain settings. Gain and offset values can also be determined by using the following
formulas:

Gain for 4-20mA Transducer = (Sensor High Range Value- Sensor Low Range Value) / 4
Offset for 4-20mA Transducer = Sensor Low Range Value - Gain

Example: Temperature sensor with a sensing range of 50-95°F - displayed in Fahrenheit
Gain = (95-50) /4 =11.25
Offset=150- 11 =38.75

Example: Temperature sensor with a sensing range of 50-95°F - displayed in Celsius
Convert 50-95°F to 10-35°C and use the Celsius range for the calculations

Gain = (35-10) /4 =6.25

Offset=10-6=3.75

Example: Humidity sensor with a range of 0 - 100% RH
Gain = (100-0) / 4 =25
Offset=0-25=-25

Hysteresis (Deadband): The number that designates the amount an input reading must sway
from its preset alarm reading before it is classified as returned to normal. The Hysteresis
provides a dead band around the limit settings to prevent several alarms and return to normal
alarms when the input is the same as a limit setting.

The Hysteresis applies when the input type is Analog 4-20mA and is active for High Limit 1,
High Limit 2, Low Limit 1 and Low Limit 2.

Example: A temperature sensor alarms when it reaches its High Limit 1 of 80°F. If
Hysteresis is set at four, the sensor must register less than 76°F before the FMS reports it
as returned to normal. In another example, a humidity sensor alarms when it reaches its
Low Limit 2 of 30% RH. If the Hysteresis is set at five, the humidity must register more
than 35% before the FMS reports it as returned to normal.

Unit Of Measure (UOM): The 10 character field used to assign a unit of measure label to
analog values, such as °F, °C, % RH, Amps, Volts, PSI, etc. The unit of measure field is only
required when the input type is Analog 4-20mA. The unit of measure field is displayed on the
Main Menu and in notification (email/pager messages and SNMP Trap).

Alarm Delay: The amount of time the FMS waits to send an alert after an alarm condition is
detected. The FMS uses this same time delay to report a return to normal after the alarm
condition clears. The alarm delay is active for all input types except Not Configured.

Example: An input is configured as a digital NO, labeled “CRAC UNIT ALARM?” and has
an alarm delay of 10 seconds. When the CRAC unit alarms, it closes the contact to the
FMS. If the CRAC unit returns to normal and opens the contact to the FMS within the 10
second alarm delay, no alarm is generated in the FMS. If the CRAC unit remains in alarm
for 10 seconds or more, the FMS records the alarm and generates notification per the input
settings. If the CRAC unit returns to normal and alarms within the 10 second alarm delay,
the FMS does not record it as a return to normal. Once the CRAC unit returns to normal
for the 10 second alarm delay, the FMS records a return to normal and generators
notification per the FMS settings.
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High Limit 2: Applies only when the input type is Analog 4-20mA. The FMS will record an
alarm and send notification when the FMS calculated value exceeds this limit. The High Limit
1 and High Limit 2 are disabled when they are both set to 0. High Limit 2 will also activate any
designated relays.

High Limit 1: Applies only when the input type is set for Analog 4-20mA. The FMS will
record an alarm and send notification when the FMS calculated value exceeds this limit. The
High Limit 1 and High Limit 2 are disabled when they are both set to 0.

Low Limit 1: Applies only when the input type is Analog 4-20mA. The FMS will record an
alarm and send notification when the FMS calculated value falls below this limit. The Low
Limit 1 and Low Limit 2 are disabled when they are both set to 0.

Low Limit 2: Applies only when the input type is Analog 4-20mA. The FMS will record an
alarm and send notification when the FMS calculated value falls below this limit. The Low
Limit 1 and Low Limit 2 are disabled when they are both set to 0. Low Limit 2 will also
activate any designated relays.

Alarm Dial Out (Internal Modem): The list of up to five pager numbers to which the FMS
sends alarm notification. The numbers correspond to phone numbers configured from the
Configure Phone Number links at the bottom of the Modem Configuration page. Separate each
ID number with a comma. Enter zero to disable. The FMS will dial the lowest number listed
regardless of the order the numbers are listed; see 3.14., “Modem/Pagers” on page 62 for more
information.

Example: 1f the Alarm dial out string is set to “3, 5, 1, 0, 0,” the FMS will dial Pager #1,
Pager #3 and then Pager #5 when an alarm occurs. Pager notification will be sent when an
input alarms (high limit 2, high limit 1, low limit 1, low limit 2 is exceeded or the digital
input is in alarm). The “Dial Back on Returns” option on the Pager Configuration page
determines if the FMS will send a page when an input returns to normal; see 3.14.,
“Modem/Pagers” on page 62.

Label: Used for input identification. Applies to all input types except “Not Configured.” For
Analog input types, this label is displayed on the FMS Main Menu and the Input Configuration
Menu. When the input alarms and/or returns to normal, the label is included in the Alarm
History and notification messages. For Digital NO and Digital NC inputs, the label is displayed
on the FMS Main Menu, Input Configuration Menu, Alarm History page and in notification
messages only when the device is in alarm. For Digital Status inputs, the label is displayed on
the FMS Main Menu when the input is on. When the input turns on, the label is also included in
the Digital Status History.

Label (Digital input normal): Applies to input types Digital NO, Digital NC and Digital
Status. This field may be left blank. If it is left blank, the FMS displays the Label (from above).
This label is displayed on the main page when the input is normal, in the Alarm History when
the input returns to normal and in notification messages. For Digital Status inputs, the label is
displayed on the Home page when the input is off. When the input turns off, the label is also
included in the Digital Status History.

Relay Configuration Link: Used to assign a High Level 2, Low Level 2, or Digital Alarm
generated by this input to the OR gate function block of the Relay Control Logic to a specific
relay. To select the relay(s), click on the link and check the relay box(es). See Appendix G,
“Relay Control Logic” on page 183.
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Email Recipient Notification: Designates up to eight email addresses for notification if the
input goes into alarm. Email addresses will be displayed once they are entered on the Email
Configuration page. Email notification will be sent to recipients whose names are checked when
an input alarms and, if designated, when an alarm returns to normal.

Alarm Disable by Schedule: Used to designate a period of time the input will be disabled or
mactive. To do this, select either the A or B schedules, which are defined in the Schedule
Configuration menu. Within the scheduled time, the point on the Main Menu will turn Blue to
indicate that the input is currently being disabled during its scheduled time. Once the scheduled
time has past, the point will reactivate and return to its normal color.

SNMP Trap: Used to enable or disable traps. The trap can also be disabled during one of the
schedules.

High1/Low1 SNMP Traps: Used to disable the first level analog alarm until the alarm reaches
the more critical level 2.

Display Value: Used to show either Signed or Unsigned Values for the Displayed value
calculated by the FMS.

Example: 1f a selected value is Unsigned, the FMS will not display a negative number on
the calculated reading.

Press the Submit Changes button when done to save all changes.
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Individual Ground Type (digital in only): Defines the type of digital input as either
Individual Ground or Common Ground.

¢ Individual Ground: Used if the monitored input is a single relay contact and two contacts-
common and NO or NC-are accessible.

¢ Common Ground: Used if multiple relays are to be monitored that have the commons
bussed or tied together (only one common input connection) and only the NO or NC contacts
are available for each individual relay output. See the example below or see 2.2., “Falcon
FMS Wiring” on page 22, for more information.

Example: Configure input channels 1-2 for Individual Ground, and configure input
channels 4-6 for Common Ground.

Do

TB1
VDG

,-;E@{l—lﬁl—ll—lﬁ]ggqﬁﬁl—lﬁl—!_ ]
11— (OOU0O000E DMO000006) (000000

TB3 Input 5-B  EXTERNAL TB4
ChE Ché Ch7 Che GND RELAY 1 RELAY 2

ExTERMAL TB2 Input 1-4
VOC Ch1 Ch2  Chd Chd
.+ NENO G NG NGOG

< |0 W L

N.O.
Contact ’—H
(Closes on
Alarm) UPS

NC ON Bypass H

C. 0

Contact |JH§— ON Battery !

(Opens on Low Battery [

Alarm)

Figure 3.7 NOI/NC Wiring Example

BACnet Instance: The BACnet object identifier. It is a numerical code used to identify the
input. This code must be unique within the BACnet device.

BAChnet Units: A numerical code used to assign engineering units to this BACnet Instance.
Refer to the BACnet standard for further information.
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3.3.2 Expansion Card “A” Input Configuration

To configure Expansion Card A, select the desired input or relay from the Input and Relay
Configuration page; see Figure 3.4, “FMS Input/Output Configuration Menu” on page 41.
While units will vary depending on individual configurations, Expansion Card A is typically
numbered 1.1-1.12, 2.1-2.12, etc.

r  Configuation:lput#lt (¢

Current Readings: Raw = 24.995 mA Calc = 0.0

=< Prev Input Next Input >>
Select Input type: DIGITAL NC - Physical *  Digital Alarm ID: 1010
Gain: 25 Calculator High Limit2: 0 Alarm ID: 1013
Offset: -25 High Limit1: 0 Alarm ID: 1011
Hysteresis: 0 Low Limit1: O Alarm ID: 1012
Unit of Measure: Deg Low Limit2: 0 Alarm ID: 1014
Alarm Delay: 0 Seconds Pager Alarms: 0.0.0.0.0

Label: ANALOG#1.1
Label (Digital input normal):
"OR Gate" Relay (1-16) Control: |0 Relay Configuration
"OR Gate" Relay (17-32) Control- [0

Email Recipient Notification: (P rstelzer@rletech com s

DS: D4:
DS: DG:
D?: DB:

Alarm Disable by Schedule: @) pore ) A () B
Snmp Trap: @) Enabled () Disabled ) Disabled during Schedule A © Disabled during Schedule B
Trap Recipients: #11- 1000230 M2
3 [¥14:
High1/Low1 Snmp Traps: 6 Enabled _ Disabled
Display Value: @ Signed @ Unsigned
BACnet Instance: bi:9 BACnet Units: 0

Figure 3.8 Expansion Card “A” Configuration Page

This page will be displayed when configuring an input on an Expansion Card “A.” It is identical
to the FMS Main Board Input Configuration page—see 3.3.1, “Main Board Input Configuration
(Channels 1-8)” on page 42—with the following exceptions:

¢ The Expansion Card “A” does not except common ground digital inputs. Therefore, the
option for Individual Ground Type (digital in only) is removed.

¢ Analog 0-5VDC and Analog 0-10VDC options are added to the Input Type. The Expansion
Card “A” accepts analog inputs individually configurable through internal jumpers, as
4-20mA, 0-5VDC or 0-10VDC.
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3.3.3 Expansion Card “C” Input Configuration

To configure Expansion Card C, select the desired input or relay from the Input and Relay
Configuration page; see Figure 3.4, “FMS Input/Output Configuration Menu” on page 41.
While units will vary depending on individual configurations, Expansion Card C is typically
numbered 1.1-1.24, 2.1-2.24, etc.

r Coofiguation:lput#2l @3

Current Readings: Raw = digital Calc = 0.0

Submit Changes =< Prev Input Next Input ==
Select Input type: DIGITAL NC - Physical *  Digital Alarm ID: 2010
Alarm Delay: 0 Seconds Pager Alarms: 0.0.0.0.0

Label: Input#2.1
Label (Digital input normal): Input#2.1
"OR Gate" Relay (1-16) Control: |0 Relay Configuration
"OR Gate" Relay (17-32) Control- [0

Email Recipient Notification: (P rstelzer@rletech com s

DS: D4:
DS: DG:
D?: DB:

Alarm Disable by Schedule: 0 None A B
Snmp Trap: @) Enabled () Disabled ) Disabled during Schedule A © Disabled during Schedule B
Trap Recipients: 11000230 Mo
3 [¥14:
BACnet Instance: bi:33 BACnet Units: 0

Figure 3.9 Expansion Card “C” Configuration Page

Figure 3.9 will be displayed when configuring inputs for Expansion Card “C.” It is similar to
the FMS Main Board Input Configuration page—see 3.3.1, “Main Board Input Configuration
(Channels 1-8)” on page 42—with the following exceptions:

¢ The Input Type options do not include Analog 4-20mA since Expansion Card “C” only
accepts dry contact inputs.

¢ The Gain, Offset, Hysteresis, Unit of Measure, High Limit 2, High Limit 1, Low Limit 1,
and Low Limit 2 are not available since Expansion Card “C” does not accept analog inputs.

¢ The option for Individual Ground Type (digital in only) is removed. Expansion Card “C”
accepts Individual and Common Ground inputs; however, it does not require any software
configuration.
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3.3.3.1 Internal Temperature and Internal Humidity Configuration
(Optional)

Internal Temperature, Ch. 105, and Internal Humidity, Ch. 106, have the same options as a
standard channel configured as an analog input, but the gain value cannot be changed-it has a
fixed value internally. The Input Type for Internal Temperature is used to specify and display
the input in Fahrenheit or Celsius.

3.3.4 Relay Configuration

Submit Changes | Next Relay >>

Type: @ NO (Non-Supervised) @ ne (Supervised) © Force on © Force of O Keypad Controlled © Button Controlled
Label: RELAY #1

OR'd Alarm IDs: 13,83,

AMD'd Alarm IDs: O & 0 & 0 & 0

Combo Gate: @ or () AND
On-Delay Time: 0 Seconds

On-Duration Time: 2p Seconds (Enter 0 for On until return to normal;
Enter a value =0 for a fixed On-Duration time;
Enter a value <0 for # of seconds to remain On after return to normal)

Latch Mode: 0 MNaon-Latching Latching (Overrides On-Duration if enabled) Silenceable (Non Latching - Alarm Active)
Schedule: 0 Mone A B
Relay Logic Diagram

Figure 3.10 Relay Configuration Page

A screen similar to Figure 3.10 will be displayed when configuring relays. The following
options are available on this page:

Type: Each relay output can be configured for one of the following types-only one type per
relay output:

¢ NO (Non-Supervised): Configures the relay output to be normally de-energized. The relay
output will energize when activated by an input or by a schedule. The silkscreen labeling for
the relay outputs (NC, NO and C) refer to the state of the relay output when it is de-
energized.

¢ NC (Supervised): Configures the relay output to be normally energized. The relay output
will de-energize when activated by an input or by a schedule. The silkscreen labeling for the
relay outputs (NC, NO and C) refer to the state of the relay output when it is de-energized.

¢ Force On: Energizes the relay out and allows a user with Read-Write or Administrator
privileges to turn on a relay output for control or testing purposes.

¢ Force Off: Energizes the relay out and allows a user with Read-Write or Administrator
privileges to turn off a relay output for control or testing purposes.

¢ Button Controlled: Adds a button to the Relay Control page allowing users with Read-Only
privileges to turn on or off a relay output for control purposes.
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¢+ Keypad Controlled: Configures the relay output to be controlled by a keypad code or
DTMF code. The User Code Configuration link appears to the right of the Label field once
the Keypad Controlled option is selected and submitted; see Figure 3.11. The User Code
Configuration link allows users to link which access code will active the relay output.

Access KeypadRelay #1 Configuration

Submit Changes

Id Code: [User Name:

]

1 (1580 |[Fred

2 | |
2

S

=l

m
S

M=

Tan |
|

0

sl |
E
=

Return to Relay 1 Configuration

]
HSISSISISISSISISISSIS)S

Figure 3.11 Keypad/Relay Configuration

Label: Used for relay identification. This label appears on the Relay Status and Relay Control
pages.

BAChnet Instance: The BACnet object identifier. It is a numerical code used to identify the
input. This code must be unique within the BACnet device.

OR'D Alarm IDs: Displays the Alarm IDs of the inputs specified through the Relay
Configuration link on the Input Configuration Menu. The Alarm IDs displayed can be
translated by using Appendix E, “Alarm ID Reference Tables” on page 169. The Alarm IDs are
also displayed on the Input Configuration page. The Relay Control Logic diagram in Appendix
G, “Relay Control Logic” on page 183, shows how the OR’d Alarm IDs, AND’d Alarm IDs
and the Combo Gate are internally connected.

AND’d Alarm IDs: Allows up to four Alarm IDs (High Limit, Low Limit or Digital Alarms) to
be specified for the AND Gate Function Block input of the Relay Control Logic. Alarm IDs can
be obtained from Appendix E, “Alarm ID Reference Tables” on page 169. The Alarm IDs are

also displayed on the Input Configuration page. The Combo Gate Function Block of the Relay
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Control Logic will either OR or AND the OR'd Alarm and AND'd Alarm inputs together. The
Relay Control Logic diagram in Appendix G, “Relay Control Logic” on page 183, shows how
the OR'd Alarm IDs, AND’d Alarm IDs and the Combo Gate are internally connected.

On-Delay Time: Specifies the number of seconds the Relay Control Logic will be delayed
before activating the relay on alarm.

On-Duration Time: Specifies how long the relay will be active after a valid alarm combination
is recognized through the Relay Control Logic. A positive number entry in seconds will keep
the relay in its alarm state (activated) for the fixed period specified. A negative number entry in
seconds will keep the relay in its alarm state (activated) after the alarm condition has returned to
normal for the fixed period specified. A zero entry will configure the relay to be active until the
alarm condition returns to normal.

Latch Mode (Non-Latching, Latching, Silenceable): Latching will cause the relay to latch, or
remain in its alarm state, when activated until it is reset by the user. If latching is selected, the
on-duration time function will be disabled.

Schedule: Designates which of the schedules (None, A or B) the relay will follow. The
schedules are specified in the Configuration Menu. If schedule A or B is selected, all other
function blocks of the Relay Control Logic for that relay will be disabled. This allows the relay
output to be energized based on day-of-week and time-of-day.

Logic Diagram: Refer to Appendix G, “Relay Control Logic” on page 183, for a complete relay
logic diagram.
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System

The System link allows users to configure basic FMS information. the FMS IP Address and
Point-to-Point Protocol may also be configured through this menu via the IP Configuration
Menu link. See Chapter 8, “Point-to-Point Protocol” on page 139, for more information.

Submit Changes

MAC Address: 00:90:5B:FF:45:67
IP Address: 10.0.0.231

System Name: RicksFcF
Web Title Bar Text: RLE Technologies Falcon Web Interface:
Web Refresh Rate: 60 Seconds
PDA Screen Width: 240 Pixels (150-320)
Analog Average: 10 + Seconds
Html Main Page: 104 » Paoints

Digital Status Color: Green -

Html Alarm History @ @
Display: = And all acknowledgments ' Or the acknowledgments

Exit To Bootloader

Figure 3.12 System Configuration Page

System Name: Appears on the FMS Main Menu. The system name is also included as part of
email and pager notifications.

Web Title Bar Text: Appears at the top of every FMS webpage. This text will be visible when
the FMS webpage is minimized.

Web Refresh Rate: The rate at which the FMS webpages refresh themselves within the Web
browser. Only pages that display monitoring points are automatically refreshed (e.g., Main
Menu, Relay Status, View Points, and Modbus Slave pages). The default is 0 seconds
(disabled), but is typically set for 15 to 30 seconds.

Do not set the Web refresh rate lower than 5 seconds. This could cause the
screen to freeze or lock up.
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PDA Screen Width: Sets the width of the PDA webpages in the FMS to match the PDA device.
The PDA webpages can be accessed from the Web browser by entering /pda after the IP
Address (e.g., 10.0.0.188/pda). The FMS includes a PDA webpage view for the Main Menu,
Identity and Alarm History pages only.

RLE Falcon
FMS-AAAA-Y-24 (FCF)

Inputs -

Relays -
RELAY #1
MNarmal
RELAY #2
MNarmal

w
7B 4
= |5 g
E 2 £
= |G @
=~ g
E R 2
= 1a

=

(D

—t

—

=

=l

A

Identity
Alarm History

Figure 3.13 PDA Width Configuration

Analog Average: Allows users to change the averaging method for analog inputs. Normally,
the system samples analog points once a second while tracking high and low values for each
analog point. After sixty seconds, the high and low values for these points and the average of
these readings are recorded in the Minute Log. To alter this method of averaging, change the
value to one of the values listed in the drop down menu. Zero or one maintains the method
described above; a higher value changes the method of averaging, and the manner by which
high and low values are recorded. See Appendix B, “Analog Averaging” on page 159.

HTML Main Page Points: Determines the number of monitoring points displayed on the Main
Menu. With the default of “0,” the Summary Alarm Box, Internal Temperature and Humidity
Box and a link to View All Points are displayed. Settings greater than “0” will display the
selected points with links to the remaining points. It is typical to display all installed points. If
the FMS is continuously monitored with a Web browser, it may be desirable to set the HTML
Main Page Points to “'0”" and monitor the View all Points page.
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Digital Status Color: Determines the color of Digital Status points on the Main Menu when
the input is turned on. The options are green, gold and magenta. Typically, points are
configured to be green and turn red on alarm. However, inputs configured for Digital Status do
not trigger notification. For these points, this setting determines the color of the point when the
input is on.

Note Changes take effect once the Submit Changes button is clicked.

Html Alarm History Display: This option allows users to choose how alarms are
acknowledged in the Alarm History page. The FMS is defaulted to “And all
acknowledgments.” This means that at least two people must acknowledge the alarm for the
history to show it has been acknowledged. If users want to allow only one person to
acknowledge the alarm to have the Alarm History page log it, select the “Or the
acknowledgments.”

3.5. Alarm Management

r MAamManagement

[ Acknowledge Alarms by Code ] Alarm Acknowledge Code:

[ Acknowledge All Alarms ]EnterYour Initials:

Clear Alarm History | Enter Your Initials:
Clear Access History

[ ClearDigital Status History |

[ Acknowledge Persistant Traps ]

Silence/Relays

|Maintenance Time Disabled |L0gging: @ No ) Yes |[ Set Maintenance Time
|Maintenance Time Remaining: 0:00:00 (HH:MM:SS) (Logging is disabled)

Figure 3.14 Alarm Settings Menu

The Alarm Management link allows users to perform the following tasks:

¢ Acknowledge current FMS alarms.

¢ Clear the FMS Alarm and Access History Logs.

¢ Enter the appropriate code or user's initials to acknowledge or clear alarm histories.
¢ Enable or disable maintenance time.

¢ Designate a maintenance window by selecting the Set Maintenance Time button, which
will disable alarm notifications for a designated period of time.

¢ Enable or disable alarm logging during the maintenance window.
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Trends

¢ [[Pomt e fmerm o forma

o [Physical =l e =] Expedient WITS _ Format Trend 1 |
j f2 [Physical = [smin =] ANALOG #2 Format Trend 2|
T f3 [Physical =l s i+ ANALOG#3 Format Trend 3|
T f4 [Prysical =l [Thow 5] ANALOG 5 Format Trend 4|
N Is [Physical =l [2Hour 7 ANALOG #2 __ Format Trend & |
T [s [Physical =l [+ Hour ] ANALOG #5 Format Trend 6 |
T [ [Physical =l |6 Hour 7] ANALOG #7 __ Format Trend 7 |
T Is [Physical =l |8 Hour 7] ANALOG #3 Format Trend 8 |

Figure 3.15 Trends Configuration Page

Allows users to configure the FMS to have custom trending on analog point, physical or
Modbus.

There are 32 points available on the FMS that can have selectable time intervals assigned to the
points, being 1, 5, 15 minute, 1, 2, 4, 6, and 8 hour intervals. Enter the physical channel or
Modbus index number in the point field. Select either physical or Modbus/bacnet from the type
field. Select the interval desired from the drop down in from the interval field. Click on the
Format Trend XX button on the right hand side of the screen once your information has been
filled out for that #.
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3.7. Clock

Submit Changes |
Date: I[]1.l"24.l"10
Time: |08201:22

Day: Sun

Figure 3.16 Clock Configuration

The Clock page allows users to set the date and time on the FMS internal clock.

¢ Enter the date using a MM/DD/YY format, where MM is a two digit month, DD is a two
digit day, and Y is a two digit year.

¢ Enter the time using a HH/MM/SS format, where HH is a two digit hour (1-24), MM is a two
digit minute, and SS is a two digit second.

3.8. Schedules

Submit Changes |

Schedule A Configuration

Status: Inactive

Begin DOW: lm
End DOW: m
Begin Time: IW
End Time: W

Schedule B Configuration
Status: Inactive

Begin DOW: lm
End DOW: lm
Begin Time: IW
End Time: W

Figure 3.17 Schedule Configuration

The Schedules page allows users to schedule the activation and deactivation of relay outputs.
This is useful for cycling redundant equipment such as chillers, generators, etc. Relays are
assigned these schedules through the Relay Configuration menus. Begin DOW is the day of the
week the schedule will begin. End DOW is the day of the week the schedule will end.
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3.9. Battery

Submit Changes |

Input Power Optien: 24V
43V Veltage Reading: na
24V Veoltage Reading: 23.53

Battery Alarm: INot Installed 'l
Low Voltage Trip: I[]
Pager Alarma: I[]_[].U.U.U
Input Voltage Offset: I[].UU

Figure 3.18 Battery Page

The Battery page allows users to configure power monitoring when the FMS is running off a
48V battery.

Low Voltage Trip: The input voltage value below which an alarm occurs.

Alarm Dial Out: Specifies which of the pre-programmed phone numbers and which order to
dial them if a low input voltage condition occurs.

Input Voltage Offset: A negative or positive number used to adjust the input voltage reading:
+ adds offset and - subtracts offset.

3.10. URL Links (1-5)

Submit Changes |

URL Link #1 Image: |http:_l’.fwww.wpdesigner.comfimages-topfdatacenter.jpg

URL Link #1 Home: |http:ffwww_g00gIe_c0m.fimgre9'?imgurI=http:.f.fwww.wpdesigner_c0m.fimage9-topfdatacenter.jpg&imgrefurl=ht

URL Link #1 Labet: [Data Center

URL Link #2 Image: |http:.|’.|’1[]_[J_0.?2.1’9napshotjpeg'?re90Iuti0n=320x240&qua|ity=standard

URL Link #2 Home: [http://10.0.0.72

URL Link #2 Labet [Shop Camera #1

URL Link #2 Image: |http:.|’.|’1[]_[J_0.?3.1’9napshotjpeg'?re90Iuti0n=320x240&qua|ity=standard

URL Link #2 Home: [http://10.0.0.73

URL Link #3 Label: |Shop Camera #2

URL Link #4 Image: |Rttp:///10.0.0.222/jpg/image.jpg

URL Link #2 Home: [http://10.0.0.222

URL Link #4 Labe! [Outside Web Camera

URL Link #5 Image: |http:.|’.|’1[]_[J_0.253.1’9napshotjpeg'?re90Iuti0n=320x240&qua|ity=standard

URL Link #5 Home: [http://10.0.0.253

URL Link #5 Labet |RLE Server Room

Figure 3.19 URL (1-5) Links Configuration
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The Main Menu of the FMS Web interface displays a large image and links to other images.
These images can be graphics, logos or images from an IP camera. The URL Links (1-5) page
allows users to specify which images and URLs will be available from the first five links on the
FMS Main Menu.

For Axis207 Web Cameras set the URL link to the following:
¢ URL Link #x Image: http://xxx.XXX.XXX.XXX/jpg/image.jpg
¢ URL Link #x Home: http://XXX.XXX.XXX.XXX

¢ URL Link #x Label: Enter the Camera’s Label

For Panasonic KX-HCM110A Web Cameras, set the URL link to the following:

¢ URL Link #x Image:
http://xxx.xxx.xxX.xxxsnapshotjpeg?resolution=320x240&quality=standard

¢ URL Link #x Home:
http://XXX.XXX.XXX.XXX/
ImageViewer?Mode=Motion&resolution=320x240&quality=standard

¢ URL Link #x Label: Enter the Camera’s Label

3.11.  URL Links (6-10)

Submit Changes |

URL Link #5 Image: |http:f’.-"mwx. arapahoehasin.com/ABasin/assets/images/webcams/webcam2/abasincam2 jpg

URL Link #5 Home: |http:_-"_-"\,wmzarapahoehasin.com

URL Link #5 Labet: |Arapahoe Basin, CO

URL Link #7 Image: |http:f’.-"mwx. rsn.comffilesiwebcams/546 jpg

URL Link #7 Home: |http:_-"_-"mwx. rsn.com

URL Link #7 Labet: [Copper Mountain, CO

URL Link #8 Image: |http:f’.-"mwx. mtn-resorts.comfwebcam/mtncam. jpg

URL Link #8 Home: |http:_-"_-"\,\n,wx. steamboatcam com/

URL Link #8 Label: |Steamhoat Springs.CO

URL Link #9 Image: |http:f’f’mwx.hrecklivecam.com.f'ElreckenridgeSouthcamera.jpg'?125985982518?

URL Link #3 Home: |http:_-"_-"\,\n,wx. brecklivecam.com

URL Link #9 Labe!: |Breckenridge. CO

URL Link #10 Image: |http:.f'.-"aspmwehcam. com/web/cam2

URL Link #10 Home: |http:_-"_-"aspenwehcam. com/

URL Link #10 Label: [Aspen, CO

Figure 3.20 URL (6-10) Links Configuration

The URL Links (6-10) page allows users to specify which images and URLs will be available
from links 6-10 on the FMS Main Menu.
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3.12. Links

Submit Changes |

Link 1 Ip Address: [10.0.0.209

Link 2 Ip Address: [10.0.0.210

Link 3 Ip Address: [10.0.0.211

Link 4 Ip Address: [10.0.0.212

Figure 3.21 Links Configuration Page

The Main Menu allows users to link to up to four other FMS units. The FMS Links page allows
users to designate the IP Addresses of these additional FMS units.

3.13. Nest/Egg

The Nest/Egg page allows users to configure the FMS Nest/Egg capabilities. More specifically,
the FMS contains a webpage, or “Nest,” that can monitor up to 32 other FMSs, or “Eggs.” The
Nest will display the name and a summary alarm from each Falcon Egg. The summary alarm
status of each Egg will automatically refresh based on the Web refresh rate determined for that
individual FMS.

The Nest also provides a link for each Falcon Egg. When an alarm occurs, the summary alarm
box turns red and the operator can select the link to open the alarming FMS webpage to view the
alarm.

Once configured, a “Falcon Nest” link appears at the bottom of the Main Menu. Clicking the
“Falcon Nest” link opens the Falcon Nest page where all configured Falcon Eggs are displayed;
see Figure 3.22.

| No Alarms | FMS-AAALNY-24 (FCF)

s |- | Sewver Room A Fort Collins

|ND Alarms |B126

| - |Technical Support F1000

w

|ND Alarms |Eurn In Room Falcon

1 |ND Alarms |FMSZDU

-

|ND Alarms |unin'rtialized

8

o |

|ND Alarms |FM532

| - | FalconLite (FLSE)
1 | - | FMS-ABCM-N-24

w

o

|ND Alarms |2006 ‘

Figure 3.22 Nest Egg Configuration Page
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3.13.1 Falcon Nest Configuration

Submit Changes

Mest Type: Frames
Egg Login: Refered - Nologin »

MNest Refresh Rate: 0 Seconds
Egg Refresh Rate: 0 Seconds
Egg Alternate IP "5 505 110 254 (0.0.0.0 = Use lan IP address)
Address:
Egg Alternate Http _
Port- 1] (Default 0 = 80)

Egg Link #1 Configuration
Figure 3.23 Nest Configuration

The Falcon Nest link appears at the bottom of the Main Menu after the Nest/Egg has been
configured. The Falcon Nest page and all configured Falcon Eggs are displayed. The Nest
Type option enables or disables the Falcon nest page. Selecting “Frames” enables the nest

page.
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3.13.2 Egg Configuration

Submit Changes | Next ==

IP Address: 63.253.110.243
Http Port: O (Default 0 = 80)

Figure 3.24 Egg Configuration

The Egg #1 Configuration link on the Falcon Nest page allows users to enter the [P Address
and HTTP port for each Falcon Egg. The HTTP port can be changed for added security. The
HTTP port must be set the same as the FMS HTTP configuration setting, located under the
System Configuration Menu.

Modem/Pagers

The Modem link allows users to configure the FMS internal modem. This instructs the FMS
when, how, and whom to call when an alarm occurs; see definitions below for more
information.

Submit Changes |

Potz Modem: Installed

Iniialzation String: [at&c 1&d3s0=1

Dial Prefix: [atdt

Pager Deliveries: |1 (0-255)
Pager Interval: |5 (5-255) Minutes
Pager Baud Rate: ¢ 300 @ 1200 O 2200 © 238k
Pager Bits/Parity: @ 7 bit, even parity © 2 bit, no parity
Pager Resend: & ves @ g

Modem Password: Irletech
Redial Aftempts: |3— (0-255)
Redial Interval: |1— (0-255) Minutes
Force Alarm Acknowledge Code: I

Pager Mes=zage Strip Timestamp: r

SHPPLog SMS Lo

Figure 3.25 Modem Configuration
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Initialization String: A maximum of 38 characters. &cl and &d3 are mandatory. s0=1 sets
the modem to answer after one ring. s0=0 disables the auto answer and prevents dial-in access.

Dial Prefix: Should be a specific Hayes compatible command or dial modifier depending on
pager requirements. It is also limited to 38 characters. The default is set to atdt.

Pager Deliveries: Designates the number of times (0-255) the pager is called until the alarm is
acknowledged. Pagers are called in sequence.

Example: 1f Pager Deliveries is set to 3 and pagers 1, 7, and 10 are programmed to be
notified, the FMS dials 1, 7, 10, 1, 7, 10, 1, 7, 10. As soon as the alarm is acknowledged,
the FMS quits dialing the pagers with that particular access code. Pagers with different
access codes are still dialed.

Pager Interval: Determines the number of minutes to wait between redials.

Pager Baud Rate: Allows users to determine the connection speed. Select 300, 1200, 2400 or
33.6k.

Pager Bits/Parity: Allows the user to set the pager communications settings. Select 7 bit, even
parity or 8 bit, no parity to match the settings of the pager service provider's TAP service phone
number.

Pager Resend: Select yes for the FMS to send all unacknowledged alarms in the Alarm History
Menu. Select no to send only the last unacknowledged alarm. If no is selected, the FMS will
auto-acknowledge all alarms associated with that particular pager once a successful page has
occurred.

Modem Password: Defines a remote access password, seven characters maximum. The
password is used when remotely logging into the FMS through a modem.

Redial Attempts: Determines the number of times (1-255) to call a number until the call is
successful. Enter 0 to disable this function.

Redial Interval: Establishes the number of minutes (1—255) to wait between redials. Enter 0
to disable this function.

Force Alarm Acknowledge Code: Establishes a code that acknowledges all unacknowledged
alarms. This acts as a master code and can override all other alarm acknowledge codes.

Pager Message Strip Timestamp: Check to remove the alarm timestamp from the pager
message. This reduces the size of the pager message as the user can estimate when the alarm
occurred based on when the page was received.

Note Changes take effect once the Submit Changes button is clicked.
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3.14.1 Configure Phone Numbers

Submit Changes

Potz Modem: Installed

Select Phone type: INDne j
TAP Number/SNPP Server: |
Pager Id: l—
Acknowlsdge Code: l—

Dial Back on Returnz: & ves & g

Figure 3.26 Phone Number Configuration

A screen similar to Figure 3.26 is accessed through the Config Phone Number link at the
bottom of the Modem Configuration page. This screen allows users to configure pager and cell
phone numbers that are used for alarm notification.

Select Phone Type: Determines which type of device the FMS calls. Choose the Alpha-
numeric Pager/Cell Phone option to dial an alphanumeric pager or cell phone. Choose SMS/
TEXT/GSM if using a GSM modem that is connected to the FMS COM1 EIA-232 port or
SNPP for paging over Ethernet (this is a feature some cell/pager provider do not support.

TAP Number/SNPP: Enter the pager service number for alphanumeric pager or cell phone
entries. If using the SMS/TEXT/GSM, enter the cell phone number to dial. Each comma after
the number represents a two second delay. This delay allows time for the service to answer
before requesting the pager ID. Typically, it will only be necessary to use one comma between
pager numbers. However, based on set-up and pager services, users may need to experiment
with the number of commas that are used. In some cases, a 9 must be entered to access an
outside line.

Pager ID: Mandatory for numeric and alphanumeric pagers.

¢ Alphanumeric pager: The ID entered is sent to the paging service along with all queued
alarm messages. The ID is the unique PIN for a specific pager. The ID may be a maximum of
16 characters.

¢ Numeric pager: The ID entered may be configured to deliver different numeric messages.
The ID can contain 15 characters: any combination of the numerals 0 through 9 and a * or #.
These are the only characters that will be transmitted to the paging service. A $ can be added
or inserted anywhere in the message. This is converted into a 5 digit alarm code: YZZZZ.

Y - Binary Alarm Condition: 1=on, O=return to normal (RTN)

7777 - Alarm ID Number; see the Appendix E, “Alarm ID Reference Tables” on
page 169.

Example: A 10011 message is an Input 1, High Limit 1 Alarm. A 04030 message means
that Digital Input #83 (in slot 4) has Returned to Normal.
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When using the $, if multiple unacknowledged alarms are present in the Alarm History Log, the
alarm code will be 99999.

An effective numeric page depends largely on the parameters established by the paging
service. Users may need to experiment with different parameters in order to achieve
desired results.

Acknowledgement Code: Any number, up to six digits, used to acknowledge receipt of an
alarm and to terminate any additional call outs for this phone number. This code will
acknowledge only those alarms sent to this phone number. The alarms can be acknowledged
using this code by dialing the FMS with a touch tone phone and entering this code followed by
the # sign. It can also be acknowledged by selecting the Acknowledge Alarms button on the
bottom of the Alarm History page.

Multiple phone numbers can use the same acknowledge code. This allows one user to
acknowledge alarms sent to multiple pager numbers.

The Acknowledge Code should be different than the access codes. If this code is the same as
one of the access codes, the Falcon will acknowledge the alarms associated with the
acknowledge code, enter a successful entry in the Access Log, and activate the relay outputs
which are set for keypad activation.

Dial Back on Returns: Determines whether to call the number again once the alarm condition
returns to normal.

Changes will not go into effect until the Submit Changes button is clicked.

3.14.2 Configure Phone Number 16 (PPP)

Submit Changes |

DUN Fhone # |

DUN User Hame:l

DUN Paaa'.‘.'crd:l

ConfigPhoneMumber:1 2 3 4 5 8 7 8 8 10 11 12 13 14 15 16 (PPP)

Figure 3.27 Phone Number 16 (PPP) Configuration

This page is accessed through the 16 (PPP) link at the bottom of the Modem Configuration
page. This screen allows users to configure a dial-up networking account.

DUN Phone #: Specifies the phone number of the Internet Service Provider (ISP) to connect to.
DUN User Name: Enter your Internet Service Provider (ISP) account user name.

DUN Password: Enter the password associated with the Internet Service Provider (ISP)
account.
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Keypad/DTMF Access Users

[#][ dcode: | User lame: [ Type: [T#]] dcede: || User lame: [ Type:
[ [Fese | s Pemonend [[2[F | oo | Pemenert
[E | b (Femaren ™ | [+[F_ | st | Femeren o]
Bl == | Pemanen sl | [ == | Pemanen 5]
([ | B [Femaren ™ |[2[F_ | s | Femeren =]
Bl == | Pemanen ] [[n[[e___ | [sereo | Pemanen 5]
F| |11 | IUser#H | IF'ermanentj ’7 12 |12 | IUser#12 | IF'ermanentj
13 |13 | |User#13 | |F'ermanentj |V|T| |14 | |User#14 | |F'ermanentj
|¥ |15 | |User#15 | |F'ermanentj |7 18 |1B | |User#18 | |F'ermanentj
[T | serem | Pomanen ™ [[#[[e__ | [sered | Pemanen 5]
189 |1EI | |User#19 ||F'ermanentj |720 |2[] | |User#20 | F'ermanentj

|Permanent
—emporary-ime;lDisahledj Set Temporary Time |

| Temporary Tims Remaining: 0:00:00 (HH:MM: 55}

Figure 3.28 Sample URL (6-10) Links Configuration

The Keypad/DTMF Access Users link allows configuration of a maximum of 20 access codes
and user names. The access code can be up to six digits long. The user name can be up to 20
characters long. Each ID Code/User can be selected as a “Permanent” or “Temporary” type.
Temporary users are only allowed access during the time specified in the Temporary Time drop
box. This time may be set by selecting the Set Temporary Time button.

Once the time frame has expired, the temporary users will not be allowed access. However, their
information will remain in the Keypad/DTMF field until it is manually removed. While
temporary users will not be allowed access to a facility after their allotted time slot, no alarm
notification will be transmitted if they try to re-enter the facility through the keypad. Their
information must be manually removed from the system in order to activate the alarm
notification.
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Internet Protocol

Submit Changes |
|#— | User Name: |Paaa'.'.'0r:l: |Pri-.'ilege: |Laat Web Access:
’T|lfa|con || ||Administrat0rj 02/05/10 18:47:56

.
|? [Jane Smith [[write [Read-write =]
] — — =

Al || [Tore
el || [
a || [Tore
Al || =

|J0hn Doe ||read || Read-only j

I Y

Figure 3.29 Sample IP Configuration Menu

The IP Configuration link found on the System Configuration page allows users to change a
variety of settings, including the FMS IP Address (used in point-to-point “PPP”), Default
Router and Net Mask. Contact a network administrator to obtain a valid IP Address for the
network. Then, type the appropriate [P Address, Net Mask (subnet), and Default Router into
their respective fields.

IP Address: Field used for setting the Falcon FMS IP address.
Net Mask: Field used for setting the Falcon FMS Subnet Mask address
Def Route: Field used for setting the Falcon FMS Default Gateway address.

HTTP Port: The FMS broadcasts its webpages on Port: 80 of the IP Address assigned. A zero
in the field block defaults the FMS to Port: 80. This can be changed to a specific port allowing
increased security of the webpage broadcast.

TFTP Server Enable (udp port: 69): This setting opens or closes Port 69 on the LAN
connection to the FMS. The TFTP port is used to upgrade firmware and save and load
configurations. It can be disabled for security reasons and only opened for short periods of time
during firmware upgrades; see Chapter 9, “Loading Firmware and Configuration Data” on
page 141, for more information.

TCP Max Seg Size: This adjusts the size of the web page packets being broadcast. Default size
is set to 1436, you may need to set it to 536 for VPN access or satellite uplink networks.

PPP Server: Sets the IP Address of the FMS network connection when accessing the FMS via
its internal modem.This is required to allow a remote PC to view the FMS webpages over a
dial-up connection; see Chapter 8, “Point-to-Point Protocol” on page 139, for more
information.

PPP Assignment: Sets the IP Address of the remote PC’s network connection when accessing
the FMS via its internal modem. This is required to allow a remote PC to view the FMS
webpages over a dial- up connection. The remote PC’s dial-up settings should be set to “Obtain
an IP Address Automatically.”
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User Administration (Web Access)

Submit Changes |
|#—|Uaer Name: |Paaa'.'.'0r:l: |Privilege: |Laat Web Access:
’T||fa|con || ||Administrat0rj 01/24/10 08:13:40

|;

|J0hn ||Doe || Read-only j

|?

|Jane ||Smith || Read-write j

F ||— ||— || Mone

a3 I [Neone
3 I [Mone

il
0 I [Neone

3 I [Neone

I Y

Figure 3.30 Web Access Configuration

The User Administration (Web Access) page allows the administrator to configure eight

separate accounts, usernames, passwords and privileges for Web access accounts.

¢ Read-Only privileges allow the user to view the Main Menu, Keypad Access History, Alarm
History, Event History, Digital Data History, Identity, Relay Status, Relay Control and URL
Links webpages. The Configuration page cannot be viewed or changed by a Read-Only user.
A Read-Only user can acknowledge alarms by entering their acknowledge code at the bottom

of the Alarm History page. A Read-Only user cannot change any settings.

¢ Read-Write privileges allow the user to have full access to all pages (viewing and changing)

except the User Administration (Web Access) page shown above.

¢ Administrator privileges allow the user to have full access to all pages including the User

Administration (Web Access) page shown above.
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Het=stats for Hac:
ints: 5511
refused: Q

TX sSent: 1358

tcp timeouts:’

RMCN_T_DROP
RMCN_T_3C_PHT
RMCN_T_CRC_RLIGN
RMCN_T_FRAG
RMON_T_COL
RMCN_T_PE5TC127
RMCN_T_P256TOS11
RMCN_T_P1024T02047

_CE

RMCON
RMCON

0o0:

90:5B:04:03:28

inpackets:
arp:
tx refused:

(SIS ]

™

L
-
¥
v
(0]

Q
z
Q
Q
Q
Q

*

)
o
m

IF:

Network Statistics

5494
1866
Q

10.0.0.

RMCN_T_ PRCKETS

Z04

processed:

ip:
tcp

retries:

5485
3583

Refresh netstats page

Figure 3.31 Network Statistics Page
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Network Statistics: Displays network and EIA-485 statistics including: network packets
received, packets transmitted, and errors.
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3.19.

3.20.
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ICMP Ping

Submit Changes |

IP Address te Ping:

[0.0.0.0

Lzst Fing Results:
Last pinged ip address: 0.0.0.0
Last ping response: 0.0.0.0 Oms

Figure 3.32 ICMP Ping Page

ICMP Ping: Allows a user to ping an [P address from the FMS. The results of the ping will
display below in the “Last Ping Results” table.

Email/DNS

Submit Changes

Access Type:
Primary DNS Server:

Secondary DNS Server:

@ nNone © Lan © prp

10.0.0.10

209.253.113.10

Wail (SMTP) Server: smtp.bizmail.yahoo.com

Iail Sender Address: falcon@rletech.com

Mail Subject: Falcon FMS Alarm

Wail Recipient (1): support@rletech.com Alarm Acknowledge Code:

Wail Recipient (2): engineering@rletech.com Alarm Acknowledge Code:

Mail Recipient (3): Alarm Acknowledge Code:

Mail Recipient (4): Alarm Acknowledge Code:

Mail Recipient () Alarm Acknowledge Code:

Mail Recipient (8): Alarm Acknowledge Code:

Mail Recipient (7): Alarm Acknowledge Code:

Mail Recipient (3): Alarm Acknowledge Code:

Email Message Strip TimeStamp: Append Falcen link to message: Append Falcon password to link:

Email Interval: 30 ©) 10 (Seconds)

Smtp Authentication one ) Plain ) Login (Do not enable this unless instructed by your ISP or IT dept)

Smtp Username: Smtp Password:

Alarm History Entries: 256 Emails sent: 8 Emails unsent: 0
Figure 3.33 E-mail Configuration Page

The email page allows users to configure the FMS to send notifications via email when inputs
are in an alarm state. The FMS will send one email message per alarm instance to a maximum
of eight email recipients.
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Access Type: Specifies whether to send the message through a local network or over a PPP
dial-up connection.

DNS Servers: Information provided by your Internet Service Provider. It is needed to deliver
the email message.

Mail (SMTP) Server: Specifies the email server used to receive and send mail.
Mail Sender Address: The address displayed in the “From” field of the email message.

Mail Subject: Displayed in the subject field of the received email messages. Adding &m
inserts the MAC Address of the FMS into the email subject line. This ensures the email subject
is always unique to a FMS.

Mail Recipient (1)-Mail Recipient (8): Specifies the addresses of up to eight email recipients.

SMTP User Name: Used for ESMTP. Use the recommended default setting unless instructed
differently by your IT Department.

SMTP Password: Used for ESMTP. Use the recommended default setting unless instructed
differently by your IT Department.

SMTP Authentication: Used for ESMTP. Use the recommended default setting unless
instructed differently by your IT Department.

3.21. Network Time Protocol (NTP)

Submit Changes |

Metwork Time (NTP) Server: |132_ 163.4.101 (IP address or hostname)

Update Intsrval: IU (5-1440 Minutes - 0 for dizabled)

Select Time Zone: |Mountain US (UTC - 7} j

Daylight Savings Time: |2:00 AM Local vl

DST Begin Date: |First Sunday - April j

DST End Date: |First Sunday - Movermnber j

Mail Server DNS5S address logged for: "smtp.bizm=il.yeshoo.com"™ €%.147.35.55
M=il Server Dms TTIL: 72
Ntp server Ip ARddr: 132.1&3.4.101

sysUpTime (/100): 1314
LazstNtpRequestTime: O
LazstWNtpResponselime: O
NextWtpRegquestTime: O
LastTansmitTimestamp: 00000000
Last Ntp Update: ST (UIC 0}

Figure 3.34 Network Time Protocol (NTP) Configuration Page

Network Time Protocol (NTP) is widely used on the Internet to synchronize computer clocks
to national standard time or Coordinated Universal Time (UTC). It synchronizes the time of a
computer or server—in this case, the FMS—-to another server or reference time source. NTP is
important in maintaining a high level of accuracy and reliability in time stamped events. This
page allows users to configure the FMS NTP feature.
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Network Time (NTP) Server: The IP address or hostname of the Network Time Protocol
Server with which the FMS will synchronize. Examples of public NTP Servers include
“us.pool.ntp.org”" and “time.nist.gov.”

Update Interval: The time in minutes the FMS takes to request time updates from the NTP
Server. This can be set from 5-1440 minutes. Enter O to disable.

Retry Interval: The time in seconds the FMS waits before retrying a failed connection to the
NTP Server. This can be set from 10-120 seconds.

Select Time Zone: Enter the time zone in which the FMS resides.

Daylight Savings Time: Select the hour Daylight Savings Time occurs. Typically, this is 2:00
A .M. local time.

DST Begin Date: Enter the date Daylight Savings Time will begin.

DST End Date: Enter the date Daylight Savings Time will end.

SNMP/Syslog

Submit Changes |

System Name: ||FIMS-CCCC-N-24 (FCF)

System Contact: ||Technica| Support

System Location: ||Technica| Support Office

Get/Read: Ipublic

Setiirite: ||pub|ic

Trap: ||pub|ic

Select Snmp Trap Tvpe: |V1 -Trap j

WMax Inform Retries: ||[] (0-888) (O=unlimited}

Perziztent Trap/Inform Interval: ||[] (1-88%) Minutes (0=Send Oncs)

Analog Trap varkinds: | & Value/UOW/Label Label Onby

Trap Type: | % slarmEntryadded © falconPortTraps

Configuratien Changed
Trap Community:

|0 {1-4, 0=Disabled)

Input Trap Delivery: | & an O pep

|# |IP Address |TrapEnabIe |Sys|og Message
o000 I= I
2 |[oooss " Is

www.rletech.com

Figure 3.35 SNMP Configuration Page
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SNMP/Syslog Configuration allows users to configure SNMP and Syslog notification
options; see definitions below:

System Name: Appears on the FMS Main Menu and is included as part of email and pager
notifications. The System Name can also be viewed and changed in the System Configuration
Menu.

System Contact: Lists the individual responsible for the FMS. The System Contact is only
available through SNMP Gets and is not included in email, pager, or SNMP Trap notifications.

System Location: Lists the location of the FMS. It is used to help identify the FMS when
viewing the webpages. The System Location is not included in email, pager, or SNMP Trap
notifications.

Select Snmp Trap Type: This drop down lists the three types of SNMP versions; V1-Trap,
V2C-Trap, and V2C-Inform. Optional SNMPv3 for users in North America

Persistent Traps: Enables the FMS to issue continuous SNMP Traps until an alarm
acknowledgement is received by the FMS or until the alarming point returns to normal. The
parameter is a user defined time interval that is set in minutes. Traps can be acknowledged from
the Alarm Management page. The SNMP Traps do not include any delivery verification. A
Persistent Trap setting of 5 or 10 minutes will trigger the FMS to send the Trap on a regular
interval in case the previous Trap did not reach the Network Management System (NMS).
Typically, the NMS can be set to ignore duplicate Traps to prevent re-alarming at the NMS.

Analog Trap Varbinds: Used for communication to an NMS via SNMP Traps. The default
will add the Value, UOM (Unit of Measure), and the Label fields. The FMS can be configured
to send only the label on analog Traps, if preferred. This makes analog Traps the same format
as digital Traps which may make parsing the Traps easier for the NMS.

Trap Type: The default is set to send an “Alarm Entry Added” type Trap. The Trap Type can
be set to a Port Type Trap (falconPortTraps). Selecting “AlarmEntryAdded” enables the
“AlarmEntryAdded” and “AlarmEntryRemoved” Trap. An “AlarmEntryAdded” Trap will be
sent anytime a new alarm is added to the Alarm History log. The contents of the
“AlarmEntryAdded” Trap contain the Alarm Label. The NMS can receive the Trap, extract and
display the Alarm Label. An “AlarmEntryRemoved” Trap will be sent anytime a Return to
Normal Alarm is added to the Alarm History log. The contents of the “AlarmEntryRemoved”
Trap contain the Alarm Label. Selecting “falconPortTraps” enables two Traps per FMS input: a
“FalconPortxxTrap” and a “FalconPortxxTrapClear.” For example, when input #1 goes into
alarm, the FMS sends a “FalconPort01Trap.” When input #1 returns to normal, the FMS sends
a “FalconPort01TrapClear.”

Selecting “AlarmEntryAdded” makes configuring the NMS easier, since the NMS only needs
to be configured for a couple Traps. Choosing “falconPortTraps” requires more configuration
at the NMS, but may make it easier to display, set severity, and parse the data in the NMS.

Trap Delivery: Determines if the SNMP Trap is sent out the LAN connection or dials out and
sends the SNMP Trap over the modem connection. If PPP is selected, the dial-up connection, or
phone number 16, needs to be configured. Phone numbers are configured through the Modem
Configuration page by clicking the 16 (PPP) link.

Input Trap Delivery: Selects between LAN or PPP (modem/dial-up).

Communities: Identifies devices that receive SNMP Traps and/or Syslog messages from the

FMS and interacts with the FMS over the network. To add a device to the Communities list,
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select a community number posted as “empty.” Enter the receiving device's IP Address and a
string that identifies the device. An IP Address of 0.0.0.0 in this field allows any device to
access the FMS through an MIB browser. Select “Write” if the device will have Read/Write
network access. This allows the FMS to be configured over the network. Select “Traps” if the
device will receive Traps from the FMS.

3.23. BACnet

Submit Changes |

BACnet Devics Name: ITech Support FMS-AAAA-Y-24 (FCF)

BACnet Device ID: |?201

BACnst Description: IFaICDn-CF

Bacnst UDP Port: I[] (0 = 47308)

Bacnet BEMD-BOT:
Falcon IP Address: 63.253.110.254:0 Mask: 32 (FFFFFFFF)

(Primary) #1 IP Address: I[]_[].U.U Port:IU l-1aak:|0 (1-32)
#2 P Address: [0.0.0.0 port: |0 Mask: |0 (1-22)
#3 P Address: I[]_[]_[]_[] pon;lﬂ L1aak:|0 (1-32)
#4 |P Address: IU_U.U.U Port:IU l-1aak:|0 (1-32)

Bacnet Packet Log

Property Identifers Supported

BiACnet Present Value BiACnet Object_Identifier B
BiCnet Object_ Type B&Cnet Ewvent_ State B .
Bi&Cnet Out_ Of Service BiCnet Units BiVnet TIme delay

Bacnet Device Okjects
BiACnet Object_Identifier
B&Cnet System Sstatis
BiCnet Model Name

B 2Cnet_Ckject_Type
B
B
BiCnet_ Loecaticn B
B
B
B

Cnet_Vender_ Id

Cnet_ 2Zpp Scfitware Revisicn
Cnet_Proteol sicn
Cnet_Ckject_Types_Supported
Cnet_Segment_Supported

2Cnet ATPDU Retries

2Cnet_Ckject_Name
Cnet_Vendor Name
e_Revisicn

BiCnet C ormance Class Cnet_Servieces_Supported
Cnet_M=x APDU

2Cnet APDU Timeout

Bi&Cnet Object_ List
BiCnet_ Segment Timecut
BiZCnet Bindings

B
B
B
Cnet_Descripticn B
B
B
B

Figure 3.36 BACnet Configuration Pages

BACnet Device Name, BACnet Device ID, and BACnet Description: Required for the FMS
to allow Building Management System (BMS) to poll the FMS inputs using the BACnet
protocol over LAN connections. For further information regarding BACnet Device Name,
BAChnet Device, and BACnet Description, consult the BACnet Standard or your IT Department.
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3.24. Modbus/Com Port 1

The Modbus/COM1 Configuration pages allow users to configure Com Port 1 or Modbus
features. If Modbus is not configured, there will be no Modbus options in the drop down box.
Configuration for the Modbus/ Com Port 1 Configuration are explained in greater detail in 5.3.,
“Modbus/COM1 Configuration (Modbus Master and Slave)” on page 101.

Notes The FMS unit does not come with Modbus communication. The EXP-MBCS option installed in
order to have the option of configuring Modbus Communication. To configure a unit, contact
RLE.

Figure 3.37 will only be displayed if the EXP-MBCS option is installed.

Submit Changes |

Modbus/TCP Slave Enabler & vog O 1o

WModbus/TCP Slave Unit Identifier: |1 (1-254, 0 = dizabled)

Serial Com 1 Protocol Type: |Modhus Master Generic - 16 Unitsj

Serial Baud Rate: € 1200 € 2200 @ 2300
Serial Interface Typs: ¢ pla-azs @ glazaz
Telnet Inactivity Timsout: IU— Minutez
Modbus Serial Slave Address: I[] (1-254, 0 = dizabled)
WMaster Poll Timeout: IS— {1-10) Seconds
Master Poll Interval: IF (250 - 2000} mS
Master Retry Attempts: |3— (1-88)
BCM Zero Amp Alarm Level: IU_UUU (0.000 - 1.000)

BCM Status Display: % LeftRight ¢ Vertical

Modbus Slave Register Displav Lo

Modbus Packet Log
Reset Modbus Port

Modbus Master Poll Data Log
SMS/Text Modem Log

Figure 3.37 Modbus/Com1 Configuration
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3.25. Modbus/Slave Units

The Modbus Slave Unit Configuration can only be configured after the Modbus/Com Port 1
Communication has been set-up; see Figure 3.38. In other words, users must tell the FMS that
they are using it for Modbus communication before users can configure the Modbus slave units.

The Slave Unit Configuration page will change depending on what type of Serial Protocol
users set it up for (i.e., Modbus Master BCM - 4 Units, Modbus Master Generic - 16 Units, or
Modbus Master BCM - 16 Units) selected on the Modbus/COM1 Configuration page; see
Figure 3.25 on page 62. For more information on Modbus Slave Unit configuration see 5.3.,
“Modbus/COM1 Configuration (Modbus Master and Slave)” on page 101.

[ SubmitChanges |

Modbus/TCP Slave Enable: @ yes () No

Modbus/TCP Slave Unit

\dentifier: | (1-254, 0 = disabled)

Serial Com 1 Protocol Type: Modbus Slave -

Serial Baud Rate: ) 1200 ) 2400 @ 9600

Serial Interface Type: @ E|A-485 O ElA-232

Telnet Inactivity Timeout: 0 Minutes
Modbus Serial Slave Address: 0 (1-254, 0 = disabled)
Master Poll Timeout. 3 (1-10) Seconds
Master Poll Interval: 250 (250-2000) mSs
Master Retry Attempts: 5 (1-99)

BCM Zero Amp Alarm Level: 0.000 (0.000-1.000)

BCM Status Display: @ Left-Right ) Vertical

Modbus Slave Register Display Log
Modbus Packet Log

Reset Modbus Port

Modbus Master Poll Data Log
SMS/Text Modem Log

Figure 3.38 Modbus Generic Slave Unit Configuration
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~ ModousBCMUnitConfiguration
[ unitz | Protocol [ A [ A [ Unit Description [ Register Link
[ 1 [ Standard [ Serial [ 0 [ BCH #1 [

[z [ Standard [ Serial [ 0 [ BCM #2 [

[ =3 [ Standard [ Serial [ 0 [ BCM #3 [

[ s [ Standard [ Serial [ 0 [ BCM #4 [

[ s [ Standard [ Serial [ 0 [ BCM #5 [

[ s [ Standard [ Serial [ 0 [ BCM #5 [

[z [ Standard [ Serial [ 0 [ BCM #7 [

[ s [ Standard [ Serial [ 0 [ BCM #3 [

[ s [ Standard [ Serial [ 0 [ BCM #3 [

[ a0 Standard [ Serial [ 0 [ BCM #10 [

[ Standard [ Serial [ 0 [ BCH #11 [

[z Standard [ Serial [ 0 [ BCM #12 [

[ a3 Standard [ Serial [ 0 [ BCM #13 [

T Standard [ Serial [ 0 [ BCM #14 [

[ a5 Standard [ Serial [ 0 [ BCM #15 [

[ s Standard [ Serial [ 0 [ BCM #16 [

Figure 3.39 Modbus BCM 16-Unit Configuration Page

~ mModbusECMUmtComfiguraon
[ unit# | Protocol [ Access | Address | Unit Description | Register Link

[ 1 [ Standard [ Serial [ 1 [ BCM #1 [ Registers

[ 2 | Standard | Serial | 2 | BCM #2 | Registers

[ E [ Standard [ Serial [ 2 [ BCM #3 [ Registers

[ 4 [ Standard [ Serial [ 4 [ BCM #4 [ Reqisters

Figure 3.40 Modbus BCM 4-Unit Configuration Page

Notes Refer to the “MIB Files Information” document located on the FMS webpage of the RLE website
(www.rletech.com) for more information on the SNMP Trap format and MIB Files.

Changes will not go into effect until the Submit Changes button is clicked.

Press the Submit Changes button after configuration is complete or all access user
configuration changes will be lost.

The Acknowledge code should be different than the access codes. If this code is the same as
one of the access codes, the Falcon will acknowledge the alarms associated with the
acknowledge code, enter a successful entry in the Access log and activate the relay outputs
which are set for keypad activation.

Press the Submit Changes button when done to save all schedule changes.

Press the Submit Changes button when done to save all changes.

When the information is complete, click Submit Changes for the changes to take effect.
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3.26.
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Flash Program

r-—~~~ FehPogumcofigwaton

Changes accepted.
Flash # Program: FCF V5413 Eof: FFD27530 (EOT) Size: 1209645
Flash #2 Program: FCF %5413 Eof: FFD27530 (EOT) Size: 1209645

Erase Backup

[ Copy Flash? to Flash1 |

Dowrload Base Confiquration File (.ot - 32k

Dovwenload Modbus Configquration File (mfg - 32K)

Download FCF Configuration File {xfo - 125k

Configuration/flash update from your computer:

Upload

Mote: This version alzo supports configuration and program updates via TFTR.

|[ Browse..

Figure 3.41 Flash Program Configuration Page

[ Active)
[Backup)

The Flash Program link displays the Flash Program Configuration page, which allows you to
load firmware as well as save and load configuration files for the FMS. For instructions and
more information, see Chapter 9, “Loading Firmware and Configuration Data” on page 141.

78

970.484.6510



3 FMS Configuration

3.27. Product Registration

Navigation Guide Product Registration Form

Purchase

. *Company Name
Case Studies

RLE Partners Contact First Name

*Contact Last Name

Support

®  Tech Support Form

®  Product Registration

Su
iscontinued *City su etech.com
*Zip Code I Manday - Friday
8:00am - 5:00pm MST
Country | United States =l
Maps to RLE
*Phone Number | oS
Google Map
*E-mail |
*Serial Number(s ﬂ
=
Enter multiple Serisl #5 separated by commas.
*Purchased From
=

*Date Of Purchaze

Installer's Phone

I
I
*Installed By I
I
I

Inztaller's Email
Figure 3.42 Product Registration Webpage

The Product Registration link allows users to register their FMS with RLE at the time of
configuration. The FMS IP Address, Subnet Masks, and Default Gateway must be configured
before this link will be operational. Once configured, complete the registration form and click
the Register button to submit your information to RLE.

To access RLE’s Web site from any browser, enter http://www.rletech.com in the address field.
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FMS WEB INTERFACE

The FMS Web interface provides a convenient way to check and monitor the FMS status via
the Web. To access the FMS Main Menu, or Home page, type the [P address of the FMS into
the location bar of the Web browser. When the prompt appears, enter the default user name
(falcon) and password (none-leave blank); for more information on accessing the FMS Home
page, see Chapter 3, “FMS Configuration” on page 37.

Main Menu/ Home Page

The Falcon logo (default), IP camera image and/or company logo can be displayed on the Main
Menu; see 3.2., “Homepage” on page 39, for more information. Figure 4.1 shows an example
of what the FMS homepage could look like when configured.

Thu 04/22/10 10:34:11

Server Room

Server Room  Lower Manhattan Vancouver
CSU_ Fort Collins CO  Peak8 Breckenridge Beaver

Creek, CO
Killinton, VT~ Capital. Denver. CO_ Atlanta. GA
Chicago. IL

Falcon Nest

Figure 4.1 Example of a Configured FMS
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The bottom of the FMS Main Menu features columns that list the FMS configured inputs. The
number of inputs displayed is configurable from the Configuration menu; see Chapter 3, “FMS
Configuration” on page 37. Each input has a box with its number, name, and status. The box is
shaded to signal the inputs status. Color codes are as follows

Table 4.1 Color Definitions

Color Description

Green Input is normal-not in an alarm state.

Yellow Analog inputs only-input is in a high alarm 1 or low
alarm 1 state.

Red Analog input is in a high alarm 2 or low alarm 2 state.
Digital input is in an alarm state.

Blue Alarm/Input disabled by a schedule.

White (no shading) Input is not configured-spare point for future use.

Magenta, Green, or Gold Digital Status point is on. This color is configurable

under the System Configuration Menu.

4.2. Identity

Home | Identity | Configuration ‘ History ‘ Relays | URL Links | Refresh ‘
FMS-AAAA-Y-24 (FCF)
Model Number FMS/FCF Modem Installed
System Name FMS-AAAA-Y-24 (FCF) Expansion Card #1 A - 12A1/8RO
System Up Time 0 days & hrs 47 mins 36 secs Expansion Card #2 A-12AI8RO
System Contact Technical Support Expansion Card #3 A-12A18RO 1§
System Location Technical Support Office Expansion Card #4 A-12AIBRO ¢
Current Time Thu 04/22/10 10:38:51 Exp-M Option Permanent
PCB Version 01 CPU: MCF5270
Firmware Version FCF Va.3.11
Bootloader Version FCFBOOT V2.1.3 :
MAC Address 00:90:5B:04:02:C8
IP Address 63.253.110.254
Net Mask 255 255255 240
Def Route 63.253.110.241 !
IP Addres 3.110.254 Falcon-CF

Figure 4.2 Identity Menu

Identity displays basic FMS information including Model Number, System Name, MAC
Address, Expansion Cards installed, Firmware Version, and IP Address.
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Configuration

Configuration Menu

Figure 4.3 Configuration Page

Inputs and Relays
System

Alarm Management
Trends

Clock

Schedules
Battery

URL Links (1-5)
URL Links (6-10)
Links

Mest'Egg

Modem/Phone Mumbers/Pagers
Keypad/DTMF Access Users

Internet Protocal

User Administration (Web
Access)

Metwark Statistics

lemp Ping

Email{DNS
Metwork Time Protocol

SNMP/Syslog

Bacnet

Com Port1/Modbus/Telnet
Modbus Slave Units

Flash Program

Product Registration

4 FMS Web Interface

The Configuration link provides access to a series of menus from which qualified users can
make adjustments to the FMS settings; see Chapter 3, “FMS Configuration” on page 37, for
more details.
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4 FMS Web Interface

4.4, Alarm History

Alarm History displays the last 256 alarms captured by the FMS. Alarms are ranked from most
recent (top of the list) to least recent (bottom of the list); see “Alarm History Page” on page 84.

FMS-CCCC-N-24 (FCF)

Color Code: Unacknowle
Alarm History - Tetal Entri

ge/email} - Unacknowledged - Acknowledged — Return to Normal
Page10f3 Page1 Page2 Page3d

AHO08-0014-RTN -01/24/10 0T:57:13 67 Deg WI-TS
AHO08-0012-RTN -01/24/10 0T:57:13 67 Deg WI-TS

AHO0S-0014-RTH -01
AHO0-0012-RTN -01/24M10 07
AHOO02-0014-Lowz -01/24/10 0
AHO0Z-0012-Low1 -01/24/10 0T:

AH2E4-0012-RTN -01/19/10 14:38:08 80 Dag WiTS
AH2E3-0011-RTN -01 08 80 Deg WTS
AH2E2-0012-High2-0 4 Deg WIT:
AH221-0011-High1-0 4 Deg WI-TS
AH2E0-0014-RTN -01 20 Deg WHTS
AH248-0012-RTN -01/19/10 14:31:58 80 Dag WITS

TS

Figure 4.4 Alarm History Page

The following format is used to record each alarm entry:
AH###-ID-Condition-Date Time (Value UOM) Label
¢ AH### is the alarm entry index.

¢ 1D is the alarm identifier number; see Appendix E, “Alarm ID Reference Tables” on
page 169.

¢ Condition is On, High1, High2, Low1, Low2, or RTN (Returned to Normal).
¢ Date and Time is the internal date and time stamp of the alarm condition.
¢ Label is the alarm descriptor, up to 64 characters long.

¢ Value and Unit of Measure (UOM) is captured for analog channels only. The value recorded
is the actual analog value that exceeded its alarm threshold.
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The Alarm History log entries are color-coded as follows:

Table 4.2 Alarm History Log Entries

4 FMS Web Interface

Color Description

Red A point that is configured for dial out (pager) is in alarm and is
unacknowledged. The alarm will be red if the point is configured for both
pager and email notification.

Orange A point that is not configured for dial out (pager) is in alarm and is
unacknowledged.

Blue The alarm has been acknowledged.

Black The alarm has returned to normal.

Unacknowledged dial out alarms (marked in red) can be acknowledged from this page. To do
so, type the appropriate code in the box at the bottom of the page and click the Acknowledge
Alarms by Code button. Acknowledge codes are set under the Phone Number or Email
Configuration pages; see Chapter 3, “FMS Configuration” on page 37, for more information on
configuring phone numbers.

Event History

(FCF)

EL0&-04/22/10
EL07-04/19/10
EL06-04/16/10
EL05-04/16/10
EL04-04/16/10
EL03-04/16/10
EL02-04/13/10
EL01-04/13/10
EL00-04/05/10
EL59-04/05/10
EL58-03/23/10
EL37-03/23/10
EL96-03/17/10
EL35-03/17/10
EL34-03/16/10
EL93-02/20/10
EL52-02/01/10
EL31-02/01/10
EL30-01/26/10
ELES-01/24/10
ELEE-01/24/10

04:
07:
22:
13:
11:
11:
14:
14:
08:
08:
09:
09:
14:
14:
0%9:
20z
13:
0&:
17:
12:
12:
R ¥ L LY IT K F IR L P 1M P - P S,

50:
49:
20:
35:
43:
43:
01:
0l1:
24
24:
50:
28:27
17:
17:
33:
34:
37:
17:
43:
17:
00:

FMS-AAAA-Y-24

32
42
40
41
23
a5
38
23
38
0z
33

34
12
13
13
13
29
57
33
a3

System Booted - software/bootloader
Force Acknowledge by EHF

System Booted - software/bootloader
System Booted - scftware/bootloader

Email
Email
Email
Email
Email

accepted by
accepted by
accepted by
accepted by
accepted by

3Eerver
SEervVer
SEervVer
SELVELD
SELVer

System Booted - scftware/bootloader
Email accepted by server

Alarm History Cleared by R3

Email accepted by server

Email accepted by server

System Booted - software/bootloader

System Booted
System Booted
System Booted
System Booted
System Booted

software/bootloader
software/bootloader
software/bootloader
software/bootloader
poOwWer up

Force Acknowledge by EHF

Figure 4.5 Event History Page

Momahna

Event History displays the past 100 events, as recorded by the FMS. Typical events that are
logged include System Booted, Email Accepted by Server, No Dial Tone, Busy, No Carrier,

Page Successful, Alarm History Cleared, Digital Status History Cleared, Force Acknowledge
by <initials>, Program Upload - TFTP.
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4.6. Digital Status History

FMS-CCCC-N-24 (FCF)

SHO054-4230-Cn -01/24/10 0O7:
SHO53-4220-0n -01s24/10 0O7:
SHO0S52-4210-Cn -01/24/10 07
SHO0S51-4200-Cn -01/24/10 0O7:
SHO050-415%0-Cn -01/24/10 07
SHOE9-4230-Cn -01/
SHOBE8-4220-Cn -01/
SHOB87-4210-Cmn —-01/
SHOB86e-4200-Cn —-01/
SHOE5-4130-Cn -01/
SHOB4-4230-Cn -01/
SHOB83-4220-Cn —-01/
SHOB82-4210-Cn —-01/
SHOE1-4200-Cn -01/
SHOB0-415%0-Cn -01/
SHO75-1150-Cn —-01/
SHI -1140-Cmn —-01/
SHO77-1130-Cn -01/
SHI —-42Z30-Cn -01/
SHI -4220-Cn -01/
SHO74-4210-Cn —-01/
SHO73-4200-Cn -01/
SHO72-415%0-Cn -01/
SHO71-1150-Cmn —-01/
SHO70-1140-Cm -01/
QR Pt e P S

Digital Status Input Zctivated
Digitel Status Input Activated
Digitel Status Input Activated
Digital Status Input Activated
Digital Status Input Zctivated
Digitel Status Input Activated
Digitel Status Input Activated
Digital Status Input Zctivated
Digital Status Input Zctivated
Digitel Status Input Activated
Digitel Status Input Activated
Digital Status Input Zctivated
Digital Status Input Zctivated
Digitel Status Input Activated
Digitel Status Input Activated
Dry Contact Input Zlarm

ontact Input Zlarm

Dry Contact Input Zlarm

Digitel Status Input Activated
Digital Status Input Zctivated
Digital Status Input Zctivated
Digitel Status Input Activated
Digitel Status Input Activated
Contact Input Zlarm

cntect Input Zlarm
it P er S ey PRSP

Figure 4.6 Digital Status History Page

Digital Status History displays a history of the state of digital points configured as “Status”
points. A digital input can be configured as NO (normally open), NC (normally closed) or
Status. If the digital input is configured as Status, it will not alarm, but any changes will be
noted and appear on this page. The log displays the past 100 status changes, as recorded by the
FMS.
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4 FMS Web Interface

Keypad Access

Home | Identity | Configuration | History | Relays | URL Links | Refresh |

Event | Digital Status | Keypad Access | Web Access | Data | Trends | Trap Log

ALOT—wwhwww—13

S,

e
Cdm bbb
T
ATOZ -k w b

BLOL-sssssaoll,

[rR T T T T T T)

IP Address: Falcon-CF

Figure 4.7 Keypad Access History View

Keypad Access History displays the last 100 entries captured by the FMS. The following
information is displayed:

<

Access Log Index (ALxxx)

*

Date and Time of Event

¢ Access Granted or Denied

<

Access denied is entered into the log when three consecutive invalid codes are entered.

*

Access is granted when a valid code is entered followed by the # key. The * key clears the
code allowing a user to reenter their code.

L 2

Method of Entry (keypad or DTMF)

<

Access Code Description
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4 FMS Web Interface

4.8. Web User Access Log

WU02Z-017
WO021-01/
WO020-017
WU013-01/
WU01g-01/
WO017-017
WO0l&e-01/
WO015-017
WU014-01/
WU013-01/
WO01z-017
WU011-01/
WO010-12
WU0053-12
Wuoog-12
WU007-12
WU00&-12
WO005-12
WU004-12
WUo03-11/
WO00z-11/
WU00l1-11472

Do R R R

N

7:39
5:14

FM3-CCCC-N-24 (FCF)

:Zl Userl: falecon
:54 Ugerl: falceon
:30 Userl: falecon
tE3

Userl: falcon

alcon

Userl: falcon
r zlcon

0 alcon
7 zlcon
53 alcon
17 2lcon
:18 alcon
7 falcoon
& :
1 Userl: falcon
3 Userl: falcon
8 Userl: falcon
@ Userl: falcon
2 Userl: falecon
@ Userl: falcon
3 Userl: falcon
5 Userl: falcon
i

Figure 4.8 Web User Access Log

The Web User Access Log records the most recent 100 Web interface users.

www.rletech.com
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4 FMS Web Interface

4.9. Data

FMS-AAAA-Y-24

(FCF)
cH [Description 60 Minute 24 Hour 7 Day
1 |Server|s|eATemperature Text Graph || Text Graph || Ted Graph
2 [server Room East Humidity [ Text Graph || Tet Graph || Tedt Graph
[2 [Server Isle B Temperature [ Test Graph [ Tedt Graph || Text Graph
4 [server Room North Humidity [ Text Graph || Tet Graph || Tedt Graph
s [server Isle A-2 Temperature [ Text Graph || Tet Graph || Tedt Graph
[B [Server Isle A-3 Humidity [ Text Graph || Tedt Graph || Tedt Graph
[7 [Telco Closet [ Text Graph || Tet Graph || Tedt Graph
8 WMCC Room Text Graph | Tedt Graph | Ted Graph
1.1 (9) Server lsle C Temperature Text Graph || Text Graph || Ted Graph
[13 (11 [serverIsle D Temperature [ Text Graph || Tet Graph || Tedt Graph
14 (12) Server Room West Humidity Text Graph || Text Graph || Ted Graph
1.5 (13) Server lsle F Temperature Text Graph || Text Graph || Ted Graph
[1.6 (14) [serverIsle G Temperature [ Text Graph || Tet Graph || Tedt Graph
[17 (15 [Server Room South Humidity [ Test Graph [ Tedt Graph || Text Graph
[18 (18) [server Isle | Temperature [ Text Graph || Tet Graph || Tedt Graph
[19 (17) [serverIsle J Temperature [ Text Graph || Tet Graph || Tedt Graph
[1.10(18) [Server Isle K Temperature [ Text Graph || Tedt Graph || Tedt Graph
[111(19) [server Isle L Temperature [ Text Graph || Tet Graph || Tedt Graph
1.12 (20) Server lsle M Temperature Text Graph || Text Graph || Ted Graph
21 (33) Generator Room Text Graph || Text Graph || Ted Graph
[22 @4 [UPS Room Sth Floor [ Text Graph || Tet Graph || Tedt Graph
2.3 (35) Qutside Air Temperature Text Graph || Text Graph || Ted Graph
2.4 (36) MCC Room 3rd Floor Temperature Text Graph || Text Graph || Ted Graph
[25 @7 [1st Floor Office Temperature [ Text Graph || Tet Graph || Tedt Graph
[26 (38) [2nd Floor Office Temperature [ Test Graph [ Tedt Graph || Text Graph
[27 @9 [Elevator Motor/Controls Room Temperature [ Text Graph || Tet Graph || Tedt Graph
[2.8 (40) [Tape Storage Closet [ Text Graph || Tet Graph || Tedt Graph
[Ts [Internal Temperature Sensor [ Text Graph || Tedt Graph || Tedt Graph
[Hs [Internal Humidity Sensor [ Text Graph || Tet Graph || Tedt Graph
Modbus Points 1-58
Modbus Points 59-116
Modbus Points 117-174
Modbus Points 175-232

Figure 4.9 Data History Page
Data History provides an intermediate page to assist in navigating to the desired data. Only
points configured as analog 4-20mA are shown.

¢ The Modbus Points links at the bottom of the page are shown if the FMS is equipped with
the EXP-MBCS option. These links provide access to the Modbus Data History pages.

¢ Click the Text or Graph link for each sensor or Modbus point to view the history in text or
graph format. If you choose to view a sensor’s or point’s history in text format, you can
download the data to a comma separated value (.csv) file.
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4.9.1 Minute, Hour, and Day View

Channel:
Data Type:

Description:
Unit of Measure:

Modbus Unit#1 (1) 40269
Minute
Voltage L-L

Date Time
04/30/10
04/30/10
04/30/10
04/30/10
04/30/10
04/30/10
04/30/10
04/30/10
04/30/10
04/30/10
04/30/10
04/30/10
04/30/10
04/30/10

Return

Bvg
480
480
480
480
480
480
480
480
480
480
480
480
480
480

High
480
480
420
480
480
480
420
480
480
420
420
480
480
480

Low
480
480
480
480
480
480
480
480
480
480
480
480
480
480

Figure 4.10 Minute Page

Download CSV File

This link is located on the right
side of every Text data history page

The Minute, Hour, and Day links on the Data History page display the detailed information the
FMS records in its logs. The Minute log displays the high, low, and average values per minute
for the last 60 minutes. The Hour log displays the high, low, and average values per hour for the
last 24 hours. The Day log displays the high, low, and average values per day for the last seven
days. These values can be downloaded to a comma separated value (.csv) file via the Data

History Text Downloads button.
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4 FMS Web Interface

4.9.2 Data History Text Downloads

Opening 2.csv

You have chosen to open

~a) 2.csv
which is a: Microsoft Office Excel 97-2003 Worksheet
from: http://63.253.110.254

What should Firefox do with this file?

@ Open with | Microsoft Office Excel (default)

() Save File

[] Do this automatically for files like this from now on.

o | [

Figure 4.11 Data History Text Downloads Window

When you choose the Download CSV File link from a Data History Text page (either minute,
hour, or day), you have the option to open the file or save it using a standard Windows pop-up

screen.
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www.rletech.com

4.9.2.1 Alarm History Text (alarmhistory.txt)

FMS-AAAA-Y-24

(FCF)

Color Code: Unacknowledged (page/email) - Unack | - Acknowledged — Return to

Alarm History - Total Entries: 256 Page 1 of 3 Page1 Page2 Page Download
2 Alarmhistory. b

AHOT70-1020-RTH -04/29M0 17:28:18 (Demo alarm) Mo leaks present
AHOGE9-1020-0On -04/29/10 17:28:06 (Demo alarm) Leak detected
AHOG8-1020-RTM -04/29/M0 17:25:08 (Demo alarm) Mo leaks present
AHOET-1020-0n -04/28/M10 17:24:58 (Demo alarm) Leak detected
AHOG6-1020-RTM -04/29M0 17:23:12 (Demo alarm) Mo leaks present
AHOE5-1020-0n -04/28/M10 17:23:00 (Demo alarm) Leak detected
AHOG4-1020-RTM -04/29/10 17:22:43 (Demo alarm) Mo leaks present
AHOG3-1020-0n -04/2910 17:10:55 (Demo alarm) Leak detected
AHOGE2-M00451-0n -04/27/10 18:21:21 Leak Detected
AHOB1-MO0454-Hi2-04/27M10 18:11:33 1442 Location of Leak
AHOB0-2011-High1-04/27M10 17:42:55 85 Deg Generator Room
AHO59-0080-On -04/27110 17:42:54 MCC Room

AHO58-0070-0On -04/27/10 17:42:54 Telco Closet

AHO57-0060-0n -04/27/10 17:42:54 Server Isle A-3 Humidity
AHO056-0050-0n -04/2710 17:42:54 Server Isle A-3 Temperature

AHO55-M00013-Hi2-04/2710 17:42:52 1065017672 Power Factor
PhaseB
AHO54-M00012-Hi2-04/27H0 17:42:51 1065185444 Power Factor
PhaseA

_AHDB3M02000-0n -D4/27/10 17:37 .31 Megbus!ElacneI Unit Offling; 2 .

This link is located on the right
side of the Alarm History page

Figure 4.12 Alarm History Text Page

The alarmhistory.txt link opens the Alarm History log as a text (.txt) file in the Web browser.
Select “Download Alarmhistory.txt” to save the file to the hard drive.
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4 FMS Web Interface

4.9.3 Graph

384
354
324
304
284
254
224
204
184

—
129 1_\/_//—/ o A
104 werage

| High
O Low

%RH

hof ok

104
124
154
18
.20
22
.25

!

i & ) <
S S 3 S & N &

Figure 4.13 FMS Graph

This graph allows users to see a Java-based line graph of any analog point on the Falcon FMS.
Using the mouse, stretch or compress the X-axis to adjust the resolution of the time display.
Stretch or compress the Y-axis to adjust the resolution of the analog value. Hover over the
legend to display the graphed values.

The first time you display a graph, you might see the following Java image as Java loads on
your system:

. &

—

" Java
*a

Figure 4.14 Java Loading Image
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4.10. Trends

|Point |Description [ Graph | csv
|1 |Sewer|5|eATemperature | Graph | csv
2 |Server Room East Humidity [ Grasn | csv
|3 |Sewer|s|e B Temperature | Graph | csv
4 |Server Room North Humidity [ Graph | csv
|5 |Sewer|5|e.&—3 Temperature | Graph | csv
E [server Isle A-3 Humidity [ Graph | Ccsv
|7 |Telco Closet | ocraph | csv
|3 IMCC Room [ oGraph | csv
o [Meter #1 Energy KWH [ Grasn | csv
[10 [Meter #2 Energy KWH | Graph | csv
[11 [Meter #3 Energy KWH [  Graph | csv
[12 [Weter #4 Energy KWH [  Graph | csv
[13 [Meter #5 Energy KWH | Graph | csv
[14 [Meter #6 Energy KWH ==
[15 [Meter #8 Energy KWH [ oGraph | csv
[16 [Meter #8 Energy KWH | Graph | csv
[17 [Meter #3 Energy KWH [ Graph | CcSy
112 [Meter #10 Energy KWH [  Graph | csv
[19 |Server Isle C Temperature [  Graph | csv
|2EI |Sewer|s|e D Temperature | Graph | csv
21 |Server Room West Humidity [ ocraph | csv
|22 |Sewer|sle F Temperature | Graph | csv
|23 |Sewer|s|e G Temperature | Graph | csv
24 |Server Room South Humidity [  Graph | csv
|25 |Sewer Isle | Temperature | Graph | csv
|26 |Server Isle J Temperature [  Graph | csv
|2? |Sensnr2—‘l Temperature | Graph | csv
28 [Sensor 3-1 Temperature [ Graph | csv
|29 |900MHz Wi-THS Temperature [  Graph | csv
30 |900MHz Wi-THS Humidity [  Graph | csv
31 |900MHz Wi-TS Temperature [  Graph | csv
32 |418MHz TH-Bapi Temperature [ Grasn | csv

Figure 4.15 Extended Trends Page

Users can view a Java-based graph or download a .CSV file by clicking on the links on this
page. The Falcon FMS can be configured for up to 32 points physical and/or Modbus that can
have extended trending times assigned to.
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4.11. Trap Log

FMS-CCCC-N-24 (FCF)

01,2410 07:57:13 ip:xx.xx_XxX.XX-ICHMP: Dest unreachabkle: 10.0.0.63% UDP port 162
01,2410 07:57:13 ip:xx.xx_XxX.XX-ICHMP: Dest unreachabkle: 10.0.0.63% UDP port 162
01724710 07:57:13 ip:10.0.0.8%-ch:001-Return-LowklarmZ-Sent
01724710 07:57:13 ip:10.0.0.8%-ch:001-Return-Lowklarml -Sent
01,2410 07:57:12 ip:xx.xx_XxX.XxX-ICHMP: Dest unreachabkle: 10.0.0.6% UDP port 1&2
01,2410 07:57:12 ip:xx.xx_XxX.XxX-ICHMP: Dest unreachabkle: 10.0.0.6% UDP port 1&2
01/24/10 07:57:12 ip:10.0.0.89-ch:001-Alarm-LowklarmZ—Sent
01724710 07:57:12 ip:10.0.0.&85%-ch:001-2lerm-Lowklarml—-Sent
01,2410 07:57:02 ip:xx.xx_XxX.XxX-ICHMP: Dest unreachabkle: 10.0.0.&3% UDP port 1&2

Figure 4.16 Example Trap Log

Allows users to view trap information sent from the Falcon FMS to a Network Management
Software (NMS).

4.12. Relay Status

www.rletech.com

FMS-AAAA-Y-24 (FCF) Thu 04/22110 11:12:00
[ Relay Status

[cnamme1 [rype [status [schedule [peseription Jrction

|ﬁ |Keypad Controlled |Norma| ‘None |RELAV#1 ‘

|Q |Keypad Controlled |Nnrma| ‘None |RELAY#2 ‘

K11 (3 MNO (Non-Supervised) Mormal Mone RELAY #1.1

K12 (4) MNO (Non-Supervised) Mormal MNone RELAY #1.2

K13 (5 MO (Non-Supervised) Marmal MNone RELAY #13

K14 (6 MNO (Non-Supervised) Marmal MNone RELAY #14

K15 (7 MNO (Non-Supervised) Mormal MNone RELAY #1.5

K16 (8 NO (Non-Supervised) Normal MNone RELAY #1.6

k17 @ [vo monsupenisesy  norma INone [Reway 17 ‘

|K1 810 |Elutlnn Contralled |Nnrma| ‘Nons |Channel#1n Alarm Relay ‘ Set Relay K10
|K2 1(11 |NO (Mon-Supenvised) |Nnrma| ‘None |RELAY #21

K2.2 (12 MNO (Non-Supervised) Mormal Mone RELAY #2.2

K2.3 (13 MNO (Non-Supervised) Mormal MNone RELAY #2.3

J" [ J‘ el i gl YA b i ﬁ'-‘J-DWOA—‘-‘-"‘u-—b R et S UM-AA—&*—&—‘*—-AA—““—'

Figure 4.17 Example Relay Status Page

Relay Status displays the current status of each FMS relay output. The Status field is color
coded. White indicates the relay output is de-energized; red indicates that the relay output is
energized.

Relay Control contains a button for each relay output that is configured for button control.
Selecting the button turns on the associated relay output. Pressing the button again will turn it

off.
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413. URL Links

Server Room Server Room A

Vancouver CSU, Fort Collins,CO

Figure 4.18 Example Still Images from IP Cameras

URL Links displays still images (.jpg) from all IP cameras and other URLSs linked to the FMS.
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COMMUNICATION

5.1. Modbus

The FMS supports the following from the factory:

¢ Modbus Master (RTU) over EIA-485 or EIA-232
¢ Modbus Slave (RTU) over EIA-485 or EIA-232
¢ Modbus Master (TCP/IP)

¢ Modbus Slave (TCP/IP Port 502) over Ethernet

The FMS can operate as a Master over EIA-485 (or EIA-232) and as a Slave over Ethernet at
the same time. The FMS can operate as a Slave over EIA-485 (or EIA-232) and as a Slave over
Ethernet at the same time. The FMS can NOT operate as a Master over EIA-485 (or EIA-232)
and as a Slave over EIA-485 (or EIA-232) at the same time.
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5.2.

www.rletech.com

Hardware Connections

The Modbus connections are located on the back of the FMS. There are status LEDs to indicate
if COM Port 1 is configured (in software) for EIA-232 or EIA-485. The COM Port 1 Transmit
and Receive LEDs are also located on the back of the FMS.

5.2.1 EIA-232

The EIA-232 COM Port 1 on the FMS is used to connect the FMS-as a Modbus Master-to one
Modbus Slave device, or it is used to connect a Modbus Master device to the FMS as a Modbus
Slave. The Modbus EIA-232 (DTE) is active over COM1 (DB9 male connector). The EIA-232
port allows communications between the FMS and one other device (point to point connection).
The EIA-232 port has maximum cable length of 50 feet (15.2m).

Table 51 COM1 DB9 Male Pin Out

Pin Description

Pin 1 = Data Carrier Detect

Pin = Receive Data

Pin 3 = Transmit Data

Pin 4 = Data Terminal Ready

Pin 5 = Signal Ground

Pin 6 = No Connection

Pin 7 = Request to Send (internally connected to Pin 8)
Pin 8 = Clear to Send (internally connected to Pin 7)
Pin 9 = No Connection

I0I0l 10101 (3 S

PdRJT PORMS
P2 RS232 P3RS232 TELCO NETWORK
COM1 COM2

MODBUS DEVICE (RTU - RS232/DCE)
COM PORT

O0000
Oo

ELAY COM2 COM1
[

5 TERM
—SELMS

N
K1 TX T 232

RELAY 1 RELAY 2

NCNOG NCNO

eesee (TN UL | sescee 00000 Eij
oo M g\ e of/© Cloooo/© [
LU " ez (vale) (Female)

RS485 CO
cown seLect NS O

(Female)

EIA232 Cable (Straight Thru)

Figure 5.1 FMS Modbus EIA-232 Connection to an EIA-232 DCE Device
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5 Communication

TBS5 KEYPAD
o

I0l0l  Iolol (3) =——

E pARJ1 PSRMS
F P2 RS232 P3RS232 TELco  NETWORK
”|7 COM2

MODBUS DEVICE (RTU - RS232/DTE)
COM PORT

e

RELAY COM2 COM1
N
Ki TX T

e O OO00D G e AR ﬂ
oo L g Nowaslo Kaoono |
L .

e (Male) (Female)

—BND
85 COM 1
\\\\\

Cowmn seLecr R4

(Female)

EIA232 Cable (Null Modem)

Figure 5.2 FMS Modbus EIA-232 Connection to an EIA-232 DTE Device

5.2.2 EIA-485

The EIA-485 COM Port 1 on the FMS is used to connect the FMS-as a Modbus Master-to one
or more Modbus Slave devices or it is used to connect a Modbus Master device to the FMS as a
Modbus Slave. The Modbus EIA-485 is active over COM1 (TB5 Pins 8, 9 and 10). The EIA-
485 port allows communications between one Modbus Master and one or more Modbus Slave
devices. EIA-485 can accommodate up to 4,000 feet (1,219m) of cable length. There are many
variations on how terminals are labeled on EIA-485 2-wire (e.g., some devices use (+) and (-)
or A and B, and some use (-) and (+) or B and A. Therefore, if a Slave unit is not responding,
try swapping the wires.

Table 5.2 COM1 TB5 Pin Out

Pin Description
Pin 8 =  EIA-485(+)
Pin 9 =  EIA-485(-)
Pin 10 =  Ground
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Figure 5.3 EIA-485 Wiring Connections
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Figure 5.4 EIA-485 Wiring to RLE/Veris BCMs (Branch Circuit Monitors)
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5.3. Modbus/COM1 Configuration (Modbus Master
and Slave)

The Modbus/COM1 Configuration page allows users to configure the FMS Modbus features.
Enter the information as required. Figure 5.5 shows a Modbus/COM Port 1 link.

To access this page, select Com Portl/Modbus/Telnet from the Configuration Menu.

Submit Changes |

Medbus/TCP Slave Enable: & ves 0 g

Modbus/TCP Slave Unit Identifisr |1 e rmehig Ak = |
Serial Com 1 Protocol Type: |Pu'10dbus aster Generic - 16 @

Serial Baud Rate: € 1200 € 2400 @ 800

Serial Interface Type: € fla-sas @ Flaz32

Telnet Inactivity Timeout: I[] Minutes

Modbus Serial Slave Address: |0 (1-254, 0 = dizabled)
5

Master Poll Timeout: I {1-10) Seconds

Master Poll Interval: |250 (250 - 2000) m3

Master Retry Attempts: |3 {1-99)
BCM Zero Amp Alarm Level: IU.UUU (0.000 - 1.000)

BCM Status Display: % Lefi-Right & Vertical

Modbus Slave Register Disolav Log

Modbus Packet Log H

Reset Modbus Port Links to Modbus
Modbus Master Poll Data Log and modem logs

SMSMext Modem Lo

Figure 5.5 Example Modbus/COM1 Configuration—Modbus Master

www.rletech.com 101 970.484.6510



5 Communication

www.rletech.com

[ SubmitChanges |

Modbus/TCP Slave Enable: @ yes () No

Modbus/TCP Slave Unit
Hodbus rave it 4 (1-254, 0 = disabled)

@1 Protocol Type: Modbus@ -

Serial Baud Rate: ) 1200 ) 2400 @ 9600

Serial Interface Type: @ Ela-485 O EIA-232

Telnet Inactivity Timeout: 0 Minutes
Modbus Serial Slave Address: 0 (1-254, 0 = disabled)
Master Poll Timeout: 3 (1-10) Seconds
Master Poll Interval: 250 (250-2000) mSs
Master Retry Attempts: 5 (1-99)
BCM Zero Amp Alarm Level: 0.000 (0.000-1.000)

BCM Status Display: @ Left-Right ) Vertical

Modbus Slave Register Display Log
Modbus Packet Log

Reset Modbus Port

Modbus Master Poll Data Log
SMS/Text Modem Log

Figure 5.6 Modbus / COM Port 1 Link—Modbus Slave

Modbus/TCP Slave Enable: Enables the FMS as a Modbus Slave over Ethernet TCP/IP.
Modbus/TCP Slave Unit Identifier: Sets the FMS Modbus/TCP Slave address (1-254).

Serial Com1 Protocol Type: Configures the Serial COM Port 1 (EIA-232 or EIA-485) Master
or Slave operation. The options are:

¢ None: Disables Modbus support on Serial Port COM1.

¢ Modbus Master Generic - 16 Units: Modbus Master Generic-16 Units is the most typical
configuration for the FMS when using Modbus communication. Select this option when there
is at least one Slave unit that is not an RLE/Veris BCM. This option can be configured to poll
data from up to 16 Slave devices.

¢ Modbus Master BCM - 4 Units: Select this option when there are 1 to 4 BCMs (Branch
Circuit Monitors) and no other Slave devices. This option enables webpages that are unique
to the BCM allowing for easier setup. SNMP (Get, Set and Traps) is supported for the BCMs.

¢ Modbus Master BCM - 16 Units: Select this option when there are 5 to 16 BCMs and no
other Slave devices. This option enables webpages that are unique to the BCM allowing for
casier setup. SNMP (Get, Set and Traps) is not supported for the BCMs. SNMP is still
supported for the local I/O (Inputs 1 - 104). If SNMP is required for the BCMs, additional
FMSs are required to allow a maximum of 4 BCMs per FMS.

¢ Modbus Slave: Enables the FMS to operate as a Modbus Slave over the Serial Port COM1.

¢ None-BACnet/IP: Enables the FMS operate as a BACnet Master and request data from
BAChnet devices.
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¢ Telnet: Enables the FMS to communicate via Serial Com Port 1.

¢ SMS/Text: Enables the FMS to communicate to a SMS modem via Serial Com Port 1.

Serial Baud Rate: Sets the Serial COM Port 1 to 1200, 2400 or 9600 Baud. All the devices
connected to the FMS Serial COM Port 1 must be set to operate at the same Baud rate.

Serial Interface Type: Enables the FMS Modbus to operate on the EIA-485 or EIA-232 COM
Port 1.

Telnet Inactivity Timeout: Allows users to set the Telnet Inactivity Timeout in minutes. This
time tells the FMS when to timeout of the Telnet communication.

Modbus Serial Slave Address: Required when the Serial Protocol is set to “Modbus Slave.”
This option sets the FMS Modbus Slave address for the Serial COM Port 1. Each Slave device
on the Modbus network must have a unique address.

EIA-485 DE TX Delay: Normally left at the 10ms default and is active only when the Serial
Interface Type is “EIA-485.” During the start of transmission, the transmit line is driven high
for this amount of time prior to transmitting the message. The time is adjustable from Oms to
99ms.

EIA-485 DE Off Delay: Normally left at the default of 10ms and is active only when the Serial
Interface Type is “EIA-485.” After a message is sent, the transmit line is held high for this
amount of time prior to turning off. The time is adjustable from 10 to 990m:s.

Modbus Master Poll Timeout: Sets the amount of time the FMS waits for a response from the
Slave device before moving on to read the next register. It is normally set to the default of one
second and is active only when the Serial Protocol is set to “Modbus Master Generic - 16
Units,” “Modbus Master BCM - 4 Units” or “Modbus Master BCM - 16 Units.” It is adjustable
from 1 to 10 seconds.

Modbus Master Poll Interval: Sets the amount of time when a response is received from a
Slave to when the FMS will ask for the next register and is adjustable from 250 to 2000ms. It is
normally left at the 250ms default and is active only when the Serial Protocol is set to a Modbus
Master option. The interval effects the overall scan rate. If the FMS is configured to read 60
Modbus variables and the poll interval is set to 1000ms (1second), each Modbus variable will
be read approximately once per minute.

Master Retry Attempts: Determines how many times the FMS will request the same register
when there is no response from the Slave before moving on to read the next register. It is
normally left at the default of one second and is adjustable from 1 to 99 seconds.

Enable Virtual Slot #1-4: Enables additional virtual inputs for use with the FMS main
interface. These virtual points can be used in conjunction with Modbus registers to allow
individual alarming, notification and relay activation per Modbus register.

BCM Zero Amp Level Alarm: Determines if the branch circuit current is zero (CB open or
tripped). It is active when Serial Protocol is set to “Modbus Master BCM - 4 Units” or “Modbus
Master BCM - 16 Units.” This applies to all branch circuits in all the BCMs. Each branch
circuit has a “Zero Amp” Enable to enable or disable the zero amp alarm. This setting is
adjustable from 0 to 1 Amp.

BCM Status Display: Displays the how the BCM status is displayed (i.e, left/right or vertical).
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5.3.1 Modbus Master Poll Data Log

This link allows users to view the raw data the FMS receives from the Slave(s).

Table 5.3 Modbus Master Poll Data Log

Column Description
Column 1 =  Falcon Modbus Master Register Number (1-628).
Column 2 = Time the Data is received, in HH (hour): MM (minute): SS (second)
format where HH is a number 1-24.
Column 3 = Number of Bytes Reserved for Data. This will be 2 unless the Modbus
Master register is configured to read a Long or Float value, in which
case it would be 4.
Column 4 = Slave Data in decimal form
1 11:40:44 4 404593
2 11:40:44 4 83.26
3 11:40:44 4 3.12
4 11:40:45 4 26.34
5 11:40:45 4 0.98
[ 11:40:45 4 480.00
7 11:40:46 4 118.99
g 11:40:46 4 55.59
9 11:40:46 4 27.22
10 11:40:47 4 26.88
11 11:40:47 4 26.15
12 11:40:47 4 0.9%
13 11:40:47 4 0.98
14 11:40:48 4 0.97
15 11:40:48 4 481.00
16 11:40:48 4 480.00
17 11:40:49 4 475.00
18 11:40:49 4 241.00
19 11:40:49 4 240.00
2 11:40:50 4 239.00
21 11:40:50 4 57.07
22 11:40:50 4 56.07
! g, Do ) L L Dl - oy -l

Figure 5.7 Example Modbus Master Poll Data Log
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5.3.2 Modbus Slave Register Display Log

This link displays the current contents of the FMS Slave Registers. The rows correspond to the
FMS channel numbers (inputs 1-104) with each row containing the Modbus Slave Registers
that pertain to that particular input.

Modbus slave register map/values
40001 - 40108 Input "liwve™ walues
40200 Humber of alarms present
40201 - 40308 Input alarm bitfield (Inputs 1-108&)

Value of 0 = No Alarm

Bit:0 = Highl RAlarm

Bit:l = Lowl Rlarm

Bit:2 = High2 Rlarm

Bit:3 = LowZ Rlarm

Bit:4 = Digital RAlarm
40401 - 40508 Input configuration (Inputs 1-108)

0 = Not Installed

1 = Not Configured

2 = knalog 4-20ma

3 = Digital NO

4 = Digital NC

5 = Digital Status

& = Rknalog 0-5V

7 = Rknaleg 0-10V
1: 40001: 73 40201: 0 40401: 2 (&)
2: 40002: 42 40202: 0 40402: 2 (a)
3: 40003: 73 40203: 0 40403: 2 (&)
4: 40004: 43 40204: 0 40404: 2 (&)
5: 40005: 0 40205: 0 40405: 3 (&)
G: 40006: 0 40206: 0 404068: 3 (&)
7: 40007: 0 40207: 0 40407: 3 (&)
g: 40008: 0 40208: 0 40408: 3 (&)
9z 400059: 70 402098: 0 404058: 2 (a)
10: 40010: 0 40210: 0 40410: 3 (&)
11: 40011: 70 40211: 0 40411: 2 (&)
12: 40012: 42 40212: 0 40412: 2 (a)
13: 40013: 70 40213: 0 40413: 2 (&)
14: 40014: &7 40214: 0 40414: 2 (a)
15: 40015: 43 40215: 0 40415: 2 (a)
16: 4001&: &9 40216: 0 40416: 2 (a)
17: 40017: 70 40217: 0 40417: 2 (&)
1g: 40018: &7 40218: 0 40418: 2 (a)

EEET PNy st i e

Figure 5.8 Modbus Slave Register Display Log
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Table 5.4 Modbus Slave Register Display Log

Column

Description

Column 1

Displays the Falcon Channel or Input Number (1-104).

Column 2

Displays the Falcon Slave Register Number for the Channel Input
Reading.

Column 3

Displays the Value of the Current Channel Input. Channels configured
for digital will be a “0” when the input is normal and “1” when the input is
in alarm.

Column 4

Displays the Falcon Slave Register Number for the Channel Input
Alarm Status.

Column 5
(see note)

Displays the Contents of the Channel Input Alarm Register.

0 = No Alarm

1 = High 1 Alarm

2 =Low 1 Alarm

4 = High 2 Alarm

8 = Low 2 Alarm

10 = Digital Alarm

Column 6

Displays the Falcon Slave Register Number for the Channel Input
Configuration Status.

Column 7

Displays the contents of the Channel Input Configuration Register.

0 = Not Installed

1 = Not Configured

2 = Analog 4-20mA

3 = Digital NO

4 = Digital NC

5 = Digital Status

6 = Analog 0-5VDC

7 = Analog 0-10 VDC

Column 8

Provides Additional Information for the Falcon Input

(0) = Input is Not Installed (an Expansion Card not installed for this
channel).

(a) = This Channel is an Analog Input (Main Board input or Expansion
Card “A”).

(d) = This Channel is a Digital Input (Expansion Card “C”).

(R) = This Channel is a Relay Output.

Note The number displayed will be the sum of all active alarms. For example, if an input is above the
High1and High2 limits, the number displayed will be 5 (1 + 4 = 5).

www.rletech.com
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5.3.3 Modbus Packet Log

This link displays a log of the Modbus packets that the FMS is sending and receiving.

0003062706 MO013 485-Tx: 01 03 01 1C 00 02 04 31
0003062716 MO013 485-Rx: 01 03 04 3F 7& 51 EC 4R 23
0003062736 M0014 485-Tx: 01 03 01 1E 00 02 A5 F1
0003062746 M0O014 485-Rx: 01 03 04 43 FO 20 00 EE 44
0003062766 MO015 485-Tx: 01 03 01 20 00 02 C4 3D
0003062792 MO015 485-Rx: 01 03 04 43 FO 00 00 EF &4
0003062812 MO0lé 485-Tx: 01 03 01 22 00 02 &5 FD
0003062832 MO01é 485-Rx: 01 03 04 43 EF 80 00 BF &2
0003062852 MO017 485-Tx: 01 03 01 24 00 02 &5 FC

2
0003062872 MO017 485-Bx: 01 03 04 43 71 00 00 BF AC
0003062892 MO018 485-Tx: 01 03 01 26 00 02 24 3C

0003062502 MO01& 485-Bx: 01 03 04 43 70 00 00 EE &C

00030625922 M0O019 485-Tx: 01 03 01 28 00 02 45 FF
00030625932 M0O019 485-Bx: 01 03 04 43 &F 00 00 DF AR
00030625952 M0020 485-Tx: 01 03 01 24 00 02 E4 3F
00030625962 MO020 485-Bx: 01 03 04 42 74 FE 4B RAE 06
00030625982 M0021 485-Tx: 01 03 01 2C 00 02 04 3E
00030625992 M0O021 485-Rx: 01 03 04 42

0003063020 M0O022 485-Tx: 01 03 01 2ZE 00 02 A5 FE
0003063030 M0O022 485-Rx: 01 03 04 42

0003063050 M0023 485:1x:, 01 03,0830 00,02 G5, F8 0.

Figure 5.9 Modbus Packet Log

Table 5.5 Modbus Packet Log

Column Description

Column 1 = System Up Time.

Column 2 = Modbus Master Register Number.
Column 3 = Direction of Packet:

OUT = Packet Sent from the Falcon (Master Request).

IN = Packet Received by the Falcon (Slave Response).
Column 4 = Modbus Packet.

5.3.4 Reset Modbus Port

This link allows users to reset the Modbus port so that the contents of the polling registers will
be cleared.

Modbus Beset

Eeturn

Figure 5.10 Modbus Rest Port Confirmation
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5.4. Configuring Inputs and Relays for Slave Units
(Modbus and BACnet)

Select any input not currently in use.

5.Ch (#) Label 5.Ch (#) Label 5.Ch (#) Label 5.Ch (#) Label

(1) Server Isle B (2) Server Room (3) Server Isle B (4) Server Room

T Eas T Hor

(5) FM200 System (&) Water Leak {7y Water Leak (8) Water Leak

Llar

Llar Llar

1.3 {11) Server Isle D

1.1 (9) Server Isle C 1.4 (12) Server Room

1.2 (10) (Demo) Zlarm

T T Wes

1.5 (13) Server Isle F |[1.6 {14) Server Isle G |1.7 (15) Serwver Room 1.8 (16) Server Isle I
B B Sou B

1.9 (17) Server Isle J||1.10 (18) Server Isle K |[1.11 (19) Server Isle L |1.12 (20) Server Isle M
Iz Iz Iz Iz

2.1 (33) Generator 2.2 (34) UP5 Room 5th |[2.3 (35) ©Cutside Rir 2.4 (36) MCC Room 3rd
Room F1 Tem F1

2.5 (37) 1st Floor
Cffic

2.6 (38) 2nd Floor
Cffic

2.7 (39) Elevator
Motor/

2.8 (40) Tape Storage

[2.9 (41) mmaroc #2.9 |[2.10 (42) ZANALOG #2.10 |[2.11 (43) RANALOG #2.11 |[2.12 (44) ANALOG $2.12
[3.1 (57) mmaLoG #3.1 3.2 (S8) ANALOG #3.2 |[3.3 (59) RANALOG #3.3 |[3.4 (60) ANALOG #3.4
[3.5 (61) mNRLOG #3.5 |[3.6 (62) ANALOG #3.6 ||3.7 (63) RNALOG #3.7 |[3.8 (64) ANALOG #3.8
[3.9 (65) mNRLOG #3.9 [[3.10 (66) ANALOG #3.10 |[3.11 (67) RANALOG #3.11 |[3.12 (68) ANALOG #3.12
[¢.1 (e1) mmaIoG #4.1 |[4.2 (82) LANALOG #4.2 |[¢.3 (83) RNALOG #4.3 |[¢.4 (84) ANALOG #4.4
[¢.5 (e5) mmRLOG #4.5 |[4.6 (86) ANALOG #4.6 |[¢.7 (87) RNALOG #4.7 |[¢.8 (88) ANALOG #4.8

4,11 (91} Out Of
Service

4,12 (92) Dry Contact

4,9 (89) ANALOG #4.9 4,10 (90) ANALOG #4.10

5.1 {(105) Internal
Temper

5.2 (106) Internal
[Humidi

Figure 5.11 Input and Relay Configuration Menu
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This page allows users to configure the input features.

r Configuation:lput#t

Current Readings: Raw = 18.757 mA Calc =73.2

Next Input >>
Select Input type: ANALOG4-20MA = Physical +  Digital Alarm ID: 10
Gain: 25 Calculator High Limit2: 200 Alarm ID: 13
Offset: -44 High Limit1: 100 Alarm ID: 11
Hysteresis: 0 Low Limit1: O Alarm ID: 12
Unit of Measure: Deg Low Limit2: 0 Alarm ID: 14
Alarm Delay: 0 Seconds Pager Alarms: 0.0.0.0.0

Label: Serverlsle A Temperature
Label (Digital input normal):
"OR Gate" Relay (1-16) Control: |0 Relay Configuration

"OR Gate" Relay (17-32) Control: I{]'

Email Recipient Notification: [EE support@rletech.com 2 engineering@rletech.com

Os: exchange@rletech.com O 1235551212@textmycell.com
Os: Ce:
Or. Cs:
Alarm Disable by Schedule: @) pore ) A () B
Snmp Trap: @) Enabled () Disabled ) Disabled during Schedule A © Disabled during Schedule B
Trap Recipients: ®1: Mo
M3 @4
High1/Low1 Snmp Traps: @) Enabled ) Disabled
Display Value: @ Signed Unsigned
Individual Ground Type (digital in only): @) |ndividual Ground ) Common Ground
BACnet Instance: ai:1 BACnet Units: 0

Figure 5.12 Individual Input Configuration Screen

Select Input Type: Select the type based on the values of the register is measured in a normal
state. Change the drop down menu from “Physical” to “Modbus Import” and submit changes
before continuing. Once Modbus Import has been submitted, a new field will appear called
Register/Instance Index. Once this has been configured as a Modbus Import, the physical
channel is no longer available for additional equipment.

Register/Instance index: Enter the register index number on the register screen for the selected
function.

High Limit 2/1: Enter the high value(s) at which the user wants to be notified in an alarm state.
Low Limit 2/1: Enter the low value(s) at which the user wants to be notified in an alarm state.
Default Value: Enter the value at which the unit is in a normal state.

Hysteresis: Enter the value that designates the amount an input must sway from its present
alarm reading before it is classified as returned to normal.

Unit of Measure: Enter the value at which the unit outputs data.

Alarm Delay: Enter the alarm time delay in seconds.
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Alarm Dial Out: Enter the phone number configuration entry ID for up to five pager numbers
to which the FMS will send notification when any alarm for this slave occurs. The entry ID
numbers correspond to phone numbers configured from the phone number links at the bottom of
the Modem Configuration page. Separate the ID numbers with commas. Enter zero (0) to
disable. The FMS will dial the lowest number listed regardless of the order the numbers are
listed.

Label: Enter a label to describe the input being monitored.

“OR gate” Relay Control: Enter the value displayed in the relay control table in Appendix G,
“Relay Control Logic” on page 183. Select the appropriate value of the relay to activate it. Or,
add the respective values of the appropriate alarm condition. To activate more than one output
relay, each input can have individual control values.

Email Recipient Notification: Check the recipient email addresses that require notification
when any alarm occurs on this slave. Email addresses are displayed once they are entered on the
email configuration page.

Alarm Disable by Schedule: Select the Schedule the user desires

SNMP Trap: Allows users to configure SNMP Trap notification options.

High1/Low1 SNMP Traps: Determines how the notification is sent.

Individual Ground Type: Select ground type

BACnet Instance: This is a BACnet object identifier. The BACnet Instance is a numerical code
used to identify the input. This code must be unique within the BACnet device. Refer to the

BACnet standard for further information.

BAChnet Units: Designated BACnet engineering unit, which represents the units of
measurement for the input. Refer to the BACnet standard for further information.
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Modbus/Slave Units Configuration—Modbus
Generic (Typical)

This Modbus Slave Unit Configuration page is available when the FMS is configured for
“Modbus Master Generic - 16 Units.” This is used to configure the information regarding the
Modbus Slave device that the FMS will poll data from.

To access this page, select Modbus Slave Units from the Configuration Menu.

[ MWodbusSiveUnitConfiguraon

| Unit # | Protocol | Access | Address | Unit Description
1 Standard Serial 1 Veris 8036 #1

2 Standard Serial 2 Veris 8036 #2

EX [standard [serial [z [Veris 8036 #3

4 Standard Serial 4 Veris 8036 #4

5 Standard Serial 5 Veris 8036 #5

[6 [standard [serial B [Veris 8036 #6

[z [standard [serial [7 [Veris 8036 #7

[& [standard [serial E [Veris 8036 #2

o [standard [serial E [Veris 8036 #9

[ao [standard [serial [10 [Veris 8036 #10

[EER [standard [TcP [1 [Fos-wi

12 Standard TCP 1 Falcon F-zseries F3400
13 Standard TCP 1 Falcon F110

[14 [standard [TcP [1 [LD2000 Leak Detection Module
15 Standard Serial 0 (Blank)

16 Standard Serial 0 (Blank)

Modbus Registers 1-100

Modbus Registers 101-200

Modbus Registers 201-300

Modbus Registers 301-400

Modbus Registers 401-500

Modbus Registers 501-600

Modbus Registers 601-628

Read/Preset Reqister

Figure 5.13 Modbus Slave Unit Configuration
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5.5.1 Unit Number Links

Select the Slave's Unit # link, located on the left side of the screen, to display the individual unit
configuration page. See Figure 5.13 for the location of the Unit# links.

Submit Changes << Prev Next>>

Communications: Serial 0 TCP IP Address: 63.253.110.251

RTU Station Address: 1 (1-254, 0 = disabled)
Protocol: Modbus Std A
Description: FDS-Wi

Pager Alarms: 0,0.0.0.0

Email Recipient

Notification D 1: support@rletech.com D 2: engineering@rletech.com

D 3: exchange@rletech.com D 4:1235551212@textmycell.com
DS: DB:
D?: DS:

Return

Figure 5.14 Example Modbus Slave Unit

Communications: Configures the FMS to send Modbus requests to a specific slave device over
either a serial connection (EIA-232 or EIA-485) or over TCP/IP. This configuration can be
different for each slave unit.

RTU Station Address: Enter the address of the Modbus Slave device. Be sure this matches the
address programmed on the particular Slave device.

Protocol: The FMS supports three versions of the Modbus protocol:
¢ Modbus Standard
¢ Modbus Extended

¢ JBus

Selecting these options will configure the FMS to send appropriate requests to each slave
device. Refer to the documentation of the slave device for proper configuration.

Description: Enter a description for the Slave device.

Alarm Dial Out: Enter the Phone Number Configuration Entry ID for up to five pager numbers
to which the FMS will send notification when any alarm for this Slave occurs. The Entry ID
numbers correspond to phone numbers configured from the Configure Phone Number links at
the bottom of the Modem Configuration page. Separate the ID numbers with commas. Enter
zero to disable. The FMS will dial the lowest number listed regardless of the order the numbers
are listed.

Example: 1f the Alarm dial out string is set to “3, 5, 1, 0, 0,” the FMS will dial Pager #1,
Pager #3 and then Pager #5 when an alarm occurs.

Email Recipient Notification: Check the recipient email addresses that require notification

when any alarm occurs on this Slave. Email addresses are displayed once they are entered on the
Email Configuration page.
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5.5.2 Modbus Register Links

5 Communication

Selecting a Modbus Register link at the bottom of the Modbus Slave Unit Configuration page
will display a page similar to the one shown in Figure 5.15. This page is used to navigate
among the Modbus Master configuration registers.

[ ModbusRegisterComfiguraton

[# UtReg Label

[# UtReg Label

1 -1-40259-Energy KWH

51-2 -40307-Minimum Demand KW

2 -1-40261-Demand KW

52 -2 -40309-Maximum Demand KW

|3 -1-40263-Reactive Power VAR

[53 -2 -40259-Energy KWH

4 -1-40265-Apparent Power VA

54 -3 -40261-Demand KW

5 -1-40267-Power Factor

55 -3 -40263-Reactive Power VAR

[6_-1-40269-Voltage L-L

|55 -3 -40265-Apparent Power VA

[7 -1-40271-Voltage L-N

[57 -3 -40267-Power Factor

[8_-1-40273-Current-Amps

|58 -3 -40269-Voltage L-L

|9 -1-40275-Demand PhaseA-KW

|59 -3 -40271-Voltage L-N

[10-1-40277-Demand PhaseB-KW

[60 -3 -40273-Current-Amps

|11 -1-40279-Demand PhaseC-KW

|B1 -3 -40275-Demand PhaseA-KW

12 -1-40281-Power Factor PhaseA

62 -3 -40277-Demand PhaseB-K\W

13 -1-40283-Power Factor PhaseB

63-3-40279-Demand PhaseC-KW

|14—1 -40285-Power Factor PhaseC

|B4 -3 -40281-Power Factor PhaseA

|1 5-1-40287-Voltage A-B

|55 -3 -40283-Power Factor PhaseB

[ ta028,

==

55 4 ABT AR Pamar TactanRi

i ST

Figure 5.15 Modbus Register Configuration Menu

Selecting a link to an individual register displays the configuration options for that register; see
Figure 5-16. Instructions for completing the options on this page are described below.

Submit Changes Next >>

Unit:
Reqgister/Offset:
Type:

Scaler:

Offset:

Bitflag:

Word Order:
Label:

Log Index:

UOM Conversion:

Bacnet Instance:

Return

Snmp Oid:

1 (0 -16) (Modbus Std)

40259 (10000 -49999)

Float -

1 -

0 (-32767..32767 or-2000000000)

:0  w (ReadHolding/input Registers Only)

@ gigendian () Litte-Endian
Energy KWH
0 (Range: 1-232 None=0)

None
ai:1001
Index: 1.3.6.1.4.1.3184.1.5
Type: 1.3.6.1.4.1.3184.1.5
Data: 1.3.6.1.4.1.3184.1.5
Label: 1.3.6.1.4.1.3184.1.5

4.3.1.1.1
4.3.1.2.1
4.3.1.3.1
4.3.1.4.1

Figure 5.16 Individual Modbus Configuration Screen

Unit: Enter the Slave Unit Number. This is not the Slave address, but the Slave Unit Number
shown on the Modbus Slave Unit Configuration page; see Figure 5.13, “Modbus Slave Unit
Configuration” on page 111.
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Register: Enter the Register Number for the data to be read. The Register Number is located on
the Slave Units Modbus Register Map; see 5.8.1, “Slave Register Map” on page 121.

Type: Select the Data Type of the Register.
¢ Unsigned Int
¢ Signed Int
¢ Long
¢ Float
¢ Alarm Bit/ ON= ALARM
¢ Alarm Bit/ OFF=ALARM
¢ Status Bit - No Log
¢ Status Bit - Logged
¢ Coil Status
¢ Input Status
Note Refer to the manufacturer's equipment guide for the register numbers and the data type.

Scaler: Select a multiplier for the data value.

Bitflag: Applies to Data Types, Alarm Bit, Status Bit-Logged and Status Bit - No Log. Selects
which bit is read from the 16 bit register value.

Word Order: Applies to Data Types Long and Float. Long and Float Data Types read two
consecutive registers. The word order selects if the first register is the larger or smaller part of
the number.

Label: Enter a label to describe the Data Point.

Log Index: Applies to Data Types Signed Int, Unsigned Int, Long and Float. The FMS has 232
entries reserved for logging (Min, Hour and Day Logs). Enter a value of 1 to 232 if the point is
to be internally logged on the FMS. Each register to be logged requires a unique entry number.

UOM Conversion: Select an appropriate unit of measure conversion if polled data is not in the
format desired.

¢ deg C - deg F (1,10,100,1000 Scale)
¢ deg C - deg F (1/32 Scale)
¢ kPa - PSI (1/8, 1/28 Scale)
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5.5.3 Read/Preset Single Register

The Read/Preset Single Register link at the bottom of the Modbus Slave Unit Configuration
page displays the following. This page reads or writes individual registers for troubleshooting

and for configuring Slave parameters.

[ Read/PresetSingleRegister

Submit Changes

Unit 0 (1-16)
Register 0 (Preset 400
Data: @ pecimal ) Hex

RW: @) Read () Setiwrite

Last Data Exchange:

Figure 5.17 Read/Preset Single Register Page
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Modbus/Slave Units Configuration — Modbus
Master BCM - 4

This Modbus Slave Unit Configuration page is available when the FMS is configured for
Modbus Master BCM - 4 Units and is used to configure the information regarding the Modbus
Slave BCMs from which the FMS will poll data.

To access this page, select Modbus Slave Units from the Configuration Menu (you must have
already configured the Com Portl/Modbus/Telnet setting to Modbus Master BCM - 4 Units).

| Unit # | Protocol | Access | Address | Unit Description | Register Link
1 Standard Serial 0 BCM #1

2 Standard Serial 0 BCM #2

EX [standard [serial o ERIER [

[4 [standard [serial o [BCM #4 [

Figure 5.18 Modbus BCM-4 Unit Configuration

5.6.1 Unit Number Links

Select the Slave’s Unit # link to display the following page and allow for individual Slave
configuration. Instructions for completing the options on this page are described below.

Submit Changes Next >>

Communications: @) serial ) TCP IP Address: 0.0.0.0
RTU Station Address: 0 (1-254, 0 = disabled)
Protocol: Modbus Std v
Description: BCM #1

Pager Alarms: 0,0.0.0.0

Email Recipient
P D 1: suppor@rletech.com DQ: engineering@rletech.com

Motification
D 3: exchange@rletech.com D4: 1235551212 @textmycell.com
DE: DB:
D?: DB:

Return

Figure 5.19 Individual Slave Configuration Screen

Communications: Configures the FMS to send Modbus requests to a specific slave device over
either a serial connection (EIA-232 or EIA-485) or over TCP/IP. This configuration can be
different for each slave unit.

RTU Station Address: Enter the address of the Modbus Slave device. Be sure this matches the
address set by the Dip Switches on the BCM. Each BCM requires a unique address.
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Protocol: The FMS supports three versions of the Modbus protocol:
¢ Modbus Standard
¢ Modbus Extended

¢ JBus

Selecting these options will configure the FMS to send appropriate requests to each slave
device. See the documentation of the slave device for proper configuration.

Description: Enter a description for the BCM.

Alarm Dial Qut: Enter the Phone Number Configuration Entry ID for up to five pager numbers
to which the FMS will send notification when any alarm for this Slave occurs. The Entry ID
numbers correspond to phone numbers configured from the Configure Phone Number links at
the bottom of the Modem Configuration page. Separate the ID numbers with commas. Enter
zero to disable. The FMS will dial the lowest number listed regardless of the order the numbers
are listed.

Example: 1f the Alarm dial out string is set to “3, 5, 1, 0, 0,” the FMS will dial Pager #1,
Pager #3 and then Pager #5 when an alarm occurs.

Email Recipient Notification: Check the recipient email addresses that require notification

when any alarm occurs on this BCM. Email addresses are displayed once they are entered on
the Email Configuration page.
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5.6.2 Modbus Register Links

Clicking a Modbus Registers link next to the BCM on the Modbus BCM Unit Configuration
page displays the following page.

www.rletech.com

BCM #1

CB Label Label

1 BCM #1 Circuit Breaker #1 BCM #1 Circuit Breaker #2
3 BCM #1 Circuit Breaker #3 BCM #1 Circuit Breaker #4
5 BCM #1 Circuit Breaker #5 BCM #1 Circuit Breaker #6
7 BCM #1 Circuit Breaker #7 BCM #1 Circuit Breaker #8
9 BCM #1 Circuit Breaker #9 BCM #1 Circuit Breaker #10
" BCM #1 Circuit Breaker #11 BCM #1 Circuit Breaker #12
13 BCM #1 Circuit Breaker #13 BCM #1 Circuit Breaker #14
15 BCM #1 Circuit Breaker #15 BCM #1 Circuit Breaker #16
17 BCM #1 Circuit Breaker #17 BCM #1 Circuit Breaker #18
19 BCM #1 Circuit Breaker #19 BCM #1 Circuit Breaker #20
21 BCM #1 Circuit Breaker #21 BCM #1 Circuit Breaker #22
23 BCM #1 Circuit Breaker #23 BCM #1 Circuit Breaker #24
25 BCM #1 Circuit Breaker #25 BCM #1 Circuit Breaker #26
27 BCM #1 Circuit Breaker #27 BCM #1 Circuit Breaker #28
29 BCM #1 Circuit Breaker #29 BCM #1 Circuit Breaker #30
31 BCM #1 Circuit Breaker #31 BCM #1 Circuit Breaker #32
33 BCM #1 Circuit Breaker #33 BCM #1 Circuit Breaker #34
35 BCM #1 Circuit Breaker #35 BCM #1 Circuit Breaker #36
37 BCM #1 Circuit Breaker #37 BCM #1 Circuit Breaker #38
39 BCM #1 Circuit Breaker #39 BCM #1 Circuit Breaker #40
41 BCM #1 Circuit Breaker #41 BCM #1 Circuit Breaker #42

Figure 5.20 Modbus Registers (BCM) Page
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5 Communication

Pressing a CB # (CH#) link displays the Circuit Breaker Configurations for each BCM.

[BCM #1

) Label [ Value| [cB Label

1 BCM #1 Circuit Breaker #1 e | BCM #1 Circuit Breaker #2
3 BCM #1 Circuit Breaker #3 D ames |+ BCM #1 Circuit Breaker #4
5 BCM #1 Circuit Breaker #5 s BCM #1 Circuit Breaker #6
i [BCM #1 Circuit Breaker #7 s s [BCM #1 Circuit Breaker #8
B [BCM #1 Circuit Breaker #3 | [ [BCM #1 Circuit Breaker #10
1 [BCM #1 Circuit Breaker #11 e [BCM #1 Circuit Breaker #12
13 [BCM #1 Circuit Breaker #13 = [BCM #1 Circuit Breaker #14
15 BCM #1 Circuit Breaker #15 s BCM #1 Circuit Breaker #16
7 BCM #1 Circuit Breaker #17 I T E BCM #1 Circuit Breaker 13
19 BCM #1 Circuit Breaker #19 T BCM #1 Circuit Breaker #20
21 BCM #1 Circuit Breaker #21 I oo [z BCM #1 Circuit Breaker #22
B BCM #1 Circuit Breaker #23 S BCM #1 Circuit Breaker #24
25 [BCM #1 Circuit Breaker #25 TS [BCM #1 Circuit Breaker #26
27 [BCM #1 Circuit Breaker #27 [ om0 [ [BCM #1 Circuit Breaker #28
29 [BCM #1 Circuit Breaker #29 w0 |30 [BCM #1 Circuit Breaker #30
31 [BCM #1 Circuit Breaker #31 s [BCM #1 Circuit Breaker #32
33 BCM #1 Circuit Breaker #33 TS BCM #1 Circuit Breaker #34
3% BCM #1 Circuit Breaker #35 I S BCM #1 Circuit Breaker #36
37 BCM #1 Circuit Breaker #37 T EE BCM #1 Circuit Breaker #38
39 BCM #1 Circuit Breaker #39 I oo [ BCM #1 Circuil Breaker #40
41 BCM #1 Circuit Breaker #41 e [ BCM #1 Circuit Breaker #42

Figure 5.21 Circuit Breaker Configurations for Individual BCMs

Label: Enter a label to describe the circuit breaker. The label is included in notifications and for
identification on the Slave Unit Monitoring page.

Zero Amp Enable: Check to enable alarm and notification if the branch circuit current falls
below the zero amp level as set on the Modbus /COM Port 1 Configuration page.

Breaker Size: Enter the circuit breaker size in the BCM.

Warning Threshold: Enter the warning threshold level-in percent-in the BCM.
Alarm Threshold: Enter the alarm threshold level-in percent-in the BCM.
Warning Time Delay: Enter the warning time delay-in seconds-in the BCM.

Alarm Time Delay: Enter the alarm time delay-in seconds-in the BCM.
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5.7.
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Modbus/Slave Units Configuration — Modbus
Master BCM - 16

This Modbus Slave Unit Configuration for Modbus Master BCM-16 Units is used to
configure the information regarding the Modbus Slave BCMs that the FMS will poll data from.
Setup is the same as the 4 BCM option, except that the FMS can be configured to monitor 16
BCMs. See 5.4., “Configuring Inputs and Relays for Slave Units (Modbus and BACnet)” on
page 108 for details on how to configure the FMS unit for Modbus Master BCM-16.

The 16 BCM option does not support SNMP for the BCMs. SNMP s still supported for the other
Falcon features.

| Unit # | Protocol | Access | Address | Unit Description | Register Link
1 Standard Serial 0 BCM #1

2 Standard Serial 0 BCM #2

EX [standard [serial o ERIER [
4 Standard Serial 0 BCM #4

5 Standard Serial 0 BCM #5

[6 [standard [serial o [BCM =6 [
[z [standard [serial [o [BCM#7 [
[& [standard [serial o [BCm =2 [
o [standard [serial o [BCM#a [
[ao [standard [serial [o [BCM#10 [
[EER [standard [serial o [BCM #11 [
12 Standard Serial 0 BCM#12

13 Standard Serial 0 BCM#13

[14 [standard [serial o [BCM#14 [
15 Standard Serial 0 BCM #15

16 Standard Serial 0 BCM #16

Figure 5.22 Modbus BCM-16 Unit Configuration Page

120 970.484.6510



5.8.

www.rletech.com

Additional Modbus Information

5.8.1 Slave Register Map

Table 5.6 Slave Register Map

5 Communication

Register Description Range
40001 Input #1 value -32678 — 32767
40104 Input #104 value -32678 — 32767
40105 Internal Temperature Sensor -32678 — 32767
40106 Internal Humidity Sensor -32678 — 32767
40107-40187 Reserved
40188-40193 MAC address 00:90:5b:01:01:01
40194-40197 IP address 10.0.0.203
40198 Model Number 100
40199 Firmware Version 73
40200 Number of Alarms Present 0 - 65535
40201 Input #1 alarm bit map 0 — 0x0010
40304 Input #104 alarm bit map 0 - 0x0010
40305 Internal Temperature Sensor - alarm bit map 0 - 0x0010
40306 Internal Humidity Sensor - alarm map 0 — 0x0010
40307-40400 Reserved
40401 Input #1 config code 0-7
40504 Input #104 config code 0-7
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5.8.2 Alarm Bit Map (Reg 40201--40306)

Table 5.7 Alarm Bit Map

Bit Map Description
0x0000 = No Alarm
B:0 0x0001 = High1 Alarm
B:1 0x0002 = Low1 Alarm
B:2 0x0004 = High2 Alarm
B:3 0x0008 = Low2 Alarm
B:4 0x0010 = Digital Alarm

5.8.3 Configuration Codes (Reg 40401-40504)

Table 5.8 Configuration Codes

Code

Description

Not Installed

Not Configured

Analog 4-20ma

Digital NO

Digital NC

Digital Status

Analog 0-5V

N O g A W N~ O

Analog 0-10V
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BACnet Slave Units Configuration — BACnet/IP
Master

The BACnet Configuration page allows the user to enable the FMS for BACnet Master or
BACnet slave configuration.

The FMS has BACnet slave capabilities automatically built in. For the FMS to be a Master on
the BACnet network “Master Protocol Selection” must be set to BACnet.

BACnet Device Name: The name of the FMS as it will appear on the BACnet network
BACnet Device ID: The unique identifier for the FMS on the BACnet network
BACnet Description: The description of the FMS as it will appear on the BACnet network

BACnet UDP Port: The port to which the FMS will respond to BACnet requests. The default
number of zero in this field will configure the FMS to listen on the standard BACnet port of
47808; see the BACnet standard for more information.

BACnet BBMD-BDT, FMS IP Address, #1 IP Address, #2 IP Address, #3 IP Address, #4
IP Address: These fields give the user a reference and edit capabilities of the BACnet
Broadcast Distribution Table. These fields do not need to be configured by the user. If the FMS
is acting as a BACnet router, these fields will automatically be populated by the BACnet
network controller.

Preset Input Instance Numbers: Clicking this button tells the FMS to auto populate the
BAChnet Instance Number field on each available input. The BACnet Instance Number field can
be configured manually by the user but this button gives the user a more efficient way to assign
default values to this field; see 5.9.4, “BACnet Instance Register Links” on page 127, for more
details.
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5.9.1 BACnet Configuration

This BACnet Slave Unit Configuration page is available when the FMS is configured for
“BACnet/IP” and is used to configure the information regarding the Modbus Slave Units that
the FMS will poll data; see 5.4., “Configuring Inputs and Relays for Slave Units (Modbus and
BACnet)” on page 108, for details on how to configure an input for a BACnet slave device.

Submit Changes |

BACnet Device Name: ITech Support FMS-AAAA-Y-24 (FCF)
BACnet Device ID: |?201
BACnst Description: IFaICDn-CF

Bacnst UDP Port: IU (0 = 47308)

Bacnet BEMD-BDT:
Falcon IP Address: §3.253.110.254:0 Mask: 32 (FFFFFFFF)

(Primary) #1 IP Address: IU 000 Pcrt:IU l-]aak:IU (1-32)
#2 P Address: |0 0.0.0 pcr[;IU r.laak:lU (1-32)
#3 P Address: |0 0.0.0 pcr[;IU r.laak:lU (1-32)
#4 |P Address: |0 000 Pcrt:IU l-laak:IU (1-32)

Bacnet Packet Log

Property Identifers Supported

BiACnet Present Value BiACnet Object_Identifier BiCnet_ Cbject_ WNzme
BiCnet Object_ Type B&Cnet Ewvent_ State ZCnet_Status_Flags
Bi&Cnet Out_ Of Service BiCnet Units BiVnet TIme delay

Bacnet Device Okjects

BiACnet Object_Identifier BiCnet_ Cbject_ WNzme BiCnet Object_ Type
Cnet_ System Sstatis 2

BiCnet Vender_ Id

ZCnet Zpp Scoit
BiCnet Protecol ¥

- Cnet_Services_Suppecrted BACnet Ckject_Types_Supported
- BiCnet Max APDU BACnet_Segment_Supported
BiCnet_ Segment Timecut BiCnet APDU Timecut BiZCnet APDU Retries
BiZCnet Bindings

Figure 5.23 BACnet Configuration Page

BACnet Device Name: The name of the FMS as it will appear on the BACnet network
BACnet Device ID: The unique identifier for the FMS on the BACnet network
BACnet Description: The description of the FMS as it will appear on the BACnet network

BACnet UDP Port: The port to which the FMS will respond to BACnet requests. The default
number of zero in this field will configure the FMS to listen on the standard BACnet port of
47808; see the BACnet standard for more information.

BACnet BBMD-BDT, FMS IP Address, #1 IP Address, #2 IP Address, #3 IP Address, #4
IP Address: These fields give the user a reference and edit capabilities of the BACnet
Broadcast Distribution Table. These fields do not need to be configured by the user. If the FMS
is acting as a BACnet router, these fields will automatically be populated by the BACnet
network controller.

124 970.484.6510



www.rletech.com

5 Communication

Present Input Instance Numbers: Clicking this button tells the FMS to auto populate the
BAChnet Instance Number field on each available input. The BACnet Instance Number field can
be configured manually by the user but this button gives the user a more efficient way to assign
default values to this field; see 5.9.4, “BACnet Instance Register Links” on page 127, for more
details.

5.9.2 BACnet Slave Unit Configuration

This BACnet Slave Unit Configuration page is available when the FMS is configured for
“BACnet/IP” and is used to configure the information regarding the Modbus Slave Units that
the FMS will poll data; see 5.4., “Configuring Inputs and Relays for Slave Units (Modbus and
BAChnet)” on page 108, for details on how to configure an input for a BACnet slave device.

u;“ Address ‘ Unit Description
1 o000 [(Blank)
2 Jj0.0.00 [(Blank)
3 o000 [(Blank)
4 Joooo [(Blank)
5 o000 [(Blank)
6 [[0.0.00 [(Blank)
7 o000 [(Blank)
8 [jpooo [(Blank)
9 o000 [(Blank)
10 [0.0.0.0 [(Blank)
11 /o000 [(Blank)
12 [oooo [(Blank)
13 [j0.0.00 [(Blank)
14 [[0.0.00 [(Blank)
15 [0.0.00 [(Blank)
16 o000 [(Blank)
Bacnet Instances 1-50
Bacnet Instances 51-100
Bacnet Instances 101-150
Bacnet Instances 151-200
Bacnet Instances 201-250
Bacnet Instances 251-300
Bacnet Instances 301-350
Bacnet Instances 351-400
Bacnet Instances 401-450
Bacnet Instances 451-500
Bacnet Instances 501-550
Bacnet Instances 551-600
Bacnet Instances 601-628

Bacnet Packet Log

Bacnet WMaster Data Log

Figure 5.24 BACnet Unit Configuration
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5.9.3 Unit Number Links

Select the Slave’s Unit # link to display the following page and allow for individual Slave
configuration. See Section 5.4., “Configuring Inputs and Relays for Slave Units (Modbus and
BACnet)” on page 108 for details on how to configure the option presented here.

| Next >>

[ Submit Changes

IP Address: 0.0.0.0

Port: 0 (0=47808)

Description:

Pager Alarms: 0.0,0.0.0

Email Recipient Motification |:|1'tﬁetcher@rletech com [z

[a: 4
[ s e
7 [a:

Return

Figure 5.25 Individual Slave Unit Configuration Page

Return to the BACnet Unit Configuration page and click on a BACnet Instances link at the
bottom of the page to configure individual instances (registers).

- cactetmstanceConfiguraonMens
|T|W| Type | Instance | Label ’TW| Type | Instance | Label
'1_|_|Analog Input | 0 | Register #1 'E’U_h\nalog Input | 0 | Register #26
,Z’_h\nalog Input | 0 | Register #2 ,Z’U_h\nalog Input | 0 | Register #27
'3_|_|Analog Input | 0 | Register #3 @ln_h\nalog Input | 0 | Register #28
'4_|_|Analog Input | 0 | Register #4 @ln_h\nalog Input | 0 | Register #29
'5_|_|Analog Input | 0 | Register #5 @ln_h\nalog Input | 0 | Register #30
'6_|_|Analog Input | 0 | Register #6 'E’U_h\nalog Input | 0 | Register #31
,7_’_|Analog Input | 0 | Reqgister #7 @ln_h\nalog Input | 0 | Register#32
'8_|_|Analog Input | 0 | Register #3 'E’U_h\nalog Input | 0 | Register #33
,9_’_|Analog Input | 0 | Register #9 ,E’U_P\nalog Input | 0 | Register#34
'Tl_h\nalog Input | 0 | Register #10 'E’U_h\nalog Input | 0 | Register #35
,T’_|Analog Input | 0 | Register#11 @ln_h\nalog Input | 0 | Reqgister #36
'?l_h\nalog Input | 0 | Register #12 Eln_h\nalog Input | 0 | Register #37
,?’_h\nalog Input | 0 | Register #13 ,E’U_h\nalog Input | 0 | Register #38
'Tl_h\nalog Input | 0 | Register #14 @ln_h\nalog Input | 0 | Register #39
15 |_|Analog Input | 0 | Register #15 ,E’U_h\nalog Input | 0 | Register #40
'?l_h\nalog Input | 0 | Register #16 'E’U_h\nalog Input | 0 | Register #41
17 |_|Analog Input | 0 | Register #17 'E’U_h\nalog Input | 0 | Register #42
Wl_h\nalog Input | 0 | Register #18 'E’U_h\nalog Input | 0 | Register #43
'Wl_h\nalog Input | 0 | Register #19 'E’U_h\nalog Input | 0 | Register #44
,2_’_|Analog Input | 0 | Reqgister #20 ,E’U_|Analog Input | 0 | Register #45
E|_|Analog Input | 0 | Register #21 'E’U_h\nalog Input | 0 | Register #46
,Z’U_h\nalog Input | 0 | Register#22 ,E’U_P\nalog Input | 0 | Register #47
'Z’U_h\nalog Input | 0 | Register #23 'E’U_h\nalog Input | 0 | Register #438
,Z’U_h\nalog Input | 0 | Register #24 ,E’U_h\nalog Input | 0 | Register #49
'E’U_h\nalog Input | 0 | Register #25 @ln_h\nalog Input | 0 | Register #50
Return

Figure 5.26 BACnet Instance Configuration
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5.9.4 BACnet Instance Register Links

Selecting a BACnet Instances link at the bottom of the BACnet Slave Unit Configuration page
displays the following. Figure 5.27 shows the navigation screen for configuring the BACnet
registers.

Submit Changes | Next ==

Unit: 0 (0-16)

Type: Analog lnput
Instance: 0
Label: Register #1
Binary Alarm: [

Return

Figure 5.27 BACnet Configuration Registers Page

Selecting a link to an individual register displays the configuration options for that register. See
5.4., “Configuring Inputs and Relays for Slave Units (Modbus and BACnet)” on page 108, for
details on how to configure the option presented here.

Telnet

The FMS supports a Telnet connection over IP port 23. When properly configured a telnet user
can use the Com1 port of the FMS to communicate to external EIA-232 enabled devices. For
instance, a user could properly configure the FMS, open a telnet session and then connect to an
LD5100 interface over Com1 EIA-232.

5.10.1 Hardware Connections

The Com1 port is located on the back of the FMS. The COM1 Transmit and Receive LEDs are
also located on the back of the FMS.

The EIA-232 port allows communications between the FMS and one other device (point-to-
point connection). The EIA-232 port has maximum cable length of 50 feet (15.2m).

Table 5.9 COM1 DB9 Male Pin Out

Pin Description

Pin 1 = Data Carrier Detect
Pin 2 = Receive Data

Pin 3 = Transmit Data

Pin 4 = Data Terminal Ready
Pin 5 = Signal Ground

Pin 6 = No Connection
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Table 5.9 COM1 DB9 Male Pin Out

Pin Description

Pin7 = Request to Send (internally connected to Pin 8)
Pin 8 = Clear to Send (internally connected to Pin 7)
Pin 9 = No Connection

184 KEYPAD

0o o
w1010 lolo (3%
b Pamszz A NETWOI

PIRS23? TELco  METWORK

|| co000]
MO OOO(:-OOOI:Z]E:j

e { Male) { Femalg
i

{ Femalé

EXTERNAL DEVICE (RTU-RS232 )

COM PORT

oo0o0
o Q000 O

RS 232 Cable | Straight Thru)

Figure 5.28 FMS Connection to an EIA-232 Device

5.10.2 Telnet/COM1 Configuration

The COM1 Port/Modbus/Telnet Configuration page allows the user to configure the FMS

Telnet features.

Submit Changes

Modbus/TCF Slave @ =
Enable: 2 Yes '/ No

Modbus/TCP Slave Unit 1

-254 0= disabled)

erial Com 1 Protocol

Type: Telnet

© 2400 @ o500
J Ela-485 '@ Ela-232

© 1200
Serial Interface Type: (

Serial Baud Rate:

Telnet Inactivity Timeout. 0 Minutes

Modbus Serial Slave
Address:

Master Poll Timeout:

(=1

(1-254, 0 = disabled)

[#]

(1-10) Seconds

Master Poll Interval: 250 (250 -2000) mS

Master Retry Attempts: 5 (1-99)

BCM Zero Amp Alarm

Level: 0.000

(0.000 - 1.000)

BCM Status Display. @) Lefright () vertical
Modbus Slave Register Display Log

Modbus Packet Log
Reset Modbus Port

Modbus Master Poll Data Log
SMS/Text Modem Log

Figure 5.29 Telnet/COM1Configuration Page
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Serial Protocol: Configures the Serial COM Port 1 (EIA-232 or EIA-485) Master or Slave
operation. The options are:

¢ None: Disables Modbus support on Serial Port COMI.
¢ Modbus Slave: Enables the FMS to operate as a Modbus Slave over the Serial Port COMI1.

¢ Telnet: Enables telnet connections to the FMS and communication with an external EIA-232
device through the COMI port.

Serial Baud Rate: Sets the Serial COM Port 1 to 1200, 2400 or 9600 Baud. All the devices
connected to the FMS Serial COM Port 1 must be set to operate at the same Baud rate.

Serial Interface Type: Enables the FMS Modbus to operate on the EIA-485 or EIA-232
COM1 Port.

Telnet Inactivity Timeout: Sets the amount of time for the FMS to timeout due to inactivity.
The time is adjustable from 0 to 999 minutes.
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5.10.3 Telnet Communication

To access a device through the FMS:
1 Connect a nine-pin, straight-through serial cable to the FMS and to the other device.
Once you connect the serial cable, the FMS automatically switches to EIA-232 mode.

2 Onthe FMS Web interface, select the Com Port1/Modbus/Telnet link from the Configuration
Menu.

The following page displays. Notice that the Serial Interface Type is EIA-232.

Submit Changes

Modbus/TCP Slave @ =
Enable: 2 Yes '/ Mo

ModbusiTCP Slave Unit
|dentifier:

Serial Com 1 Protocol Telnet -
Type: &ine

1 {1-254, 0 = disabled)

Serial Baud Rate: '.:.' 1200 '.:..' 2400 '.é.' 9600

Serial Interface Type: _' ElA-485 '-é-' ElA-232

Telnet Inactivity Timeout: 0 Minutes
Modbus Serial Slave .
Address: 0 (1-254, 0 = disabled)
Master Poll Timeout: 3 (1-10) Seconds

Master Poll Interval: 250 (250 - 2000) m3
Master Retry Attempts: 5 (1-99)

BCM Zero Amp Alarm

Level 0.000  (0.000-1.000)

BCM Status Display: '._QT_'.' Left-Right '._T_.' Vertical

Modbus Slave Reqister Display Log
Modbus Packet Log
Reset Modbus Port

Modbus Master Poll Data Log
SMSText Modem Log

3 Ifnecessary, select a different baud rate. The default is 9600.
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Open a Command Prompt window and type the following:
Telnet[sp](Falcon IP address)[sp](Port number)
See the example in Figure 5.30.

Note If the FMS is going to be looped back into itself, the Command Prompt line feed must be set to
carriage return (CR) only.

Do not Telnet back into the Falcon. This could cause severe problems,
including system freezing or complete shutdown of the system.
WARNING

& C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.7600]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

FC:\Windows\system32>Telnet 10.0.0.108 3201

Figure 5.30 Telnet Communication, IP Address of 10.0.0.108, Port 3201

Press Enter. The device connects.

¢ Telnet 10.0.0.205

Falcon Telnet <{conn: 1» — Async port enabled <(port 3281> - ?608@h — 8.N.1
Async port is open >

Figure 5.31 Example Telnet Connection Showing Specific Parameters

Once a Telnet connection is established, the menu displays for the connected device. Menus
vary depending on the device.
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Notes:
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EIA-232 INTERFACE

The FMS EIA-232 interface provides a more detailed and intricate view of the FMS. It also
allows a user to access more elaborate configuration options. It also allows users to access more
elaborate IP configurations and diagnostics.

In order to proceed through this chapter, the FMS must be connected to a PC via the EIA-232
port. If the FMS is not yet connected to a PC, connect the FMS EIA-232 COM2 port as follows:

1 Connect the EIA-232 port on the FMS to a terminal or PC running terminal emulation
software (HyperTerminal) with a 9-pin male-female straight through serial cable.

2 Set the appropriate COM Port to 9600 baud, NO parity, 8 data bits, 1 stop bit, (9600/N/8/
1), and no software or hardware flow control.

3 Once the terminal emulation software starts, press Enter on the keyboard, then press ? and
the Main Menu should appear. If the Main Menu does not appear, check the communication
settings and make sure the unit is powered on.

The Bootloader section is designed for experienced technicians or users

responsible for maintaining the system. Exit immediately if you have not been
trained in the use of the Bootloader commands. Contact RLE for more

WARNING information regarding the commands in this section.
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6.1. Unit Start Up

When the unit is powered up, diagnostic tests are performed and the Flash Program code is
verified. The main system code is executed after a five second delay. During the boot up
sequence, the System Status LED will flash at a rapid rate of 10 flashes per second. If the
System Status LED continues to flash for more then 20 seconds, there is a fault with the unit and
service is required, contact RLE Tech support for more information.

6.2. Flash Executable Code

After the boot up sequence, the main program executes from Flash memory. In order to run
properly, the unit must have a unique MAC address (assigned by the manufacturer) and an IP
address. The factory default for the IP address is 10.0.0.188. If the unit is connected to the
enterprise's network, an [P address must be obtained from the network administrator. The FMS
must be reconfigured with this new IP address. This reconfiguration can be done in the field; see
the Table 6.1.

Once the system reaches this point, press Enter to display the System Main Menu.

6.3. Main Menu

All system functions begin in the Main Menu. Users can display information, execute
commands and display submenus for additional inquiry and system configuration functions.

Table 6.1 EIA-232 Main Menu

Command Description |Function

netcfg Network netcfg displays the current MAC address, IP address,
Configuration |subnet mask, default gateway. Users can set the MAC
address, IP address, Subnet mask, default gateway, ping,
network debug, network statistics, arp table, mail trace1,
mail trace2 and test email.

time Display Date/ |time displays the FMS current time and date. To enter the
Time time manually, type time one space then the current time in
24 hour format, including the seconds; e.g., hh:mm:ss
date Display Date/ |date displays the FMS current time and date. To enter the
Time date manually, type date one space then the current time
date; e.g., mm/dd/yy.
reset bootloader reset displays the FMS bootloader menu. The options are
Menu mac, ip, nm, dg, nd, ns, arp, ping, time, date, reset, id, blank,
erase prgm, load prgm xmodem, erase saX, run, diag and
rlyx.
id Firmware id displays the FMS unit name, firmware file name and file

Identification size.
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6.3.1 Network Configuration — netcfg

Typing netcfg at the command prompt on the Main Menu displays the Network
Configuration Menu that lists all items for system setup and configuration. This menu may be
password protected. If it is, the password must be entered when the SC menu selection is made.

To enter the password, type SC, press the space bar once, and then type the appropriate
password; see Table 6.2 for the Main Configuration Menu Options.

Table 6.2 Main Configuration Menu Options (SC)

Command Description | Function
mac Media Access |wmac will display the current MAC address for the FMS. The
Control MAC address should never be changed on the FMS, if it
needs to be changed, contact RLE Technologies.
ip Internet 1P is the network address that is part of the TCP/IP protocol
Protocol suite for the FMS to communicate over the network.
nm Subnet Mask | nm allows users to configure the subnet mask address for the
network.
dg Default dg allows the user to configure the default gateways/router
Gateway address for the network.
ping ICMP Ping ping allows users to send a communication request to other
network device top check for network conductivity.
nd Network nd allows users to troubleshoot the network devices seen by
Debug the FMS.
ns Network ns allows users to view the network activity seen by the
Statistics FMS.
arp Address arp allows users to view the arp table entries by the FMS.
Resolution
Protocol
mtl Mail Trace 1 mt1 allows users a simple view of the communications
between the mail server and FMS while trying to sending an
email.
mt2 Mail Trace 2 Mt2 allows users a detailed view of the communications
between the mail server and FMS while sending an email.
tm Test Mail tm allows users to generate a test email from the FMS to the
mail server. Users can view the communication between the
FMS and mail server. The email page must be configured for
this test feature to work.

6.3.1.1 Bootloader Menu

The bootloader menu is accessed by typing reset at the command prompt. This menu is used
to establish IP/TCP and PPP interaction with the network. The FMS must be set up with an IP
address, Subnet Mask, and default router. These addresses can be obtained from your Network
Administrator or IT Department. To enable the SNMP receiving stations, or to create
communities, the FMS MIB, provided on a CD with every unit, must be loaded on a system(s)
running a Network Operating System (NOS). This MIB is compiled through standard functions
of the NOS. Consult with your Network Administrator for proper installation of the FMS MIB
on the NOS. Once the MIB is loaded, the FMS can be discovered and configured over the
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network. For proper operation, the IP addresses configured in the FMS communities must
match the IP addresses on the receiving stations.

Only the administrator's username/password may be changed from this menu. All other Web

users must be changed via the Web interface.

Table 6.3 IP Configuration Menu
Command Description |Function
mac Media Access |mac will display the current MAC address for the FMS. The
Control MAC address should never be changed on the FMS, if it
needs to be changed, contact RLE Technologies.
ip Internet 1p is the network address that is part of the TCP/IP protocol
Protocol suite for the FMS to communicate over the network.
nm Subnet Mask | nm allows users to configure the subnet mask address for the
network.
dg Default dg allows the user to configure the default gateways/router
Gateway address for the network.
ping ICMP ping allows users to send a communication request to other
network device top check for network conductivity.
time Time time displays the FMS current time and date. To enter
manually, type time one space then the current time in 24
hour format, including the seconds. example: hh:mm:ss.
date Date date displays the FMS current time and date. To enter
manually, type date one space then the current time date.
example: mm/dd/yy.
reset Bootloader reset allows the user to return to the bootloader menu
id Firmware id displays the current firmware file name and file size.
Identification
blank Firmware blank displays what firmware files are present in the FMS
fileCheck memory.
erase prgm Erase erase prgm allows users to erase the back up firmware file in
Firmware the FMS.
Load prgm Load Load prgm xmodem allows users to upload firmware files via
xmodem firmware file  |the EIA-232 using a serial packet transfer with a terminal
via the EIA- emulation program.
232
erase saX Erase sectors |erase sax allows users to erase the specific sections of
of memory memory from the FMS.
run Start run allows users to erase the back up firmware file in the
Application FMS.
diag Diagnostics diag allows users to run the current firmware file for the FMS

www.rletech.com

to run its application.
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REMOTE ACCESS

Remote Access Configuration

The FMS can be remotely accessed with any terminal emulation software package. To establish
a proper dial-out session, set the appropriate modem port as follows:

¢ 33.6K baud
¢ NO parity

¢ 8 bits

¢ 1 stop bit

¢ (2400/N/8/1)

¢ No software or hardware flow control

Once the proper settings are made, dial the phone number assigned to the FMS. Once
communication is established, press Enter. A login prompt will appear on the screen. Type the
login and press Enter; type the password and press Enter. The session will begin.

Note The factory default settings are: username: falcon, and password: rletech.

www.rletech.com
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Type a question mark (?) to view the System Menu. To terminate the session, execute the
command in the software package that disconnects the modem. The commands for accessing
the system remotely are identical to the ones described in 2.3.1, “Set the FMS IP Address” on
page 33. There is, however, a limited command set for remote access. The available commands
are:

¢ Current Alarms (CA)

¢ Kill All Alarms (KA)

¢ Display Date/Time (TI)

¢ ADC Input Values (AD)

¢ Modem Stats (MS)

¢ System Configuration (SC)

Pages can be acknowledged by phone number during a remote access session by entering aa
followed by the alarm acknowledgement code for that phone number.
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POINT-TO-POINT PROTOCOL

Point-To-Point Protocol (PPP) is an alternate method that may be used to communicate with
the FMS. PPP can only be used through a modem, over a phone line. Both the FMS and the
user's computer must be configured correctly in order for PPP to work.

8.1. Configuring the FMS
1 Access the FMS Web interface.
2 Click the Configuration link. Enter the correct user name and password (if necessary).

3 From the Configuration Menu, click on the System link.

4 On the System Configuration page, click on the IP Configuration Menu link.

The IP Configuration page lists the IP addresses configured on the FMS. Both the PPP Server
and PPP Assignment fields need to be completed in order for PPP to work.

PPP Server: Assigns an IP address to the FMS for PPP communications. Any IP address
may be used, as long as it is not in the same subnet as the FMS primary IP address. A good
example of an [P address to use is: 192.168.1.2. Use this address to view the FMS Web
interface through a browser when communicating with the FMS through PPP.

PPP Assignment: Tells the FMS what IP address to assign to the PC the user dials in from.
Again, any IP address may be used, as long as it is in the same subnet as the PPP Server [P
address. A good example of an IP address to use is: 192.168.1.3
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Configuring the PC

Now the user is ready to configure the PC they will be dialing in from. These directions were
written from a Windows XP machine. To configure the PC:

1 Click on Start, Control Panel, then Network. Seclect New Connection.

2 When the Internet Properties window appears, select the Connections tab at the top of the
window and click on the Setup button to start the New Connection Wizard.

3 Click the Next button to begin the Wizard.

4 Select Connect to the Internet and click the Next button.

5 Select the Set up my connection manually button and click Next.
6 Select the Connect using a dial-up modem button and click Next.

7 Type “Falcon” as the name of the Internet Service Provider (ISP) in the space provided and
click Next.

8 Enter the phone number of the phone line that connects to the FMS. Click the Next button.
9 Enter the FMS Modem User name and Password and click Next.

10 Add a shortcut to the desktop. Click the Finish button. Use this desktop shortcut to establish
a PPP connection with the FMS.
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LOADING FIRMWARE AND
CONFIGURATION DATA

9.1. Loading FMS Firmware

You can download current and some past versions of firmware from RLE’s website at
www.rletech.com. It is important to confirm the correct version of firmware before
downloading and installing it. The FMS MAC ID is printed on a sticker on the bottom of the
unit. FMS units with MAC IDs 00.90.5B.02.00.00 and above accept different firmware than
other Falcons.

¢+ FMS8002, 8126, and 2006 Falcons support firmware version 5.x only

¢ FMSS8, 20, 20U and FMS32 Falcons support firmware version 6.x only.

¢ FLS8 and FLS8-M (Falcon Lite), and F-Series support firmware version 2.x only.

¢ FMS-X/FMS-XXXX with bootloader 7.x.x support firmware version 7.x only.

¢ FMS-X/FMS-XXXX With Bootloader 2.x.x supports firmware version 8.3.x only.

¢ FMS-X/FMS-XXXX With Bootloader 3.x.x supports firmware version 8.4.x only.

DO NOT ATTEMPT TO LOAD THE WRONG FIRMWARE ONTO THE FMS. If
W you have any questions regarding firmware compatibility, visit our FMS
ARNING webpage at www.rletech.com or call us directly.
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9.1.1 Loading Firmware Using MIME

To update the firmware for the FMS using the MIME (multipurpose Internet mail extensions)
standard:

1 Go to the RLE website Resources page at http://www.rletech.com/resources/.

2 Scroll down to the Falcon section and locate the firmware (a .bin file) for the FMS. Using the
same filename, save it to a local disk.

Do not change the name of the firmware file when you save it. Otherwise, the FMS will not
recognize the file.

3 On the FMS interface, go to Configuration>Flash Program.

r FeshPogamConfigwaton

Changes accepted.

Flash #1 Program: FCF ¥5.413 Eof: FFD27530 (EOT) Size: 1209645 [Active)

Flash #2 Program: FCF Y8413 Eof: FFD27530 (EOT) Size: 1209648 [Backup)
Erase Backup

[ Copy Flash? ta Flash1 |

Download Base Configuration File (.ofg - 32k)

Dowvnlosdd Modbus Confisuration File (mfe - 32k

Downlogd FCF Confiquration File (oxfo - 128k

Configuration/flazh updsate from vour computer:
| ” Browse..

Upload

Mote: This version alzo supports configuration and program updates via TFTP.

Figure 9.1 Flash Program Configuration Page
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4 Click the Browse button.
5 Locate and choose the firmware file (.bin) that you saved from the RLE website.

The path and name of the firmware file (.bin) displays in the field to the left of the Browse
button.

Choose File to Upload 3
Look in: I&}Firmware j 0 ? Sl i

Open I
Cancel

7|

File name: [fds_pe{v5.0.71bin

L L]

Files of type: [ 41l Files )

Configurationfflash update from your computer:
|Falcon-CRRevC-PCBFCF-8.4.1 objvci-(v8.4.13).bin| Browse..

Figure 9.2 Choosing a Firmware File

6 Click the Upload button.

The firmware is loaded while the FMS displays a message confirming that it is loading the
new file.

File has been uploaded and bin file verfied
File will now be copied to lash #2, this will takee about 60 seconds
Then werify the file is contained in flash #2 and then press the Copy Flash2 to Flash1 button

If your browser does not autormatically redirect wvou, please click here after waiting.

Figure 9.3 Firmware Load Messages

The file is loaded to the Flash #2 Program area, which is also called the Backup area. The
Flash #1 Program area (also called the Active area) contains the current flash firmware that
is in use.
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7 To copy the firmware you just uploaded from Flash #2 Program to Flash #1 Program, click
the Copy Flash2 to Flash1 button. The following prompt displays:

The page at http://63.253.110.243 says:

e Are you sure? - This will erase Flash #1 and Copy Flash #2 to #1

Cancel

8 Click OK to start the erase and copy process.

During this process, the following messages display:

RLE-CF FCF

The system is erasing fash #1, copying flash #2 to #1 and re-booting, this will take a 60 zeconds

Fyour browser does not automatically redirect you, please click here

9 If the system does not reboot on its own, click the here link to display the FMS Home page.

10 You can verify which firmware version is loaded by going to Configuration>Flash Program
and viewing the information under the blue bar.

Flash # Program: FCF Y8413 Eof: FFD27530 (ECT) Size: 12096438 [Aactive)
Flash #Z2 Program: FCF %5413 Eof: FFD27530 (ECT) Size: 1209645 [Backup)
e o il e St ol e i o ot PR il gl ke e At -l S At

Figure 9.4 Current Firmware Version As Shown in FMS Interface
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9.1.2 Loading Firmware Using TFTP Client

This is the preferred method. However, it does not work with a PPP connection.

1

Uploading firmware via TFTP requires a TFTP Client. It may be possible to download a free
license TFTP Client from the Internet. Consult your IT department to determine a
compatible client program.

Verify that the PC and the FMS are on the same subnetwork (LAN).
Open the TFTP client. Configure the client as follows.

a Host = Falcon IP Address

b Port=69

¢ Block Size = 64, 128, 256, 512, or 1024

The file must be sent in BINARY (not ASCII).

Send or PUT the firmware file to the FMS. It may take ~10 seconds for the firmware upload
to begin. This will put the new firmware into effect. Once the transfer is complete, the FMS
will reboot.

After one minute, refresh the FMS Flash program webpage. Notice that the active Flash now
contains the latest firmware. Repeat the above steps to upgrade firmware in the second Flash
chip.

9.1.3 Updating FMS Firmware via the EIA-232 COM2 Port
(X-Modem)

1

Connect to the FMS using HyperTerminal. For instruction on how to do so, see our support
document “Connect HyperTerminal” on the Documentation/Files section of the FMS
webpage at www.rletech.com.

Start firmware updates by either:

¢ Pressing any key after power-up when a 10 second window provides an opportunity to
abort the Flash Main Program, or

¢ Typing RESET to exit to Bootloader once the Main Menu appears.
From the FMS Boot prompt, type ? and press Enter to see the list of available commands.

From the FMS Boot prompt, type ID and press Enter. Note which Flash has the lowest serial
number. The Flash with the lowest serial number is the backup. The idea is to erase the
backup, load the new version—which becomes the active Flash—then erase and load the
other Flash.

From the FCF Boot Prompt, erase the back up Flash program (the one with the lowest serial
number) by typing ERASE PRGM followed by Enter. After a few seconds, the screen will
update with an ok and FCFBoot>.

From the FCF Boot prompt, type LOAD PRGM1 XMODEM or LOAD PRGM2
XMODEM followed by Enter. Select the same program that was erased.
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9.2.

Note
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From the HyperTerminal menu select Transfer -> Send File. Use the browse button to select
the FMS firmware file from the computer's directory. The file must be binary and have a .bin
extension. Select the file and upload it using the 1K X-Modem protocol. Then click Send.

A transfer status screen will be displayed. The transfer takes about 10 minutes. Once the
transfer is complete, the transfer status window will automatically close. The HyperTerminal
window will indicate that the upload is complete.

From the FCF Boot prompt, type RUN or power down the FMS and restart it to verify that
the new Flash program runs.

10 Press Enter to display the FCF Main Menu and repeat the steps above to erase and download

to the other Flash program chip.

Once the firmware upgrade is complete, disconnect the serial cable and close HyperTerminal.

Loading and Saving FMS Configuration Data

This menu allows user configurations to be saved and reloaded onto other FMS units. In the
unlikely event the FMS fails, a replacement FMS can be placed back in service faster by loading
the saved configuration information onto it from the previous FMS. The configuration settings
are saved to a binary file for backup purposes, which cannot currently be edited off line.

9.2.1 Saving Configuration Data via TFTP Client

1

Verify that the PC is connected to the FMS over the LAN and that port 69 is open between
the PC and the FMS.

Open the TFTP client. Configure the client as follows.
a Host = Falcon IP Address

b Port=69

¢ Block Size = 64, 128, 256, 512, or 1024

The file must be sent in BINARY (not ASCII).

The file name of the configuration being saved must contain the .cfg extension (e.g.,
config.cfg).

Fetch or GET the file. After a few seconds, the TFTP software should indicate when it is
complete.

If the FMS Modbus is used and configured, the Modbus configuration file is saved in a
separate file. Change the .cfg extension to .mfg and Fetch or GET the file (e.g.,
modbusconfig.cfg). The TFTP software should indicate when it is complete.

Use Windows Explorer to verify that the files exist on the PC's hard drive. Copy the files to
the desired file backup location.
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9.2.2 Loading Configuration Data via TFTP Client

1

Verify that the PC is connected to the FMS over the LAN and that port 69 is open between
the PC and the FMS.

Open the TFTP client. Configure the client as follows.

a Host = Falcon IP Address

b Port=69

¢ Block Size = 64, 128, 256, 512, or 1024

The file must be sent in BINARY (not ASCII).

The file name of the configuration being loaded must contain the .cfg extension.

Send or PUT the file. After a few seconds, the TFTP software should indicate when it is
complete.

If the FMS Modbus is used and configured, the Modbus configuration file is loaded in a
separate file. Send or PUT the .mfg configuration file. The TFTP software should indicate
when it is complete.

Configurations are now loaded onto the replacement FMS. View the FMS webpages to
verify that the configurations are as expected.
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FMS EXPANSION CARDS

A.1. K-1 Expansion Card Descriptions

Four different expansion cards can populate the FMS expansion slots. Currently, Expansion
Card A and Expansion Card C are available.

Note Expansion Card B and Expansion Card M are no longer available. Expansion Card M is known
as the EXP-MBCS option that must be configured into an FMS unit at the factory.

The expansion cards are populated as follows:

Table A.1 Expansion Card Descriptions

Card

Features

RLE Product #

A

12 Analog Inputs (Al)
Individually configurable, through jumpers, as 4-20mA,
0-5VDC, or 0-10VDC

8 Relay Outputs (RO)

EXP-A-24/48

24 Digital Inputs (DI)

EXP-C-24 (24VDC)
EXP-C-48 (48VDC)

www.rletech.com
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Expansion Card Installation

Expansion cards can be installed at the factory at the time of the initial product order, or they
can be ordered at a later date and installed by the customer. If customers order an expansion
card after they have possession of the FMS unit, they must install the expansion card
themselves.

A.2.1 Installing an Expansion Card into a 2U FMS

The FMS expansion card is shipped with five screws. Remove the two screws that hold the
expansion card plate from the slot on the FMS where the card will be installed. Place the screws
back into the holes once the plate is removed.

1 Remove the four hex standoffs from the COM1 and COM2 connectors located on the back
panel. Remove the bottom two screws located along the bottom edge of the back of the unit.

Screw Hex standoffs Screw

Figure A.1 Back of 2U FMS Showing Hex Standoffs and Screws to Remove

2 Remove the two top screws that attach the side plate (rack ears) to the unit from both sides.

Figure A.2 Side Plate (“Ear”) with Two Mounting Screws Removed
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A FMS Expansion Cards

3 Slide the base and cover apart as shown.

Figure A.3 Sliding the Base and Cover Apart

1 Gently lift and hinge the top lid to the side and lay it next to the base (bottom chassis).

Figure A.4 Two-Rack Unit Opened

2 On the expansion card, set the card slot address (SW2 DIP switches) to the slot number
where the card will reside (1 through 4). Table A.1 lists the position of the switches based on
the slot number.

Table A.1  SW2 DIP Switch Settings for Expansion Card Slots

Slot DIP Switch 1 |DIP Switch 2 |DIP Switch 3 |DIP Switch 4
1 On Off Off Off
2 Off On Off Off
3 Off Off On Off
4 Off Off Off On

Figure A.5 shows the location of the DIP switches.
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Figure A.5 SW2 DIP Switches

Mounting an Expansion Card in the Base (Slot 1)

If the expansion card is to be mounted in the base (Slot 1):
1 Attach the ribbon cable to the card.
2 Secure the provided screw into the remaining hole.

Note Do not overlook installation of the screw. This screw grounds the expansion card and is
critical to the FMS performance.

If you are finished installing expansion cards:
3 Hinge the lid back in place over the base.

4 Reattach the side brackets using the two mounting screws on the back plate and the hex posts
for COM1 and COM2.

If you have more cards to install, go to “Mounting an Expansion Card in the Lid (Slots 2
through 4)” on page 153.
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Mounting an Expansion Card in the Lid (Slots 2 through 4)

If the expansion card is to be mounted in the lid (Slots 2, 3, and 4), mount the card as follows:

1 Attach the ribbon cable to the expansion card, making sure that the correct connector is
attached.

Note The ends of the ribbon cable are keyed, which means they will only fit onto the two double
rows of pins in one direction. Align the keyed side of the ribbon cable with the notches in the
plastic surrounding the rows of pins and push down securely. Always place and remove the
ribbon cable with a straight up and down motion. Pulling the cable to one side or another will
damage the pins in the connector and damage the board.

Figure A.6 Expansion Card with Ribbon Cable Attached
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2 Angle the card toward the front of the FMS as you slide it into place with the bottom of the
card facing out and the terminal blocks positioned in the rear opening. Align the screw holes
on the card with the posts.

Figure A.7 Expansion Card Mounting in a Two-Rack Unit
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3 Secure the card to the lid using the five mounting screws supplied.

Figure A.8 Expansion Card Final Placement in a Two-Rack Unit

4 Hinge the lid back in place over the base and reattach the side brackets using the two
mounting screws on the back plate and the hex posts for COM1 and COM2.

A.2.2 Installing an Expansion Card into a 1U FMS

Expansion cards are shipped with a ribbon cable and five screws, although only one screw will
be used for the installation process. To install a FMS expansion card:

1 Remove the four screws that secure the lid to the FMS. Lift off the lid. Then, remove the four
hex standoffs on the two COMI1 ports (for the location of the hex standoffs, see Figure A.1
on page 150).

2 Remove the terminal blocks.
3 Remove the cover plate labeled Expansion Card from the back of the lid.

4 On the expansion card, set the card slot address (SW2 DIP switches) to address 1 (for a
location of the DIP switches, see Figure A.5 on page 152). Switch 1 should be On, and
switches 2 through 4 should be Off.
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Note
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Align the holes in the card with the four posts and one screw setting on the main FMS unit.
Make sure the two double rows of pins align next to each other, and the green inputs point
toward the rear of the unit.

Snap the card onto the four posts and secure the provided screw into the remaining hole.

You will know the card is in place if it is very difficult to remove.

Do not overlook installation of the screw. This screw grounds the expansion
card and is critical to the FMS performance.

Connect the ribbon cable between the main FMS board and the expansion card.

The ends of the ribbon cable are keyed, which means they will only fit onto the two double
rows of pins—one on the main board, one on the expansion card—in one direction. Align the
keyed sides of the ribbon cable with the notches in the plastic surrounding the rows of pins,
and push down securely. Always place and remove the ribbon cable with a straight up and
down motion. Pulling the cable to one side or another will bend the pins in the connectors and
damage the boards

Installation is complete. Place the lid back on the FMS and secure it with the four screws in
the lid and the four hex standoffs.
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A.3. Converting Current Input Channels to Voltage
Input Channels on Expansion Card A

When the FMS optional 12 channel analog input card is delivered, its channels are configured

for current inputs (4-20mA). Some sensors, however, may require voltage input channels (0-5V
or 0-10V). The customer may manually reconfigure any or all current input channels as voltage
input channels if necessary.

The headers on the expansion card are labeled P1 through P12. Each number corresponds with
a channel (e.g., P1 corresponds with channel 1, while P10 with channel 10.) Each header has
two parallel columns of five pins. Some pins are connected with jumpers. Changing these
header settings converts a current channel to a voltage channel, and vice versa.

To configure a header as a current channel (4-20mA), connect pins 1 and 3 with one jumper.
Connect pins 2 and 4 with another jumper. Connect pins 7 and 8 with a third jumper.

IS

OO NE)
omo e

Pin 1

4-20 Ma

Figure A.9 Expansion Card Current Channel (4-20mA) Configuration

Note Expansion cards are shopped from the factory with all headers configured as current channels.

To configure a header as a voltage channel (0-5V or 0-10V), connect pins 3 and 5 with one
jumper. Connect pins 4 and 6 with another jumper. Connect pins 9 and 10 with a third jumper.

I

3o
(1O

Pin1|© O

0-5V or 0-10V

Figure A.10 Expansion Card Voltage Channel (0-5V or 0-10V) Configuration
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Notes:
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ANALOG AVERAGING

Analog Averaging Overview

Analog averaging allows the user to change the averaging method for analog inputs. Normally,
the FMS samples analog points once a second while keeping track of high and low values for
each analog point. After 60 seconds, the average of these readings and the high and low values
for these points are recorded in the minute log.

How Analog Averaging Affects Values

Analog averaging can be changed through either the Web interface or the EIA-232 interface.
An example of how averaging is altered and how it impacts high and low recordings is shown
here.

¢ Analog averaging value is set to 5.

¢ The analog point is a temperature sensor.

¢ Temperature readings are displayed for an eleven-second period.

70, 70,70, 71.71,72,72,73,73,74, 74
Average = 70, High Value = 70, Low Value = 70

70,70,70,71,71,72,72,73,73, 74, 74
Average = 70, High Value = 70, Low Value =70

70, 70,70, 71, 71,72, 72,73, 73, 74, 74
Average = 71, High Value = 71, Low Value = 70

70, 70, 70, 71, 71, 72, 72, 73, 73, 74, 74
Average = 71, High Value = 71, Low Value = 70

70, 70, 70, 71,71, 72,72, 73,73, 74,74
Average = 72, High Value = 72, Low Value =70

70,70, 70, 71,71, 72, 72, 73. 73, 74, 74
Average = 72, High Value = 72, Low Value = 70
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70,70, 70, 71,71, 72,72, 73, 73, 74, 74
Average = 73, High Value = 73, Low Value = 70

Under normal conditions, the average reading would equal 71, the high value would equal 74,
and the low value would equal 70. By changing the averaging method, the average reading is
73, the high value at 73, and the low value for this example remains the same. In a sense,
averaging slows down the sensor response and the rate of change.
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ANALOG INPUT 4-20MA REFERENCE

CHART
Analog 4-20Ma Gain/Offset Conversion Formula:
Gain = Sensor Range (High Value - Low Value) / 4
Offset = Sensor Low Value - Gain
Example: TH140 Humidity
Gain = (High Value (100) -Low Value (0)) / 4 =25
Offset = (Sensor Low Value (0) - Gain (25)) =-25
Table C.1 Analog Input 4-20mA Reference Chart
RLE
Product # |Transducer Type Range Gain Offset
TEMPERATURE
TH140 Temperature (Display in Deg F) 32°F - 120°F 22 10
Temperature (Display in Deg C) 0°C - 48.8°C 12.2 -12.2
Humidity 0% - 100% RH 25 -25
T120 Temperature (Display in Deg F) 32°F - 122°F 22 10
Temperature (Display in Deg C) 0°C - 48.8°F 12.2 -12.2
CURRENT
CT55 Current 0-5Amps 1 -1
0-55 Amps 13 -13
CT20 Current 0-30 Amps 7 -7
0-60 Amps 15 -15
0-120 Amps 30 -30
CT200 Current 0-20 Amps 5 -5
0 - 200 Amps 50 -50
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Table C.1 Analog Input 4-20mA Reference Chart (continued)

II§|I'_oEduct # |Transducer Type Range Gain Offset
CT300 Current 0-100 Amps 25 -25
0 - 300 Amps 75 -75
VOLTAGE
PT300 Voltage — Single Phase 0-300VAC 75 -75
3PT300 Voltage — Three Phase 0-300 VAC 75 -75
PT600 Voltage — Single Phase 0-600 VAC 150 -150
3PT600 Voltage — Three Phase 0-600 VAC 150 -150
DISTANCE READ LEAK DETECTION
LD5000 Leak Detection 4-20mA Output 0-500ft/152m 143 -179
(Cale. in ftim) 0-1000 ft/305m | 286 -357
0-1500 ft / 457m |429 -536
0-2000 ft/610m |571 -714
0-2500ft/762m |714 -893
0-3000 ft/914m |857 -1071
0 - 3500 ft/1067m |1000 -1250
0-4000ft/1219m |1143 -1429
0-4500ft/1372m |1286 -1607
0-5000 ft/ 1524m |1429 -1786
LD5100 Leak Detection 0-1000 ft/305m |250 -250
4-20mA Output (Calculated in ft/m) g _ 2500 ft / 762m 625 -625
0 - 5000 ft / 1524m | 1250 -1250
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FMS ACCESSORIES WIRING

The following figures show the typical wiring between the FMS monitoring system and other
products offered by RLE Technologies.

BACK PIECE CENTER PIECE (WITH CIRCUIT BOARD)
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Figure D.1 T120 and T120D Temperature Sensors
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Figure D.2 TH140 and TH140D Temperature/Humidity Sensors
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Figure D.3 Dwyer Temperature/Humidity Sensor
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Figure D.4 BAPI| Temperature/Humidity Sensor
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Figure D.5 HD150, HD150-2, CM150-2, and HG150-2 Gas Sensors
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Figure D.6 RD150-F2, RD150-2 & RD150-R Refrigerant Detectors
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Figure D.8 SeaHawk LD5100 Distance Read Leak Detection System (Dry Contact)
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Configuring the SeaHawk LD5100 as an Analog

The FMS averages/filters the analog inputs. Therefore, the alarm delay for RLE’s SeaHawk
LD5100 input must be set to a value equal to or greater than the averaging time set in the FMS.
The LD5100 will output 4mA when there is no leak. The LD5100 will output a value between
4mA and 20mA when there is a water leak. The low range (4mA) will always correspond to
zero feet. The high range (20mA) will always correspond to the LD5100’s set 4-20mA Max

Range (1000, 2500, or 5000 feet).
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Figure D.9 SeaHawk LD5100 Distance Read Leak Detection System (4-20mA)
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Figure D.10 SeaHawk LD1000, LD300 L
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Figure D.11 SeaHawk LD1000, LD300, and LDRAG6 Zone Leak Detection Systems

D.2. Wiring for Other Falcon FMS Accessories

For assistance wiring the following Falcon FMS Accessories also offered by RLE, contact
Technical Support at (970) 484-6510:

¢ CT55 and CT200 Single Phase Current Sensor
¢ CT300 and CT800 Single Phase Current Sensor
¢ PT150 Single Phase Voltage Sensor

¢ PT300 Three Phase Voltage Sensor

¢ PT600 Three Phase Voltage Sensor

¢ MD3 Motion Sensor

¢ MDS Magnetic Door Sensor

¢ SMK Photoelectric Smoke Detector

¢ SeaHawk SD & SD-RO1 Spot Detectors

¢ PS-RC Relay Controlled Two Outlet Receptacle
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ALARM ID REFERENCE TABLES

E.1. Analog Tables

Table E.1  Analog Alarm ID Reference Table — Inputs 1 through 8

Analog Inputs 1 through 8

Channel Condition ID Channel Condition ID

1 High Limit 1 0011 5 High Limit 1 0051
1 Low Limit 1 0012 5 Low Limit 1 0052
1 High Limit 2 0013 5 High Limit 2 0053
1 Low Limit 2 0014 5 Low Limit 2 0054
2 High Limit 1 0021 6 High Limit 1 0061
2 Low Limit 1 0022 6 Low Limit 1 0062
2 High Limit 2 0023 6 High Limit 2 0063
2 Low Limit 2 0024 6 Low Limit 2 0064
3 High Limit 1 0031 7 High Limit 1 0071
3 Low Limit 1 0032 7 Low Limit 1 0072
3 High Limit 2 0033 7 High Limit 2 0073
3 Low Limit 2 0034 7 Low Limit 2 0074
4 High Limit 1 0041 8 High Limit 1 0081
4 Low Limit 1 0042 8 Low Limit 1 0082
4 High Limit 2 0043 8 High Limit 2 0083
4 Low Limit 2 0044 8 Low Limit 2 0084

www.rletech.com 169 970.484.6510



E Alarm ID Reference Tables

Table E.2 Analog Alarm Reference Table — Input Slots 1 and 2

Analog Input Slot 1

Analog Input Slot 2

Slot Slot

Chan |Number Condition ID Chan |Number Condition ID

1 9 High Limit 1 1011 1 33 High Limit 1 2011
1 9 Low Limit 1 1012 1 33 Low Limit 1 2012
1 9 High Limit 2 1013 1 33 High Limit 2 2013
1 9 Low Limit 2 1014 1 33 Low Limit 2 2014
2 10 High Limit 1 1021 2 34 High Limit 1 2021
2 10 Low Limit 1 1022 2 34 Low Limit 1 2022
2 10 High Limit 2 1023 2 34 High Limit 2 2023
2 10 Low Limit 2 1024 2 34 Low Limit 2 2024
3 11 High Limit 1 1031 3 35 High Limit 1 2031
3 11 Low Limit 1 1032 3 35 Low Limit 1 2032
3 11 High Limit 2 1033 3 35 High Limit 2 2033
3 11 Low Limit 2 1034 3 35 Low Limit 2 2034
4 12 High Limit 1 1041 4 36 High Limit 1 2041
4 12 Low Limit 1 1042 4 36 Low Limit 1 2042
4 12 High Limit 2 1043 4 36 High Limit 2 2043
4 12 Low Limit 2 1044 4 36 Low Limit 2 2044
5 13 High Limit 1 1051 5 37 High Limit 1 2051
5 13 Low Limit 1 1052 5 37 Low Limit 1 2052
5 13 High Limit 2 1053 5 37 High Limit 2 2053
5 13 Low Limit 2 1054 5 37 Low Limit 2 2054
6 14 High Limit 1 1061 6 38 High Limit 1 2061
6 14 Low Limit 1 1062 6 38 Low Limit 1 2062
6 14 High Limit 2 1063 6 38 High Limit 2 2063
6 14 Low Limit 2 1064 6 38 Low Limit 2 2064
7 15 High Limit 1 1071 7 39 High Limit 1 2071
7 15 Low Limit 1 1072 7 39 Low Limit 1 2072
7 15 High Limit 2 1073 7 39 High Limit 2 2073
7 15 Low Limit 2 1074 7 39 Low Limit 2 2074
8 16 High Limit 1 1081 8 40 High Limit 1 2081
8 16 Low Limit 1 1082 8 40 Low Limit 1 2082
8 16 High Limit 2 1083 8 40 High Limit 2 2083
8 16 Low Limit 2 1084 8 40 Low Limit 2 2084
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Table E.2 Analog Alarm Reference Table — Input Slots 1 and 2

E Alarm ID Reference Tables

Analog Input Slot 1 Analog Input Slot 2

Slot Slot

Chan |Number Condition ID Chan |Number Condition ID

9 17 High Limit 1 1091 9 41 High Limit 1 2091
9 17 Low Limit 1 1092 9 41 Low Limit 1 2092
9 17 High Limit 2 1093 9 41 High Limit 2 2093
9 17 Low Limit 2 1094 9 41 Low Limit 2 2094
10 18 High Limit 1 1101 10 42 High Limit 1 2101
10 18 Low Limit 1 1102 10 42 Low Limit 1 2102
10 18 High Limit 2 1103 10 42 High Limit 2 2103
10 18 Low Limit 2 1104 10 42 Low Limit 2 2104
11 19 High Limit 1 1111 11 43 High Limit 1 2111
11 19 Low Limit 1 1112 11 43 Low Limit 1 2112
11 19 High Limit 2 1113 11 43 High Limit 2 2113
11 19 Low Limit 2 1114 11 43 Low Limit 2 2114
12 20 High Limit 1 1121 12 44 High Limit 1 2121
12 20 Low Limit 1 1122 12 44 Low Limit 1 2122
12 20 High Limit 2 1123 12 44 High Limit 2 2123
12 20 Low Limit 2 1124 12 44 Low Limit 2 2124
Table E.3 Analog Alarm Reference Table — Input Slots 3 and 4

Analog Input Slot 3 Analog Input Slot 4

Slot Slot

Chan |Number Condition ID Chan |Number Condition ID

1 57 High Limit 1 3011 1 81 High Limit 1 4011
1 57 Low Limit 1 3012 1 81 Low Limit 1 4012
1 57 High Limit 2 3013 1 81 High Limit 2 4013
1 57 Low Limit 2 3014 1 81 Low Limit 2 4014
2 58 High Limit 1 3021 2 82 High Limit 1 4021
2 58 Low Limit 1 3022 2 82 Low Limit 1 4022
2 58 High Limit 2 3023 2 82 High Limit 2 4023
2 58 Low Limit 2 3024 2 82 Low Limit 2 4024
3 59 High Limit 1 3031 3 83 High Limit 1 4031
3 59 Low Limit 1 3032 3 83 Low Limit 1 4032
3 59 High Limit 2 3033 3 83 High Limit 2 4033
3 59 Low Limit 2 3034 3 83 Low Limit 2 4034
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Table E.3 Analog Alarm Reference Table — Input Slots 3 and 4

Analog Input Slot 3

Analog Input Slot 4

Slot Slot

Chan |Number Condition ID Chan |Number Condition ID

4 60 High Limit 1 3041 4 84 High Limit 1 4041
4 60 Low Limit 1 3042 4 84 Low Limit 1 4042
4 60 High Limit 2 3043 4 84 High Limit 2 4043
4 60 Low Limit 2 3044 4 84 Low Limit 2 4044
5 61 High Limit 1 3051 5 85 High Limit 1 4051
5 61 Low Limit 1 3052 5 85 Low Limit 1 4052
5 61 High Limit 2 3053 5 85 High Limit 2 4053
5 61 Low Limit 2 3054 5 85 Low Limit 2 4054
6 62 High Limit 1 3061 6 86 High Limit 1 4061
6 62 Low Limit 1 3062 6 86 Low Limit 1 4062
6 62 High Limit 2 3063 6 86 High Limit 2 4063
6 62 Low Limit 2 3064 6 86 Low Limit 2 4064
7 63 High Limit 1 3071 7 87 High Limit 1 4071
7 63 Low Limit 1 3072 7 87 Low Limit 1 4072
7 63 High Limit 2 3073 7 87 High Limit 2 4073
7 63 Low Limit 2 3074 7 87 Low Limit 2 4074
8 64 High Limit 1 3081 8 88 High Limit 1 4081
8 64 Low Limit 1 3082 8 88 Low Limit 1 4082
8 64 High Limit 2 3083 8 88 High Limit 2 4083
8 64 Low Limit 2 3084 8 88 Low Limit 2 4084
9 65 High Limit 1 3091 9 89 High Limit 1 4091
9 65 Low Limit 1 3092 9 89 Low Limit 1 4092
9 65 High Limit 2 3093 9 89 High Limit 2 4093
9 65 Low Limit 2 3094 9 89 Low Limit 2 4094
10 66 High Limit 1 3101 10 90 High Limit 1 4101
10 66 Low Limit 1 3102 10 90 Low Limit 1 4102
10 66 High Limit 2 3103 10 90 High Limit 2 4103
10 66 Low Limit 2 3104 10 90 Low Limit 2 4104
11 67 High Limit 1 3111 11 91 High Limit 1 4111
11 67 Low Limit 1 3112 11 91 Low Limit 1 4112
11 67 High Limit 2 3113 11 91 High Limit 2 4113
11 67 Low Limit 2 3114 11 91 Low Limit 2 4114
12 68 High Limit 1 3121 12 92 High Limit 1 4121
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Table E.3 Analog Alarm Reference Table — Input Slots 3 and 4

E Alarm ID Reference Tables

Analog Input Slot 3

Analog Input Slot 4

Slot Slot

Chan |Number Condition ID Chan |Number Condition ID
12 68 Low Limit 1 3122 12 92 Low Limit 1 4122
12 68 High Limit 2 3123 12 92 High Limit 2 4123
12 68 Low Limit 2 3124 12 92 Low Limit 2 4124
E.2. Digital Tables

Table E.4 Digital Alarm ID Reference Table — Digital Inputs 1 through 8

Channel Condition |ID

1 On/Off 0010
2 On/Off 0020
3 On/Off 0030
4 On/Off 0040
5 On/Off 0050
6 On/Off 0060
7 On/Off 0070
8 On/Off 0080
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Table E.5 Digital Alarm ID Reference Table — Digital Input Slots 1 and 2

Digital Input Slot 1

Digital Input Slot 2

Slot Slot

Chan |Number Condition ID Chan |Number Condition ID

1 9 On/Off 1010 1 33 On/Off 2010
2 10 On/Off 1020 2 34 On/Off 2020
3 11 On/Off 1030 3 35 On/Off 2030
4 12 On/Off 1040 4 36 On/Off 2040
5 13 On/Off 1050 5 37 On/Off 2050
6 14 On/Off 1060 6 38 On/Off 2060
7 15 On/Off 1070 7 39 On/Off 2070
8 16 On/Off 1080 8 40 On/Off 2080
9 17 On/Off 1090 9 41 On/Off 2090
10 18 On/Off 1100 10 42 On/Off 2100
11 19 On/Off 1110 11 43 On/Off 2110
12 20 On/Off 1120 12 44 On/Off 2120
13 21 On/Off 1130 13 45 On/Off 2130
14 22 On/Off 1140 14 46 On/Off 2140
15 23 On/Off 1150 15 47 On/Off 2150
16 24 On/Off 1160 16 48 On/Off 2160
17 25 On/Off 1170 17 49 On/Off 2170
18 26 On/Off 1180 18 50 On/Off 2180
19 27 On/Off 1190 19 51 On/Off 2190
20 28 On/Off 1200 20 52 On/Off 2200
21 29 On/Off 1210 21 53 On/Off 2210
22 30 On/Off 1220 22 54 On/Off 2220
23 31 On/Off 1230 23 55 On/Off 2230
24 32 On/Off 1240 24 56 On/Off 2240
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Table E.6 Digital Alarm ID Reference Table — Digital Input Slots 3 and 4

Digital Input Slot 3 Digital Input Slot 4

Slot Slot

Chan |Number Condition ID Chan |Number Condition ID

1 57 On/Off 3010 1 81 On/Off 4010
2 58 On/Off 3020 2 82 On/Off 4020
3 59 On/Off 3030 3 83 On/Off 4030
4 60 On/Off 3040 4 84 On/Off 4040
5 61 On/Off 3050 5 85 On/Off 4050
6 62 On/Off 3060 6 86 On/Off 4060
7 3 On/Off 3070 7 87 On/Off 4070
8 64 On/Off 3080 8 88 On/Off 4080
9 65 On/Off 3090 9 89 On/Off 4090
10 66 On/Off 3100 10 90 On/Off 4100
11 67 On/Off 3110 11 91 On/Off 4110
12 68 On/Off 3120 12 92 On/Off 4120
13 69 On/Off 3130 13 93 On/Off 4130
14 70 On/Off 3140 14 94 On/Off 4140
15 71 On/Off 3150 15 95 On/Off 4150
16 72 On/Off 3160 16 96 On/Off 4160
17 73 On/Off 3170 17 97 On/Off 4170
18 74 On/Off 3180 18 98 On/Off 4180
19 75 On/Off 3190 19 99 On/Off 4190
20 76 On/Off 3200 20 100 On/Off 4200
21 77 On/Off 3210 21 101 On/Off 4210
22 78 On/Off 3220 22 102 On/Off 4220
23 79 On/Off 3230 23 103 On/Off 4230
24 80 On/Off 3240 24 104 On/Off 4240

www.rletech.com 175 970.484.6510



E Alarm ID Reference Tables

Notess:

www.rletech.com 176 970.484.6510



FMS SLOT DESIGNATIONS

F.1. Input Slot Designation Table

Alarm ID format:
¢ XYYZ - X is the Slot # 0-4
¢ YYisthe CH# 1-24

¢ Z is the type: O=digital, 1=HighLevell, 2=LowLevell, 3=HighLevel2, 4=LowLevel2

Table F.1 Input Slot Designation Table — Slot 0

www.rletech.com

Analog Alarm Digital Alarm

Slot0 # Port/CH [CH ID ID ID

FMS-Cxxx 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-CCxx 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-CCCx 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-CCCC 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-CAxx 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-CAAx 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-CAAA 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-CCAX 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-CCAA 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-CCCA 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-Axxx 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-AAXx 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-AAAX 8 1-8 0.1-0.8 0011-0084 0010-0080
FMS-AAAA 8 1-8 0.1-0.8 0011-0084 0010-0080
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Table F.1 Input Slot Designation Table — Slot 0

Analog Alarm Digital Alarm

Slot0 # Port/CH [CHID ID ID
IntTempSensor 5.1 5011-5014

IntHumidSensor 5.2 5021-5024

LowBatteryAlarm 6010

PagerAlarm 6020
Table F.2 Input Slot Designation Table — Slot 1

Analog Alarm Digital Alarm

Slot1 # Port/CH [CHID ID ID
FMS-Cxxx 24 9-32 1.1-1.24 1010-1240
FMS-CCxx 24 9-32 1.1-1.24 1010-1240
FMS-CCCx 24 9-32 1.1-1.24 1010-1240
FMS-CCCC 24 9-32 1.1-1.24 1010-1240
FMS-CAxx 24 9-32 1.1-1.24 1010-1240
FMS-CAAx 24 9-32 1.1-1.24 1010-1240
FMS-CAAA 24 9-32 1.1-1.24 1010-1240
FMS-CCAXx 24 9-32 1.1-1.24 1010-1240
FMS-CCAA 24 9-32 1.1-1.24 1010-1240
FMS-CCCA 24 9-32 1.1-1.24 1010-1240
FMS-Axxx 12 9-20 1.1-1.12 1011-1124 1010-1120
FMS-AAXxx 12 9-20 1.1-1.12 1011-1124 1010-1120
FMS-AAAX 12 9-20 1.1-1.12 1011-1124 1010-1120
FMS-AAAA 12 9-20 1.1-1.12 1011-1124 1010-1120
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Table F.3 Input Slot Designation Table — Slot 2

F FMS Slot Designations

Analog Alarm Digital Alarm

Slot2 # Port/CH [CHID ID ID
FMS-Cxxx

FMS-CCxx 24 33-56 2.1-2.24 2010-2240
FMS-CCCx 24 33-56 2.1-2.24 2010-2240
FMS-CCCC 24 33-56 2.1-2.24 2010-2240
FMS-CAxx 12 33-44 2.1-2.12 2011-2124 2010-2120
FMS-CAAXx 12 33-44 2.1-2.12 2011-2124 2010-2120
FMS-CAAA 12 33-44 2.1-212 2011-2124 2010-2120
FMS-CCAX 24 33-56 2.1-2.24 2010-2240
FMS-CCAA 24 33-56 2.1-2.24 2010-2240
FMS-CCCA 24 33-56 2.1-2.24 2010-2240
FMS-Axxx 0

FMS-AAXx 12 33-44 2.1-212 2011-2124 2010-2120
FMS-AAAX 12 33-44 2.1-212 2011-2124 2010-2120
FMS-AAAA 12 33-44 2.1-212 2011-2124 2010-2120
Table F.4 Input Slot Designation Table — Slot 3

Analog Alarm Digital Alarm

Slot3 # Port/CH [CHID ID ID
FMS-Cxxx

FMS-CCxx

FMS-CCCx 24 57-80 3.1-3.24 3010-3240
FMS-CCCC 24 57-80 3.1-3.24 3010-3240
FMS-CAxx 0

FMS-CAAx 12 57-68 3.1-3.12 3011-3124 3010-3120
FMS-CAAA 12 57-68 3.1-3.12 3011-3124 3010-3120
FMS-CCAX 12 57-68 3.1-3.12 3011-3124 3010-3120
FMS-CCAA 12 57-68 3.1-3.12 3011-3124 3010-3120
FMS-CCCA 24 57-80 3.1-3.24 3010-3240
FMS-Axxx 0

FMS-AAXxx 0

FMS-AAAX 12 57-68 3.1-3.12 3011-3124 3010-3120
FMS-AAAA 12 57-68 3.1-3.12 3011-3124 3010-3120
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Table F.5 Input Slot Designation Table — Slot 4

Analog Alarm Digital Alarm
Slot4 # Port/CH [CH ID ID ID
FMS-Cxxx 0
FMS-CCxx 0
FMS-CCCx 0
FMS-CCCC 24 81-104 |4.1-4.24 4010-4240
FMS-CAxx 0
FMS-CAAx 0
FMS-CAAA 12 81-92 4.1-4.12 4011-4124 4010-4120
FMS-CCAXx 0
FMS-CCAA 12 81-92 4.1-4.12 4011-4124 4010-4120
FMS-CCCA 12 81-92 4.1-4.12 4011-4124 4010-4120
FMS-Axxx 0
FMS-AAXx 0
FMS-AAAX 0
FMS-AAAA 12 81-92 4.1-4.12 4011-4124 4010-4120
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F.2. Output Slot Designation Table

Table F.6 Output (Relays) Slot Designation Table — Slots 0 and 1

# Rly Rly ID # Rly Rly ID #
FMS-Cxxx 2 1-2 0.1-0.2 0

FMS-CCxx 2 1-2 0.1-0.2 0

FMS-CCCx 2 1-2 0.1-0.2 0

FMS-CCCC 2 1-2 0.1-0.2 0

FMS-CAxx 2 1-2 0.1-0.2 0

FMS-CAAx 2 1-2 0.1-0.2 0

FMS-CAAA 2 1-2 0.1-0.2 0

FMS-CCAX 2 1-2 0.1-0.2 0

FMS-CCAA 2 1-2 0.1-0.2 0

FMS-CCCA 2 1-2 0.1-0.2 0

FMS-Axxx 2 1-2 0.1-0.2 8 2-10 1.1-1.8
FMS-AAXx 2 1-2 0.1-0.2 8 2-10 1.1-1.8
FMS-AAAX 2 1-2 0.1-0.2 8 2-10 1.1-1.8
FMS-AAAA 2 1-2 0.1-0.2 8 2-10 1.1-1.8

Table F.7 Output (Relays) Slot Designation Table — Slots 2 and 3

# Rly RlyID |# Rly RlyID |#
FMS-Cxxx 0 0

FMS-CCxx 0 0

FMS-CCCx 0 0

FMS-CCCC 0 0

FMS-CAxx 8 11-18 2.1-2.8 0

FMS-CAAx 8 11-18 2.1-2.8 8 19-26 3.1-3.8
FMS-CAAA 8 11-18 2.1-2.8 8 19-26 3.1-3.8
FMS-CCAX 0 8 19-26 3.1-3.8
FMS-CCAA 0 8 19-26 3.1-3.8
FMS-CCCA 0 0

FMS-Axxx 0 0

FMS-AAXxx 8 11-18 2.1-2.8 0

FMS-AAAX 8 11-18 2.1-2.8 8 19-26 3.1-3.8
FMS-AAAA 8 11-18 2.1-2.8 8 19-26 3.1-3.8
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Table F.8 Output (Relays) Slot Designation Table — Slot 4

#

Rly

Rly ID

#

FMS-Cxxx

FMS-CCxx

FMS-CCCx

FMS-CCCC

FMS-CAxx

FMS-CAAx

FMS-CAAA

27-34

4.1-4.8

FMS-CCAXx

FMS-CCAA

27-34

4.1-4.8

FMS-CCCA

27-34

41-4.8

FMS-Axxx

FMS-AAxx

FMS-AAAX

FMS-AAAA

O O O] O] | 0| O] 0| O O] O] ©O|l ©O| ©

27-34

4.1-4.8
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RELAY CONTROL LOGIC

Falcon-EM Relay Logic

Figure G.1 on page 185 contains the FMS relay control logic diagram described in the
following sections.

OR Gate 144 Input

The OR Gate can accept any of the High Level 2, Low Level 2 or digital alarms. This option is
configured on each input configuration page.

AND Gate 4 Input

The AND Gate can accept up to 4 alarms. These 4 inputs can be any of the analog level 1 or 2
alarms or any digital alarm. This option is configured on each relay configuration page.

OR/AND Gate3

This gate uses the OR Gate and the AND Gate as the inputs. This gate may be either an OR or
an AND gate and is configured on each relay configuration page.

On-Delay

This gate will delay the relay operation until the programmed time has expired. The time is
configured on each relay configuration page.

On-Duration/Latch

This gate controls how long the relay will stay activated after a valid alarm combination. A
positive number will allow the relay to stay on for a fixed number of seconds. A negative
number will keep the relay activated for that time after the alarm condition has returned to
normal. Zero will force the relay to stay active until the alarm returns to normal. The time is
configured on each relay configuration page. This gate can also be set for latching-the relay will
stay active until it is manually reset by a user.
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Inverter Gate

This gate can invert the relay activation. This allows the relay to be used in a “supervised”
mode. In this mode, if the FMS loses power, the relay will close. The gate is configured on each
relay configuration page.

Schedule

Each relay can be activated by either of the two schedules in the FMS. During the scheduled
time-of-day the relay is activated. The schedule option is configured on each relay configuration

page.
Keypad

Each relay can be controlled by a 3x4 keypad instead of the alarm inputs. The keypad option is
configured on each relay configuration page.

DTMF

Each relay that can be programmed to be controlled by the keypad can also be controlled from a
DTMEF signal received on the phone line.

Force On/Off

Each relay can be forced to ON or OFF. This will override any alarm or keypad control of that
relay until the relay operation has been restored.
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Notes:
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TECHNICAL SPECIFICATIONS

Table H1 Technical Specifications
Power
1U FMS 24VDC Model: 24VDC (£10%), 1A max. (power supply
included); 48VDC Model: 36-72VDC, 0.5A max
2U FMS 24VDC Model: 24VDC (£10%), 2.5A max. (power supply
included); 48VDC Model: 36-72VDC, 1.25A max.
Inputs
Analog/Digital 8 Configurable as 4-20mA (12-bit A/D conversion) or Dry
Contact NO/NC (<15mA)
Optional Internal Temperature/ 10.5°F (@ 25°C), +4°F (@ -40° to 185°F); +3%RH (@ 20% to
Humidity 80%RH)
Keypad Standard 3x4; 3000VAC RMS optically isolated; 20 User Access
Codes (also accessible via phone/DTMF through modem)
Outputs
Relay 2 Dry Contact, Form C, 1A @ 24VDC, 0.5A resistive @ 120VAC
(controllable via user programmable logic)
Sensor/Accessory Power 24VDC (£10%) @ 300mA max. (power for external sensors and/
or devices)
Expansion Cards

EXP-A-24 or EXP-A-48

1U accommodates 1 expansion card; 2U accommodates up to 4
expansion cards

24V Falcon requires EXP-x-24 option cards; 48V Falcon
requires EXP-x-48 option cards

12 analog inputs (jumper selectable for 4-20mA, 0-5VDC or 0-
10VDC) and digital inputs (non-isolated, individual ground only);
8 Form C Relay Outputs, 1A @ 24VDC, 0.5A resistive @
120VAC

EXP-C-24 or EXP-C-48

24 Digital Inputs, 3000VAC RMS optically isolated (common
ground or individual ground)

www.rletech.com
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H Technical

Table H.1 Technical Specifications (continued)

Specifications

Communications Ports

Ethernet

10/100BaseT, RJ45 connector; 500VAC RMS isolation

ElA-232

DB9 female connector; 9600 baud; 3000VAC RMS optically
isolated; 15kV ESD protection

ElIA-485 (selectable as EIA-232)

Two-wire half duplex; terminal block (selecting EIA-232 switches
to DB9 male connector); 1200, 2400, or 9600 baud configurable;
3000VAC RMS optically isolated

Modem (RJ11 Telco) — Optional

V.34bis/33.6 kbps; DTMF capable; PPP-Enabled; FCC Part 68
approved; 1500VAC RMS isolation barrier; 2100V peak surge
protection

Protocols

TCPI/IP, UDP/IP, ICMP/IP, FTP,
NTP

IPv4

HTTP/HTML, SNPP, Telnet

1.1/4.0; up to 10 URL links to other IP addressable cameras/
devices; webpages comply with Rehabilitation Act of 1973,
sections 504 and 508, US Dept of Education (website
accessibility for computer users with disabilities)

SNMP V1: MIB-2 compliant; NMS Manageable with Get, Set, and
Traps; V2c: Traps or Informs

SMTP (Email) Supports Client Authentication (plain and login); compatible with
ESMTP Servers

Modbus RTU transmission protocol; function codes: Slave - 03; Master -
01,02,03,04

Modus/IP Modbus Slave; TCP/IP transmission protocol

BACnet/IP Reads up to 106 instances and converts to SNMP and Modbus

Terminal Emulation

VT100 compatible

TAP (Pager)

Telocator Alphanumeric Protocol Ver1.8

Alarm No

tification

Pager (Modem)

15 Text, numeric, or alphanumeric pager numbers; each digital
and analog alarm (HighLimit and LowLimit)

can notify any 5 of the 15 pagers

Email (Ethernet, Modem PPP)

8 Email recipients; email sent on Alarm and Return To Normal;
each Alarm can notify any or all of the 8 email recipients

SNMP Traps (Ethernet)

V1, V2c: 8 Community Strings; V3 (optional): 4 users, 4 Trap
Destinations

Escalation

Additional notification to 1 of the 15 pager numbers when the
initial page results in a Failure To Acknowledge status

Health Check/Self Monitoring

Self resetting; captured in Event Log

Internal Hardware

Real Time Clock

Battery backed; £1.53 min/month accuracy

Memory

16 MB RAM; 128K NVRAM; 16MB Flash

www.rletech.com
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Table H.1 Technical Specifications (continued)

H Technical Specifications

Logging Capabilities

Alarm Log

Last 256 Alarms

Event Log

Last 100 Events (e.g., Acknowledgement By Code, System
Boot, Page Successful, etc.)

Web User Access Log

Last 100 HTML Accesses (User, Date, and Time)

Digital Status Log

Last 100 Digital Status entries

Trending of Analog Inputs

244 Entries per time frame, per channel

Minute Every minute, high/low/avg for the last 65 minutes
Hour Every hour, high/low/avg for the last 25 hours
Day Every day, high/low/avg for the last 7 days

Extended Trending of Analog
Inputs

3,840 entries over 32 inputs either physical or Modbus; logging
every 1 minute, 5 minute, 15 minute, 1 hour, 2 hour, 4 hour, 6
hour and 8 hour intervals.

Login Security

Web Browser Access (Ethernet,
Modem PPP)

1 Administrator plus 7 Users individually selectable for Read
Only, Read/Write or Administrator

Terminal Emulation Access
(Modem)

1 Administrator (password for Modem access)

Front Panel Interface

Switches

Power: 1 (on/off)

LED Indicators

Power: 1 green (on/off); Status: 1 red (flashing = boot up, on =
alarm, off = normal); Network Link: 1 bi-color (green = active, red
= not active); Network Activity: 1 green; Modem: 3 green
(transmit, receive, and off hook), 1 amber (carrier detect)

Operating Environment

Temperature 32° to 158°F (0° to 70°C)
Humidity 5% to 95% RH, non-condensing
Altitude 15,000ft (4,572m) max.

Storage Environment

-40° to 185°F (-40° to 85°C)

Dimensions

1U FMS 16.8"W x 1.8"H x 7.9"D (427mmW x 46mmH x 201mmD)

2U FMS 16.8"W x 3.5"H x 7.9"D (427mmW x 89mmH x 201mmD)
Weight

1U FMS 6 Ibs. (2.72kg)

2U FMS 10 Ibs. (4.54kg

www.rletech.com
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H Technical Specifications

Table H.1 Technical Specifications (continued)

Mounting
1U FMS Rack mount, or wall mount (brackets required): WMB wall mount
brackets (not included)
2U FMS Rack mount, or wall mount (brackets required): WMB2U wall
mount brackets (not included)

Certifications

CE; ETL listed: conforms to UL STD 61010A-1, EN STD 61010;
certified to CAN/CSA C22.2 STD NO. 1010.1; RoHS compliant

www.rletech.com
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APPENDIX

SNMP v3

When the Falcon FMS has the optional SNMP v3 software installed, it can communicate with
SNMP servers running version 3. To configure the FMS for SNMP v3, follow the steps in this
appendix.

1 From the top bar of the FMS Web interface, select the Configuration Menu, then select the
SNMP/Syslog link from the menu.

The following page displays:

Submit Changes |

System Name: ||FIMS-CCCC-N-24 (FCF)

System Contact: ||Technica| Support

System Location: ||Technica| Support Office

GetRead: |pubhc

setirie: ||pubhc

Trap: ||pub|\c

Select Snmp Trap Type: |V1-Trap j

lMax Inform Retries: ||0 (0-399) (D=unlimited}

Perzistent Trap/Inform Intervat ||[] (1-55%) Minutes (0=Send Once)

Analog Trap varbinds:

@ vaue/OWLabel € Label Only

Trap Type:

& AlarmEntryAdded s falcenPertTraps

|U (14, D=Disabled)

© Lan O ppe

Cenfiguration Changed
Trap Community:

Input Trap Delivery:

|# |IP Address |TrapEnab\e |Sys\og Message
[ [foooo IS I=
b |ocoes I Is

Figure 1.1 SNMP/Syslog Configuration Page
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2 In the MIB-2 section, enter the basic system information, such as System Name, System
Contact, and System Location.

3 In the Traps section, specify the SNMP trap settings as described in Table I.1.

Table .1 SNMP v3 Trap Settings

Field Description
Select SNMP Trap Type Select from the following:
V1-Trap
V2C-Trap
V2C-Informs.
V3-Traps
V3-Informs
Max Inform Retries Set from 0-999 (minutes). The default is 0, which allows the
retries to be unlimited.
Persistent Trap/Inform Set from 1-999 (minutes). The default is 0, which allows the
Intervals FMS to send traps and informs once.
Analog Trap Varbinds Select either a trap containing the Value, Unit of Measure and
Label (default), or just the Label.
Trap Type Select the method by which the trap is sent from the FMS.
Choices are either Alarm Entry Added (default) or Falcon
Port Traps.
Configuration Changed Trap | Select which trap destination to notify that the FMS has had a
Community configuration change.
Input Trap Delivery Select if trap notification is to be sent by LAN or PPP
connection.

4 In the Trap Destinations section, enter up to four profiles for SNMPv3 communication. The
selections are described in Table 1.2.

Table .2 Trap Destination Settings

Field Description
IP Address The IP address of the server to the trap information to.
TrapEnable Check this box to indicate that trap information should be sent

to the specified server.

Syslog Message Check this box to indicate that syslog messages should be
sent to the specified server.

www.rletech.com 192 970.484.6510



www.rletech.com

| SNMP v3

5 Inthe SNMPv3 section, create up to four profiles for SNMPv3 communication. The settings
for this section are described in Table 1.3.

Table .3 SNMP v3 Profile Settings

Field

Description

Engine ID

Context Name

(Optional.) An alphanumeric name used for the SNMP v3
interface. //length limit?//

V3 Trap User (1-4)

Enter the number of the user you are creating or modifying.

User Name

Enter an alphanumeric string of up to //how many?//
characters.

Access Mode

Choose from the following:
No Authentication
Authentication - MD5
Privacy Authentication - MD5

A user name is need for No Authentication, and a user name
and password are required for Authentication and Privacy
Authentication access.

Auth-Password

An alphanumeric string of 8 to 24 characters in length.

Priv-Password

An alphanumeric string of 8 to 24 characters in length.
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Notes:
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